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FROM THE 
EDITOR 


Military Intelligence is a broad discipline. In fact, it may not be prudent to classify it as a discipline at all. 
Rather, MI is a collection of complementary disciplines. We in the Army intelligence community tend to focus 
on the more familiar topics of our craft: intelligence preparation of the battlefield, priority intelligence 
requirements, new intelligence systems, etc. However, intelligence encompasses much more than this. 

Often we say, “commanders drive intelligence.” In our customary mode of thinking they do. Yet in the broad 
sense of intelligence, it is more than just military commanders who drive intelligence, it is the need for 
intelligence that drives intelligence. Military commanders, national law-enforcement agencies, the State 
Department, private companies, and academics all drive this need. It is the necessity to know information for 
mission success that forces us to expand our notion of intelligence. This issue of the Military Intelligence 
Professional Bulletin expands that notion. Major John Chenery leads off with definitions and discussion of 
transnational threats and what we are doing about them. 

We have several articles focusing on the smaller, often forgotten, assets within our traditional intelligence 
structure. Complementing traditional intelligence collection is counterintelligence (Cl). Chief Warrant Officer 
Two Leonard Holden provides an excellent summation of the changes that have occurred in Cl in the last 
decade. Staff Sergeants Brent Dick and Kevin Lydon provide an informative overview on the intelligence 
value of long-range surveillance units. 

Expanding our horizons, we have several articles dealing with non-standard intelligence topics. Major Eric 
Lamberson discusses monitoring and deterrence of narcotics trafficking in South America. Dr. Phil Williams’ 
article on the growth of organized crime in Cuba reminds us that we will not focus only on military threats in 
the future. Further expanding our notion of intelligence, we have two articles that invite us to look at 
intelligence in a completely different manner—making us look at the building blocks of effective intelligence. 
Dr. Gordon Knowles describes in detail effective “counterintelligence” techniques employed by drug traffickers 
in Honolulu. Doug Brooks’ article on the cost-efficiency and resourcefulness of private military companies 
should be a guide for our “well-funded” intelligence operations. 

MIPB welcomes articles on any topic adding to the professional acumen of the MI Corps. We are seeking 
articles relating to the following topics in the next year— 

e Intelligence analysis: strategic, theater, operational, and tactical levels; unconventional warfare scenarios, 
technical analysis, etc. 

e Regional intelligence topics: Kosovo, Bosnia, Iraq, China, Middle East, Latin America, Africa, etc. See our cen- 
terfold for a map showing global conflicts (page 32) for some specific topics. 

e Tactical intelligence. 


As always, | wish to thank my associate editor, 


Elizabeth McGovern, who remains the backbone of 
MIPB and was instrumental in developing this issue. At 
the end of this quarter, we will toast our departing art 


director, Specialist Karen O’Sullivan-Howell. She has 
provided artistic and design excellence for nearly two 
years here at the magazine. In her place, we welcome Greg Figueroa to the team as the new art director. 














Writer of the Quarter 


Captain Gordon J. Knowles, Ph.D., HI ARNG, is our writer of the quarter, July-September 1999, for his 
article “C! Techniques of the Clandestine Street Drug Trader.” Thanks to all of our authors for their great 
articles, book reviews, and letters to the editor. Contributions like yours make MIPB the professional 
development forum for MI professionals. 





How to Submit an Article to MiPB 


MIPB is always seeking good articles on a variety of topics as well as action photographs of Mi soldiers. 
Please see page 64 for more information. 
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Focusing on Transnational Asynchronous Issues 


by Major General John D. Thomas, Jr. 


Terrorism, weapons of mass destruction, military oper- 
ations on urban terrain, sophisticated counterespio- 
nage operations, and force protection—these are all 
missions and concerns that are appearing more fre- 
quently on units’ mission essential task lists. The evolv- 
ing nature of the threat, together with the mission of 
today’s Army, require us to focus on these transna- 
tional asynchronous issues. 


The MI Corps is well prepared to support maneuver 
warfare in the classical sense, but we still have much 
to learn about providing intelligence support to the 
varied types of current operations. Units involved in 
support and stability actions have performed excep- 
tionally well but, in many cases, the training and doc- 
trine base has not kept up. 


A crucial capability to deal with these operations is a 
well-developed tactical human intelligence (HUMINT) 
capability. Here at Fort Huachuca, the Intelligence 
Center has modified the 97B (Counterintelligence (Cl) 
Agent) and 97E (interrogator) career fields to improve 
tactical HUMINT capabilities while retaining the tradi- 
tional abilities. The recent Mission Rehearsal Exer- 
cise by the 10th Mountain Division (Light) at the Joint 
Readiness Training Center (JRTC) saw the best tacti- 
cal HUMINT and counterintelligence “play” ever at a 
Combat Training Center. The fielding of the 
CI/HUMINT Automated Tool Set (CHATS) gives us 
the first automation capability to support this mission. 
We need to increase the tactical HUMINT force struc- 


ture and to publish doctrine that captures our 
experience. 


Another area we must address is what sensors are 
necessary for these operations and how we use our 
capabilities. The Army recently fielded a Hunter un- 
manned aerial vehicle (UAV) system to the JRTC. Its 
employment there will allow us to explore the use of 
UAVs in the environment of Fort Polk, Louisiana, in 
support of dismounted operations and in the urban 
environment. The 29th Infantry Brigade, Hawaii Army 
National Guard, was the first unit to have UAVs fly in 
support of its JRTC rotation. Several upcoming exper- 
iments, sessions with industry, and Advanced Con- 
cept Technology Demonstrations will help us to further 
define our future sensor and fusion requirements. 


Finally, we must develop the simulations that will en- 
able us to provide efficient and effective training. We 
are developing a tactical HUMINT module for the 
FIRESTORM (Federation of Intelligence, Reconnais- 
sance, Surveillance and Targeting, Operations and 
Research Models) simulation that will give us our first 
Capability in this area. 


The units conducting today’s intelligence mission 
are performing superbly. However, we must capture 
their lessons learned and make the required changes 
to update the DTLOMS (doctrine, training, leaders, or- 
ganizations, materiel, and soldiers). We need your 
feedback from the field. 


ALWAYS OUT FRONT! 
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by Command Sergeant Major Scott C. Chunn 


This past week, we conducted our 12th Annual MI 
Corps Hall of Fame ceremony and inducted six new 
members to the Hall of Fame (HOF). The newest HOF 
members are Colonel (Retired) John F. Concannon, 
lll; Colonel (Retired) Byron K. Dean; Mr. William L. 
Parkinson (Deceased); Lieutenant Colonel (Retired) 
Robert V. Taylor; Colonel (Retired) Harold W. Vorhies; 
and Colonel Charles D. Young (Deceased). Congratu- 
lations to the inductees and to the families represent- 
ing our deceased inductees. 


Every year we have many enlisted soldiers who re- 
tire or leave the military service that have made im- 
measurable and lasting contributions to the MI Corps. 
| would ask you to look around, identify, and honor 
these soldiers by submitting an application on their 
behalves for the Mi Corps HOF. Please feel free to 
contact me through E-mail chunnc@huachuca- 
emh1.army.mil and by telephone at (520) 533-1145 
and DSN 821-1145 or Mr. Jim Chambers at chambersj 
@huachuca-emh1.army.mil, (520) 538-1178 and 
DSN 821-1178 for further information. 
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Congratulations to Chief Warrant Officer Five Rex A. 
Williams on his selection and installation as the Chief 
Warrant Officer of the MI Corps. The installation cere- 
mony occurred in conjunction with this year’s MI 
Corps HOF. This is a new position created by Major 
General John D. Thomas, Jr., to work MI Warrant Offi- 
cer issues; his selection for his position is a welcome 
addition to our Corps. 


MI accession numbers reflect shortages similar to 
the recent Army-wide difficulties in recruiting, particu- 
larly in the following military occupational specialties 
(MOSs): 33W (Electronic Warfare/Intercept Systems 
Repairer), 96D (Imagery Analyst), 96H (Imagery 
Ground Station Operator), 98C (Signals Intelligence 
Analyst), and 98J (Electronic Intelligence Intercep- 
tor/Analyst). We continue to have six MI MOSs in the 
Army's top 25 shortage MOSs and offer enlistment 
bonuses for many of our Mi MOSs. We need more se- 


nior noncommissioned officers (NCOs) to support our - 


recruiters by speaking at local high schools, colleges, 
and communities. If you are going to be in your home- 


town or near your college while on temporary duty or 
on leave in the future, contact the Office of the Chief, 
Military Intelligence (OCMI) for specific information on 
how you can help. You can reach the OCMI via E-mail 
at ocmi@huachuca-emh1.army.mil and telephoni- 
cally at (520) 533-1173 and DSN 821-1173. 


We have seen good promotions this year for all the 
NCO grades and promotions for the Sergeants First 
Class, whose Board is currently concluding, should 
also be good. We need your assistance in retaining 
our quality soldiers. We need help with recruiting ini- 
tial-term soldiers in MOSs 97B (Counterintelligence 
Agent), 97E (Interrogator), 96U (Unmanned Aerial Ve- 
hicle Operator), and 98G (Voice Interceptor). In the 
mid-career level, we need to work harder to retain 
MOSs 98G, 97B, and 33W. At the career level, we 
should focus our retention effort on MOSs 33W, 97E, 
and 98K (Signals Collection/Identification Analyst). 

As always, train hard, take care of soldiers and their 
families, and have fun. Thanks! 


ALWAYS OUT FRONT! 
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To the Editor: 








Two articles in the January- March 1999 
MIPB struck me when | read them. First, 
the issues that Captain Robert Goodson 
raises in “Working on a Combined Staff in 
the ROK” with respect to cultural differ- 
ences, language, and security issues were 
the same in 1979. Not one thing has 
changed except some terminology. 


We have not been in the Republic of 
Korea for 49 years. Rather, we have been 
in Korea 49 times in one-year increments. 
It is not lost on our counterparts that from 
the moment we arrive in Korea we are al- 
ready “short.” Until the U.S. Army is pre- 
pared to assign intelligence non- 
commissioned officers (NCOs) and offi- 
cers to Korea for many years or even for 
an entire career, we will never solve the 
challenges of working with our ROK coun- 
terparts. Given the “up or out” environ- 
ment in the U.S. Army today, | doubt we 
will ever see career assuagements. So 
“good job Captain Goodson,” but you 
could have written the same article in 
1979. 
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The other article that struck me was First 
Lieutenant Scott Hensley'’s Quick Tips 
piece, “The Challenge of Language 
Training.” Again, the U.S. Army has done 
nothing to address language training in at 
least 25 years. Sure, there are all sorts of 
new programs, proficiency pay, and 
REDTRAIN opportunities, but the prob- 
lems of linguists trained to perform any- 
where near proficiency during live 
operations are still deplorable. And again, 
Lieutenant Hensley has written an article 
that was just as relevant in 1979. 


What are the solutions for retaining lan- 
guage skills? | offer four suggestions. Lin- 
guistic abilities should take priority over 
soldier skills. It is much easier to cram sol- 
dier skills into personnel in a short period 
than it is to train them in a language. 


It is clear that the Defense Language In- 
stitute (DL!) is not the answer unless the 
soldier upon graduation receives an imme- 
diate assignment from DLI to live opera- 
tions. If DL! were the solution, our units 
would overflow with linguists. We should 
send linguists to school in the target nation. 
We have time to send soldiers to get col- 


lege degrees, let us make the same time for 
our linguists. It would be cheaper than DLI 
too. 


Third, lower the security clearance re- 
quirements in tactical units so that non-U.S.- 
born soldiers (native speakers) can fill slots 
that now require Top Secret clearance with 
special access. From personal experience 
in the ROK, | can tell you that when the cri- 
sis comes, the intelligence commander sim- 
ply goes to his motor pool, pulls out the 
native linguists, regardless of their clear- 
ances, and puts them on listening positions 
anyway. 

Finally, assign linguists to tactical units 
only when the unit deploys. Linguists 
should be working their target nations; they 
should be ready to deploy fully immersed 
in the language and nation when the tacti- 
cal unit goes live. It is axiomatic that as- 
signing linguists to tactical MI units in 
peacetime is a great way to lose hard-won 
language skills. 


Major John E. Birch, Jr. (USAR, Ret.) 


Oak Brook, Illinois 
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Today's 
Asymmetric 
Battlefield 


by Major John T. Chenery 


Although we have faced transna- 
tional and asymmetric threats 
since the birth of our nation, many 
intelligence professionals still do 
not understand the terms and con- 
cepts involved. This article will ex- 
plain these threats, why we care, 
what we (collectively) are doing 
about them, and what you can and 
should be doing as an intelligence 
professional. These threats are 
not new, what is new is our recent 
focus on them as priorities. | will 
also show that we have an ade- 
quate structure in place to ad- 
dress these threats, but should be 
doing more to educate our- 
selves, our soldiers, and our 
supported commanders. This edu- 
cation must include mechanisms 
for better information sharing as 
well as adjustments to our doctrine 
and the way we present this doc- 
trine relative to the asymmetrical 
battlefield and transnational threats. 


What Are They? 


As you can see on the map at the 
centerfold of this issue of the Mili- 
tary Intelligence Professional 
Bulletin, the world is a dangerous 
place engaged in continuous war- 
fare and plagued by transnational 
threats and dangers. What does 
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that mean? First, we must clarify 
the terms involved, as this gives 
us a common frame of reference 
when analyzing a mission or con- 
cept. One of our challenges is that 
although we in the national security 
structure all have a common pur- 
pose—to ensure our nation’s se- 
curity—we do not speak the same 
language or use the same terminol- 
ogy. DIA defines “transnational 
threats” as any transnational 
(across iriternational borders) ac- 
tivity that threatens the national se- 
curity (see Figure 1). 

The National Security Strategy in- 
cludes in its definition of transna- 
tional threats the illicit trafficking 
of arms, international organized 
crime, uncontrolled refugee migra- 





* Counterproliferation of weap- 
ons of mass destruction (WMD). 


* International organized crime. 
* Counterdrug. 
* Counterierrorism. 


¢ information operations. 


* Support to joint task forces and 
special operations. 











Figure 1. Fighting the Trans- 
national Threat (Per DIA). 


Collapsed U.S. Embassy building in Nairobi in 1998. 


tion, and environmental damage. It 
identifies the areas of special con- 
cern as terrorist use of WMD and 
threats to the national informa- 
tion systems and other critical in- 
frastructure as dangerous new 
threats. ” 


Before we discuss the specifics, 
consider some appropriate defini- 
tions from a U.S. Government- 
issue dictionary. “Transnational” 
does not appear; however, “trans” 
(across, beyond, etc.) matched 
with “national” (pertaining to or be- 
longing to a nation) generally gives 
us a working definition as “some- 
thing that is beyond what pertains 
to one nation.” Just as ambiguous 
and open to interpretation are the 
definitions of a “threat” (danger, 
menace, expression of intent to 
harm, etc.) and a “danger” (expo- 
sure to vulnerability to harm or risk, 
etc.).° Transnational threats there- 
fore can translate to any issue or 
challenge deemed a threat by our 
national command authority 
(NCA). Unfortunately, this does not 
narrow the focus for intelligence 
operators attempting to protect the 
force and mitigate threats to our 
forces in the field and our national 
security. Transnational threats pre- 
viously involved the Communist 
espionage threat or conventional 
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military attack. Today we operate 
under the perception that since the 
collapse of the Former Soviet Un- 
ion (FSU), no other nation can or 
will pose a conventional threat to 
our homeland, so we can turn to 
the more likely asymmetric threat 
scenarios posed by our adver- 
saries and competitors. Today’s 
threats are also different in that 
they are much more challenging to 
detect, deter, and control. 


Proliferation of WMD. The pro- 
liferation issue is the most critical 
transnational threat we face, as the 
potential ramifications are the most 
severe. Specifically, it encom- 
passes the spread of nuclear, bio- 
logical, or chemical weapons and 
the missiles used to deliver them. 
“Nonproliferation” (NP) is using 
the full range of political, economic, 
and military tools to prevent or re- 
verse the trend and to protect our- 
selves. “Counterproliferation’” (CP) 
is our full range of passive and ac- 
tive measures to address this 
threat. This threat is also one of the 
newest due to the fall of the FSU as 
there has been both evidence and 
allegation of unsecured fissile ma- 
terials and of the smuggling of 
these materials. The smuggling is- 
sue is particularly threatening con- 
sidering that the rogue states and 
terrorist organizations (both foreign 
and domestic) may be interested in 
and capable of providing vast sums 
of money for WMD. There are re- 
ports of tons of weapons-grade fis- 
sionable material and thousands of 
warheads in Russian facilities less 
secure than many U.S. homes.‘ In 
1993, Russian counterintelligence 
(Cl) reported 900 thefts from mili- 
tary and nuclear camps and 700 of 
related technology.° To date none 
of the reported cases or seizures 
have threatened U.S. soil, but the 
danger of even a single diversion 
of this equipment is self-evident. 
As Dr. William Perry, former U.S. 
Secretary of Defense, said, “/ know 
of no problem with which [the DOD] 
will be confronted more important 
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than the problem of the prolifera- 
tion of WMD.” 


International Organized Crime. 
1OC is another transnational threat 
of increasing concern at the NCA 
level because some IOC elements 
have attained such status that they 
now are able to influence the ac- 
tions of nation-states. The Federal 
Bureau of Investigation (FBI) de- 
fines “organized crime” as a con- 
tinuing criminal conspiracy having 
a firm organizational structure, a 
conspiracy fed by fear and corrup- 
tion.® The IOC threat is an example 
of a threat not traditionally in our 
lane, but one which quickly rises to 
importance when confronted with 
the possibility of IOC involvement 
in weapons (particularly WMD) and 
drug trafficking. Intelligence opera- 
tors must remember that the provi- 
sions of the Posse Comitatus Act 
limiting the use of the Army to en- 
force civil laws and the laws regu- 
lating our support to civilian law 
enforcement agencies are still very 
much in effect.’ Participation in the 
1OC Task Forces is the primary 
means by which the Department of 
Defense (DOD) assists other 
agencies in the fight against l|OC. 


Drug Trafficking. The DOD has 
had extensive experience since 
1989 in the counterdrug (CD) arena 
with our JTF-6, Joint Interagency 
Task Force-East (Key West, 
Forida), and Joint Interagency Task 
Force—West (Alameda, California),® 
as well as numerous multilateral 
and bilateral arrangements with 
other nations, particularly in the 
Americas. “Counterdrug” opera- 
tions address the full range of pas- 
sive and active measures to fight 
the “drug war.” As with the other 
threat areas, you should remember 
that your operations must always 
be in compliance with the U.S. 
Army Intelligence Activities regu- 
lation, 381-10.° If you have ques- 
tions seek guidance from the staff 
judge advocate (SJA). 


International Terrorism. U.S. 
law defines “terrorism” as the 
“premeditated, politically motivated 


violence perpetrated against non- 
combatant targets by subnational 
groups or clandestine agents, usu- 
ally intended to influence an audi- 
ence.”"° “International” simply 
means that the act involves the citi- 
zens or territory of more than one 
nation. Terrorism counteraction 
has two basic components, “anti- 
terrorism” (AT) (defensive and 
force protection measures to re- 
duce vulnerability) and “counter- 
terrorism” (CT) (includes offen- 
sive measures). Within the DOD, 
these threats primarily fall under 
the Assistant Secretary of Defense 
for Special Operations and Low- 
Intensity Conflict (ASD/SOLIC). 


Information Warfare (IW). “In- 
formation warfare” consists of 
information operations (10) con- 
ducted during times of crisis or 
conflict to achieve or promote spe- 
cific objectives over a specified ad- 
versary to affect his information 
infrastructure while protecting one’s 
own. There are many different and 
varied aspects of |O and IW, which 
incorporate everything from psy- 
chological operations (PSYOPS) 
and electronic attack (EA) to system 
penetrations. With the explosion 
of |O and related technologies, 
we have created interdependen- 
cies in our critical National Infor- 
mation Infrastructures (NII) that 
present challenges for protection 
measures. In the context of a trans- 
national threat or danger, we speak 
primarily of an adversary’s capabil- 
ity to physically destroy or pene- 
trate and manipulate our crucial 
assets, databases, and infrastruc- 
tures.’ Obviously |O permeates 
everything we do in today’s infor- 
mation age. Although the defini- 
tions vary, the concept remains 
essentially consistent—the use of 
technology and information-based 
systems as weapons of warfare. 


The Year 2000 (Y2K) (“K” stands 
for a thousand) issue is another 
phenomenon you must understand 
as it is critical to the Nil protection 
piece. Computer codes until re- 
cently were written with the two- 





digit year code based on the 20th 
century. The “non-compliant” (not 
re-coded) computer would inter- 
pret the entry “OO” for next year’s 
2000 as 1900. Obviously, this 
would create computer chaos, so 
the huge effort underway recently 
has been to rectify this issue. Sec- 
retary of Defense William Cohen 
briefed on 22 July 1999 that all of 
the DOD’s computers would be 
ready (or Y2K “compliant”) by 31 
January 2000. 


“Transnational dangers” is an- 
other concept we will encounter; 
they usually include any other chal- 
lenges that could cross our borders 
or threaten our interests. These in- 
clude— 


* Ethnic or religious disputes. 
* Extremism. 


¢ Humanitarian or environmental 
disasters. 


* Trade in illegal weapons or stra- 
tegic materials. 


¢ Uncontrolled refugee flows. 
¢ Piracy and mercenary activities. 


Mercenary activities are also in- 
cluded in the other area often 
referred to as “transnational is- 
sues,” especially when they 
threaten to shift the balance of 
power in a region. These organiza- 
tions (private military companies) 
have increased considerably in re- 
cent years and their loyalties and 
intentions are often extremely sus- 
pect. Remember as you analyze a 
situation that one man’s mercenary 
is another man’s contractor. Other 
examples of these issues include 
the international competition for 
natural resources (particularly 
water, oil, minerals, and fishing terri- 
tories), migration, hate groups, and 
manmade environmental threats. 
Certainly these “issues and dan- 
gers” can be considered very seri- 
ous and could develop into or 
contribute to transnational threats; 
however, they are beyond the 
scope of this article. 


You will see that many sources 
consider these threats and dan- 
gers “asymmetric challenges.” 
That is, any unconventional or in- 
expensive method or means used 
to avoid our strengths, and exploit 
our vulnerabilities. Such activities 
could include threats to our critical 
information systems or other infra- 
structures, using commercial or 
foreign space-based assets, or de- 
nying our access to our strategic 
resources and assets. These activ- 
ities will usually occur in such a 
manner that they leave us unable 
to respond in kind. 


“Asymmetric warfare,” there- 
fore, would be an attack by an 
opponent (asymmetric enemy) 
using these means or other meth- 
ods (transnational threats, dan- 
gers, issues, and _ challenges) 
against our weaknesses. The 
asymmetric enemy has several ad- 
vantages, particularly if we are not 
dealing with a nation-state. Our op- 
ponents may not accept the 
restrictions of traditional rules of 
engagement, they do not have to 
coordinate their efforts with other 
agencies, and they are not subject 
to the internal constraints of a huge 
bureaucracy. In many situations 
they have no actual homeland and 
may not choose to respect any 
type of boundary (political, legal, 
moral, or organizational). Further- 
more, they have their own agendas 
and do not adhere to international 
conventions or norms of behavior. 
This brings us to the concept of 
“asynchronous warfare” (not oc- 
curring at the same time, rate, or 
period) which involves an enemy 
delaying or timing an attack to best 
exploit a vulnerability. 


Why Do We Care? 


The “so-what” test for our involve- 
ment in transnational threats is 
clear and easy, particularly when 
analyzing the proliferation danger. 
Consider the President’s declara- 
tion that— 


The proliferation of [WMD]... 
constitutes an unusual and ex- 


traordinary threat to the na- 
tional security of the United 
States, and [I] hereby declare a 
national emergency to deal with 
that threat.’ 


As an intelligence soldier that mes- 
sage is crystal-clear to me. 


Furthermore, our national secu- 
rity strategy identifies our nation’s 
goal to use whatever tools it can 
to— 


* Shape the environment. 
¢ Deter transnational threats. 
¢ Detect and interdict activities. 


¢ Protect its forces and civilian 
population. 


* Mitigate its consequences if an 
incident does occur." 


Our nation has a big toolbox with 
many “tool sets” and the Army is 
only one of the “sets” available to 
work the issues and challenges of 
transnational threats. On the intelli- 
gence side, we must get out front, 
while staying in our lane, to protect 
our forces from these transnational 
actors and the threat they repre- 
sent on the asymmetric battlefield 
[which, by the way, you are on right 
now]. 


What Are We 
Doing About It? 


Do not think that we are not doing 
anything about these dangers; 
quite the contrary, any time so 
many smart people are looking at 
issues, especially ones so critical, 
things are going to get done. The 
challenges we do face, however, 
are that we are a part of a huge or- 
ganization, which traditionally re- 
sists change (the nature of a 
bureaucracy). Change is espe- 
cially difficult for us in this arena 
because we are talking about fun- 
damental revisions in the way we 
view and address threats and po- 
tential battlefield environments. 
However, do not think that this au- 
thor advocates sitting by and as- 
suming someone is out there 
addressing your issue—find out! 
Get on the INTELINK (intelligence 
Link), call the Defense Intelligence 
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Figure 2. DIA Transnational Warfare Group Organization Chart. 


Agency (DIA) (see Figure 2) or the 
senior intelligence officer of your 
organization—get involved and 
start a dialog. We have to be more 
open and scholarly in our discus- 
sions about the threats we face 
and those we see in our future. 


Within the DOD, the response to 
transnational threats is part of what 
we refer to as our “core business.” 
Not only are threats to our national 
security from outside hostile ele- 
ments inherent in our basic mis- 
sion, but these actors can seriously 
impact on our ability to perform our 
traditional role of fighting and win- 
ning our nation’s wars.'” The De- 
fense Science Board reported on 
the DOD response to transnational 
threats and identified six primary 
elements of a response strategy to 
strengthen our capabilities: 

* Treat the threat as a major DOD 
mission. 

* Use the existing national secu- 
rity structure and processes. 

¢ Define an end-to-end operational 
concept and a “system of sys- 
tems” structure. 

¢ Provide an interactive informa- 
tion system on global transna- 
tional threats. 


¢ Address needs long viewed as 
“too difficult.” 


* Leverage worldwide force pro- 
tection and civil protection. 
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In order to accomplish all of this, 
our response requires a great deal 
of interaction between our numer- 
ous governmental agencies (na- 
tional and local) and our external 
allies. Actually, the DOD is the one 
agency or entity in the U.S. Gov- 
ernment with the capability, re- 
sources, and expertise to counter 
many of these threats. The most 
notable assets DOD has to offer in 
the fight against transnational 
threats are our intelligence re- 
sources and solders. These make 
us a Significant tool set in the over- 
all equation but we are not alone. 


As we look at these “new” and 
“emerging” threats, we see that 
there is nothing really new about 
them. Criminals, tyrants, warlords, 
and warmongers have always 
searched for new and ingenious 
ways and means to seize power 
and money. These emerging 
threats are nothing more than a 
continued evolution of threats 
keeping pace (and unfortunately 
at times setting the pace) with new 
technologies. What is new with 
many of these threat areas is the 
arrival of the DOD on the scene, or 
our focus on these issues based on 
their new status as threats to na- 
tional security. In our quest for data 
on transnational threats, we must 
be sensitive to the fact that often 
other Federal agencies perceive 


us as the “big green bull in a 
china shop” on a quest for an- 
other enemy. We must also be 
careful working these issues, as it 
is easy to cross jurisdictional (and 
legal) boundaries resulting in dam- 
aged relations and potential legal 
issues for those involved. 


For our DOD law enforcement 
entities (Criminal Investigation Di- 
vision, Provost Marshal, and Cl 
Agents), the transnational threat 
scenarios are familiar, as are the 
working relationships with the nu- 
merous other Federal agencies. In 
Army Cl, our agents have the spe- 
cific responsibility of executing the 
Cl mission in concert and coordi- 
nation with other members of the 
foreign Cl community to oppose 
foreign intelligence services (FISs). 
During peacetime and conflict, Cl 
aggressively detects, identifies, and 
assesses, then counters, neutral- 
izes, or exploits the FIS collection 
efforts, sabotage, subversion, sedi- 
tion, terrorist activities, and assas- 
sination efforts of foreign powers, 
organizations, or persons directed 
against the DOD."® 


Since we are essential team play- 
ers within the national structure to 
combat these threats (as part of an 
interagency, joint, or combined 
task force (TF)), it is important for 
us to become familiar with the 
structure involved. Numerous U.S. 








joint or interagency bodies formed 
nationally and regionally to ad- 
dress these issues. They include 
the Non-Proliferation Center (NPC) 
under the Director of Central Intelli- 
gence (DCI), the counternarcotics 
centers, organized crime and ter- 
rorism TFs, and the Y2K TF, to only 
name a few. There are also numer- 
ous multilateral conventions, which 
establish international protocols, 
and bilateral extradition treaties 
particularly related to international 
terrorism. With most of these 
threats, DOD is not in the lead, but 
a supporting arm of another Fed- 
eral agency. This is the concept of 
the “lead Federal agency” (LFA). 
For example, in the war on drugs 
and international crime, the Justice 
Department has the lead, with the 
FBI and Drug Enforcement Agency 
(DEA) as the lead agencies. With 
international terrorism, it is the U.S. 
Department of State (DOS) over- 
seas and the FBI domestically. 


The intent in forming the various 
TFs is to break down the traditional 
interagency and departmental bar- 
riers and attempt to match the 
threats’ flexibility. Our huge bu- 
reaucracies do not respond to any- 
thing quickly or very efficiently, so 
the DOD and other Federal agen- 
cies created TFs charged with the 
mission to go after their respective 
threats aggressively and directly. 


Within the DOD, the appropriate 
Joint Staff-level area assumes re- 
sponsibility regarding these threats; 
for example, the section responsi- 
ble for combating terrorism is the 
J-34 under the J3 (Operations). Re- 
gionally, each commander in chief 
(CINC) has the primary responsi- 
bility, working with the appropriate 
U.S. and host nation agencies, 
country teams, and ambassadors. 
For intelligence at the Joint level, 
the J2 and the Defense Intelligence 
Agency (DIA) are our focal points. 


Our response also includes what 
we are doing to train our intelli- 
gence force and to equip them with 
the necessary data to address 
these issues. As Major General 


John D. Thomas, Jr., pointed out in 
his “Vantage Point” column in this 
magazine, our overall training and 
doctrine bases have not kept up 
with our forces in the field. | con- 
tend that even the intelligence ele- 
ments that are directly involved in 
working transnational threats can 
do better at capturing and sharing 
lessons learned between them- 
selves and with the rest of the intel- 
ligence community. 


It is apparent that with our current 
structure, intelligence doctrine can- 
not keep pace with the changes we 
are encountering, and we probably 
should not expect it to right now. 
However, we must re-look the way 
we present our doctrine and share 
our tactics, techniques, and proce- 
dures (TTP) and lessons learned 
either through print or electronic 
media. We should look to the U.S. 
Coast Guard (USCG) for a model 
program transforming doctrine into 
a more interactive medium. Their 
system employs a tiered approach 
using compact disc technology that 
gives training centers the capability 
to update master online references 
and field units the capability to up- 
date their TTP. Their system of 
feedback loops has resulted in ac- 
celerated learning and improved 
management while standardizing 
methodologies across the USCG.' 


| encourage those involved in or 
with exposure to these TFs and 
centers to share your experience 
with our doctrine writers at the 
schoolhouse and with those of us 
in the field. We must fully exploit 
the available communication 
means and use them as positive 
educational tools. We also have 
outstanding educational opportuni- 
ties through our programs at the 
Joint Military Intelligence College 
(JMIC) in the DIA. The JMIC pro- 
vides the DOD and other Federal 
agencies with trained “strategic 
thinkers” conditioned to “think out- 
side the box” through the Post- or 
Under-Graduate Intelligence Pro- 
grams (PGIP/UGIP). 


What Can and Should You Do? 


If you want to fight “druggies,” join 
the DEA. If you want to catch crimi- 
nals, join the FBI. If you want to be 
a humanitarian, join the Red Cross. 
However, if you want to be a mili- 
tary intelligence professional, then 
continue to seek knowledge, study, 
share experience and knowledge, 
and above all be proactive and ag- 
gressive! Remember, you are sup- 
posed to be a warfighter (not a 
crime-fighter or Velcro™-wearing 
superhero—just be a good MI sol- 
dier). Keep abreast of the latest 
technological developments and 
the current transnational threat sit- 
uations, but also remain focused 
on your supported commander and 
your mission at hand. If you are a 
leader, then adapt yourself, edu- 
cate your soldiers, and engage in 
the dialog. Most of us are not great 
or deep thinkers or proficient 
articulators, but we can make small 
contributions to the collective ef- 
fort. If you have information to 
share for the benefit of the intelli- 
gence community, either use the 
MIPB with your own articles or 
send your comments in a letter to 
the editor to clarify a specific issue. 
For those of you with insight you 
are unable to share via open 
sources, consider adding to the 
wealth of knowledge available on 
the INTELINK. 


Conclusion 


This article only scratches the 
surface of the transnational threat 
issues. There are literally hun- 
dreds of references and numerous 
agencies and sub-offices involved 
within the DOD and the rest of the 
national structure. Our recent 
guidance on the evolving threat 
environments and the nature of the 
future threat advises us to become 
comfortable with the ambiguity and 
adapt to change. So, do take the 
time to educate yourself on the is- 
sues and adapt to changes, but as 
an intelligence professional you 
cannot ever afford to be comfort- 
able with ambiguity. 
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Transnational threats are control- 
lable and the battles are winnable. 
We are the most powerful and 
competent military force and politi- 
cal entity in the world. We have 
proven that no threat force can 
compete with us on the modern 
conventional battlefield when we 
take the gloves off, and we have 
forced our competitors to either 
seek legal means to compete or to 
resort to asymmetric measures. 
With the proper motivation and en- 
gagement of our collective intelli- 
gence capabilities, we can win 
these asymmetric fights—every 
time! * 
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LRSU: 


Eyes of the (PAG 
Commander 


by Staff Sergeants 
Brent W. Dick and 
Kevin M. Lydon 


Long-range surveillance ynits 
(LRSUs) provide an invaluable 
human intelligence (HUMINT) 
collection asset to a corps or divi- 
sion commander. Understanding 
long-range surveillance (LRS) and 
how these units operate guaran- 
tees a high mission-success rate, 
proper use of the units, and timely 
answering of the commander’s 
priority intelligence requirements 
(PIR). An LRSU is ultimately the 
“eyes of the commander’ in any op- 
erational environment. 


LRS is an extremely valuable 
intelligence and electronic warfare 
(IEW) collection asset available to 
a division or corps commander. 
Information received from LRS is 
highly reliable because it is gath- 
ered by well-trained soldiers who 
have “eyes on” the target. These 
LRS soldiers provide the com- 
mander with a collection capability 
that is in near-real time, all 
weather, and all terrain. A typical 
LRS mission consists of— 


* Inserting a six-soldier team deep 
(80 to 250 kilometers) behind en- 
emy lines. 


¢ Infiltrating to a named area of in- 
terest (NAI). 


* Performing reconnaissance and 
surveillance of a designated NAI!. 


* Establishing high-frequency (HF) 
or tactical satellite communica- 
tions. 


* Sending the collected specific in- 
formation requirements (SIR) 
back to the LRS base station. 


* Exfiltrating to a collection point. 
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* Conducting a thorough debrief- 
ing. 

* Recovering for a follow-on 
mission. 


The LRS team accomplishes the 
mission in accordance with the 
corps or division G2’s collection 
plan. A mission can be as short 
as 24 hours or longer than 7 days. 


Phases of LRS Operations 


The success of LRS operations 
depends on thorough planning, 
acquiring the PIR, and reporting 
them in a timely manner, while at 
the same time avoiding detection. 
Five distinct phases comprise LRS 
team operations: planning, infiltra- 
tion, execution, exfiltration, and re- 
covery. 


Planning. Planning is the first 


phase in an LRS operation. This 
phase starts when the G2 nom- 











inates an LRS mission based on 
how it supports the collection plan. 
The corps or division commander 
or the assistant division com- 
mander for maneuver normally ap- 
proves the mission. The G2 tasks 
the LRS unit through input to para- 
graph 3 of the corps or division op- 
erations order (OPORD) or a 
fragmentary order (FRAGO). The 
LRS unit prepares and issues a 
warning order (WARNORD) and 
an OPORD to the team and assists 
the G2 with developing the mis- 
sion-planning folder (MPF). The 
MPF provides the team with de- 
tailed information on the mission to 
include maps, photographs, and 
sketches and climatology, terrain, 
and recent enemy activity reports. 


Once the team receives the mis- 
sion, it develops several courses of 
action (COAs). The basis of the 
COAs is detailed information about 





LRS soldiers lowering combat equipment during airborne insertion. 
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the METT-TC (mission, enemy, 
terrain and weather, troops, and 
time available and civilians) on the 
battlefield. The LRS team leader 
presents the COAs to the LRS 
commander, and together they 
choose the best one. After select- 
ing the best COA, the team devel- 
ops a detailed team OPORD. 
During this phase, the LRS team 
sends requests for information 
(RFls) and requests for intelligence 
information (Rils) to the G2 and G3 
to clarify any questions or discrep- 
ancies identified during the COA 
and OPORD development. All 
team members participate in de- 
veloping the OPORD, with team 
members contributing in their given 
areas of expertise. For example, 
the senior scout observer studies 
the terrain and selects the best 
route, the radio operator develops 
the communications plan, and so 
forth. Once they develop the final 
plan, the team presents the 
OPORD to the team commander 
with an emphasis on paragraph 3, 
Execution. The LRS commander 
scrutinizes the plan and ensures it 
is sound before he approves it. 
With the issuance and approval of 
the plan, the team conducts thor- 
ough rehearsals and battle drills. 


The final step of the planning 
phase, the brief-back, is similar to 
the OPORD but highlights the mis- 
sion-essential information. Its pur- 
pose is to brief the plan to the G2, 
division or corps commander, or a 
suitable representative; the G2 and 
the commander will then accept, 
modify, or reject the briefed plan. 
Upon approval of the plan, the LRS 
team conducts its final inspections 
and moves to the embarkation 
point. 


Infiltration. The infiltration 
phase begins at the point of em- 
barkation and ends with the 
movement to a security halt near 
the hide-site location. LRS teams 
train to infiltrate over a variety of 
terrain (urban, desert, mountain, 
jungle, or water) using multiple 
insertion techniques. There are a 
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Air assault. 

Air mobile. 

Vehicle or on foot. 
Static-line parachute. 
Small boat (Zodiac). 
Stay behind." 





Fast rope insertion-extraction system (FRIES). 
High-altitude high opening (HAHO) parachute. 
High-altitude low opening (HALO) parachute. 

SCUBA (self-contained underwater breathing apparatus). 








Figure 1. Methods of Infiltration. 


number of infiltration and inser- 
tion options available to an LRS 
team (see Figure 1). 


The selected method of infiltra- 
tion depends on the mission, en- 
emy situation, resources available, 
weather and terrain, depth of infil- 
tration, training of the team, team 
survival, and simplicity. The best 
method is the one that the adver- 
sary is least likely to detect. The 
team's infiltration usually occurs 
during hours of limited visibility; 
however, the time the team must 
have “eyes on” the target drives the 
time of infiltration. Depending on 
the insertion technique chosen, 
suppression of enemy air defense 
(SEAD) and close air support 
(CAS) assist the team’s infiltration 
enroute to the insertion point. The 
actual insertion will end after the 
team caches any insertion equip- 
ment and the infiltration platform 
departs the loiter area. 


The infiltration phase continues 
as the team moves from the point 
of insertion to the hide-site near the 
NAI. Due to the method and length 
of movement as well as enemy ac- 
tivity, a team may take several days 
to complete its infiltration. If so, it 
will establish a clandestine patrol 
base and continue the infiltration 
the following night. During infiltra- 
tion, the team records all of the de- 
tails of the movement in a patrol log 
or on a voice recorder. This log in- 
cludes details on the terrain, vege- 


tation, weather, enemy sightings, 
signs of activity, and any peculiari- 
ties encountered. It assists the 
team with details during the de- 
briefing. 


Execution. This phase actually 
begins during the planning phase 
in that, to achieve success, it re- 
quires detailed planning and re- 
hearsals. Execution begins after 
infiltration when the LRS team es- 
tablishes a security halt and sends 
a leader’s reconnaissance patrol to 
find a tentative hide-site. After the 
establishment of the hide-site, the 
leader's reconnaissance patrol 
moves out to pinpoint the objective 
(NAI) and to establish surveillance 
of the target. After the leader’s re- 
connaissance is complete and sur- 
veillance of the NAI has begun, the 
remaining team members return 
to the hide-site and establish HF 
communications with the LRS de- 
tachment or company operations 
base (DOB/COB). 


During execution, the LRS team 
often occupies two sites that may 
be several kilometers apart—a sur- 
veillance site used to observe the 
NAI and a hide-site that maintains 
communications with the surveil- 
lance site and the DOB/COB. 
Those members at the surveillance 
site observe and report on the ob- 
jective and maintain continuous 
communications with the hide-site. 
The soldiers at the surveillance site 
report the specific information 
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LRS soldiers conducting special patrol insertion/extraction (SPIES) 


operation. 


obtained to the hide-site; team 
members there then send it to the 
DOB/COB via their long-range HF 
communications. The LRS DOB/ 
COB forwards the information to 
the analysis and control element 
(ACE) at the division or corps G2. 
The LRS team reports the ob- 
served activity during predesig- 
nated communication windows; 
however, if the information an- 
swers PIR, they will report out of 
their communications window. The 
LRS team continues to send re- 
ports to the DOB/COB until the lat- 
est time information is of value 
(LTIOV) given to them by the G2 
and G3. After the “eyes off’ time, 
the personnel at the two sites link 
up, disseminate their final informa- 
tion, collect all surveillance logs 
and objective sketches, and pre- 
pare for exfiltration. 


Exfiltration. During the exfil- 
tration phase, the team stealthily 
departs the objective area and 
moves to a pick-up zone (PZ). 
Exfiltrations can be over land or 
water and the exfiltration route nor- 
mally differs from the infiltration 
route. Again, the team leader 
keeps a detailed patrol log record- 
ing the pertinent information. 
Exfiltration also encompasses the 
extraction of an LRS team. Some 
extraction methods available to the 
LRS commander consist of link-up 
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(friendly or partisan), air mobile, 
special patrol insertion extraction 
system (SPIES), waterborne, and 
roll-over. The exfiltration phase 
ends once the LRS team has re- 
turned safely behind friendly lines. 


Recovery. The recovery phase 
consists of debriefing, equipment 
maintenance, stand-down, and 
training. The recovery begins with 
the debriefing. This debriefing of 
the entire LRS team begins no 
more than two hours after the 
team has returned from the mis- 
sion. A G2 representative (96B 
Intelligence Analyst or 97B Counter- 
intelligence Agent) or an LRS op- 
erations soldier conducts the de- 
briefing. The debrief starts at the 
point of embarkation and follows 
the chronological sequence of 
events from infiltration through 
execution to exfiltration. Inter- 
ested staff sections (G3, terrain, 
and so forth) that require informa- 
tion the LRS team possesses are 
encouraged to attend the debriefing 
to ask pertinent questions. 


The debriefing is very important 
because the timely collection, 
analysis, and dissemination of in- 
formation recovered in the debrief 
may answer many questions gen- 
erated for follow-on operational 
missions. Once the debrief is com- 
plete, the team begins mainte- 
nance of equipment, refit oper- 





ations, and training for the follow- 
on missions. 


Advantages of LRS Teams 


There are many advantages of 
having an LRS team perform its as- 
signed surveillance and reconnais- 
sance mission. An LRS team 
consists of six highly trained, physi- 
Cally fit, mentally tough infantry sol- 
diers. They are one of the few 
collection assets that have a 
24-hour, all-weather collection ca- 
pability. They report any SIR (in- 
cluding information on enemy 
activity, terrain, weather, etc.) 
within their NAI directly to the LRS 
operations base (COB/DOB) in 
near-real time using a detailed 
SALUTE (size, activity, location, 
unit, time and equipment) report 
format. The COB/DOB immedi- 
ately reports this information to the 
corps or division G2. With the addi- 
tion of digital cameras, LRS teams 
can provide imagery intelligence 
(IMINT) with their ability to photo- 
graph objects at angles otherwise 
hidden from aerial or satellite sur- 
veillance—under trees, clouds, 
camouflage, and in buildings, shel- 
ters, etc. The team carries or 
caches all the equipment required 
for the mission, thus becoming 
self-sustaining for week-long mis- 
sions. Other operational advan- 
tages of LRS teams exist with the 
numerous options on the insertion 
and extraction of a team. Only the 
imagination and the METT-TC fac- 
tors limit their insertion and extrac- 
tion techniques. 


LRS team members are among 
the most highly trained individuals 
in the corps or division. They re- 
ceive extensive training on vehicle 
and equipment identification and 
thus provide reliabie combat infor- 
mation (by nomenciature) on en- 
emy sightings. Additionally, they 
train on most of the insertion and 
extraction techniques listed above. 
All LRS members are airborne- 
qualified and many are Ranger- and 
Long-Range Surveillance Leaders 
Course- (LRSLC) qualified as well. 
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LRS teams learn stealth and thus 
leave little evidence of their pres- 
ence. However, if compromised, 
they have received extensive 
survival training. Additionally, all 
missions include an evasion and 
recovery plan if the adversary com- 
promises the team or if it loses its 
communications capabilities. Each 
team possesses at least one emer- 
gency medical technician-trained 
soldier who treats trauma or ill- 
nesses while on the mission. 


Disadvantages of 
LRS Teams 


Compared to the advantages, 
the disadvantages of an LRS team 
are minimal. The greatest disad- 
vantage is that a U.S. soldier may 
be lost behind enemy lines. LRS 
teams accept this possibility and 
follow the principle of the Ranger 
Creed: “/ shall never leave a fallen 
comrade to fall into the hands of 
the enemy.” However, each LRS 
soldier knows that the loss of a 
team member, depending on the 
mission, may save the lives of 
hundreds or even thousands of 
fellow U.S. soldiers. Another dis- 
advantage is the difficulties of life 
support: conducting logistical re- 
supply 80 to 250 kilometers be- 
yond the forward line of troops or 
line of contact is difficult and dan- 
gerous. While on the mission, re- 
supply may not be practical. 


As mentioned above, LRS mem- 
bers are highly trained soldiers; 
however, this is both an advantage 
and disadvantage. To acquire the 
needed proficiency and to sustain 
that proficiency, LRS teams require 
extensive training on communica- 
tion equipment, observation de- 
vices, weapons, and tactics, 
techniques and procedures (TTP). 
Planning the extraction of an LRS 
team is the last disadvantage. An 
LRS insertion is easy to plan be- 
cause it can be occur in conjunction 
with a deep attack mission but the 
extraction plan must have the same 
detail and it often does not. 
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LRS soldiers conducting vehicle identification and recognition training. 


Conclusion 


The strong points of LRS teams 
are their versatility, flexibility, and 
high level of training. Unfortu- 
nately, LRS is often misunder- 
stood. Educating the division, 
corps, and echelons above corps 
(EAC) commanders and staffs, 
particularly the G2 and G3 staffs, 
on LRS operations starts with FM 
7-93, Long Range Surveillance 
Units Operations. Another 
method that can help to educate 
the staff on LRS capabilities is the 
LRSLC. This course is open to 
LRS soldiers and selected division 
and corps staff officers who per- 
form LRS operations. Attending 
this course provides insight on all 
phases of LRS operations. We en- 
courage G2 staff officers, espe- 
cially collection managers, to 
attend this course and to develop 
the necessary understanding to 
better plan, coordinate, and exe- 
cute an LRS mission. The LRSLC 
is taught at Fort Benning, Georgia. 
The LRSLC address is Comman- 
der, Company D, 4th Ranger 
Training Battalion, Fort Benning, 
Georgia 31905. Readers can con- 
tact the current Commander, Cap- 
tain Mike Viera, at E-mail 
vieram@benning.army.mil. #* 


The authors thank Major Sloan Oli- 
ver, Concepts Division, Futures Di- 
rectorate, U.S. Army Intelligence 
Center and Fort Huachuca, for his 
substantive suggestions. 


Endnotes 


1. In stay behind/roll-over, the LRS soldiers 
actually “stay behind” in a hide position 
and wait for the enemy to roll by. 


2. LRS teams members are infantry soldiers 
(military occupational specialties 11B and 
11C). At one time, an additional skills identifier 
Q6 designated soldiers as LRS-qualified. 


Staff Sergeant (SSG) Brent Dick is cur- 
rently an instructor and the Intelligence 
Platoon Sergeant at D Company, 4th 
RTB, home of the Long-Range Surveil- 
lance Leaders Course (LRSLC). He is a 
graduate of the Airborne and Ranger 
Courses and LRSLC. SSG Dick is cur- 
rently working on his Bachelor of Arts 
degree from Pierce College. Readers 
can contact him via E-mail at 
hedick@aol.com and telephonically at 
(706) 544-6506 or DSN 784-6506. 


SSG Kevin Lydon is currently the intel- 
ligence Platoon’s Primary Instructor at 
D Company, 4th RTB. He is a graduate 
of the Airborne and Ranger Courses, 
LRSLC, and Combat Diver Qualifica- 
tion School. He is currently working 
on his Bachelor of Science degree in 
History from Columbus State University 
Readers can reach SSG Lydon via 
E-mail at lydonkm@hotmail.com. 
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by Phil Williams, Ph.D. 


The resilience of the Castro regime 
in Cuba has confounded expecta- 
tions in the United States. Never- 
theless, there is a strong sense in 
Washington that the regime is 
merely a heart attack away from 
collapse: without Fidel Castro, Cuba 
will reject the socialist revolution, 
revert to a market economy, and 
develop into a flourishing liberal 
democracy. The argument here, 
however, is that one of the main 
beneficiaries of a collapse of the 
communist regime in Cuba will be 
organized crime. 


In part, Cuba will follow the Rus- 
sian pattern and develop an indige- 
nous organized crime problem. 
The real model for Cuba, however, 
is a Caribbean one in which trans- 
national criminal organizations 
penetrate weak states. While do- 
mestic organized crime in Cuba will 
increase after Castro, the real 


problem will be from external 
groups wanting to use Cuba to 
tranship illicit commodities, to laun- 
der dirty money, and to control its 
burgeoning sex industry. Figure 1 
summarizes the differences be- 
tween the Russian and Caribbean 
models of organized crime. Cuba, 
in effect, combines components of 
both, although it will ultimately 
approximate the Caribbean model 
much more than the Russian. 


Communist Regimes 
as Incubators for 
Organized Crime 

Communist states have several 
characteristics that facilitate the in- 


cubation of organized crime and 
corruption: 


* One-party rule. 


* Lack of oversight of the ruling 
elite. 


* Absence of checks and balances. 





Russian Model of Organization 
Crime Development 


Caribbean Model of Organized 
Crime Penetration 





Strong state becoming weak 
internally 


Weak state subject to external infiltration 





Pervasive culture of criminality 
and black market economy 


Tradition of contraband, smuggling, and 
political corruption 





Removal of political barriers to 
interaction with outside world 


Location on trade routes 





Domestic criminal organizations 
expand and link with non-Russian 
organized crime 


Penetration by transnational criminal 
organizations 





Russian organized crime exported 


Russian, Italian, Colombian, Mexican, 
and U.S. Organized crime active 





Capital flight - proceeds of crime 
leave 








Offshore financial centers - proceeds of 
crime enter 








Figure 1. Differences Between the Russian and Caribbean 
Models of Organized Crime. 
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* Weakness of civil society. 


¢ Prevalence of patron-client rela- 
tions. 


Such a system has few safeguards 
against official corruption and en- 
courages black market networks. 
At a lower level, black markets op- 
erate for subsistence and survival 
rather than aggrandizement. One 
consequence of the operations of 
black markets at any levels, how- 
ever, is that they undermine re- 
spect for law—especially in states 
such as Castro’s Cuba where the 
rule of law is subordinated to the 
rule of the leadership. 


If such conditions facilitate orga- 
nized crime and corruption, the 
strong social-control apparatus 
that also characterizes authori- 
tarian states establishes clear lim- 
its to its development. Similarly, a 
weakening of these controls en- 
ables organized crime to expand 
significantly—as has happened in 
many of the former Soviet states. A 
major difference in Cuba, however, 
is the absence of a well-estab- 
lished criminal culture of the kind 
that existed in the old Soviet Union. 
While those who typically operate 
in the “black” economy could de- 
velop skills that, under less con- 
straining circumstances, facilitate 
the development and operations of 
sophisticated criminal enterprises, 
there is not the same tradition of in- 
digenous criminality as in Russia. 
Consequently, the foundation for 
the expansion of domestic orga- 
nized crime in Cuba is far 
weaker than it was in Russia. Cu- 
ban organized crime might de- 
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velop, but it is unlikely to become 
as pervasive or as powerful as the 
indigenous organized crime in 
Russia. 


The Vulnerabilities of 
States in Transition 

Alikely trigger for such a develop- 
ment in Cuba is the collapse of the 
regime and with it, an enforcement 
apparatus capable of inhibiting ei- 
ther indigenous expansion or ex- 
ternal infiltration by organized 
crime. The sudden collapse of po- 
litical power typically leads to the 
loss of social control and at least a 
hiatus in the effective operation of 
the criminal justice system. At the 
same time, there is usually an 
opening to the outside world— 
either because the regime is no 
longer opting for self-imposed iso- 
lation or because external con- 
straints are removed. This offers 
opportunities for the entry of legal 
businesses and licit investments 
but also for illegal business and in- 
vestments involving the proceeds 
of crime. 


None of this implies that there is a 
uniform model for states in transi- 
tion or that all such states are 
equally vulnerable to the growth of 
organized crime. Indeed, in the 
case of Cuba, the transition pro- 
cess has already started—largely 
in response to the desperate eco- 
nomic circumstances of the period 
from 1989 to 1993. The loss of So- 
viet subsidies and of Cubas’ 
Comecon' trading partners had a 
major impact on the Cuban econ- 
omy, compelling the Government 
to encourage commercial activities 
that were hitherto forbidden. Al- 
though this “limited liberaliza- 
tion with tight political control” is 
based on contradictory impulses, 
it has had some success in re- 


versing the devastating eco- 
nomic trends of the early 
1990s.” 


Since 1994, Cuba’s gross domes- 
tic product (GDP) has increased by 
about 15 percent.* Moreover, the 
government's approach (empha- 
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sizing foreign exchange flows and 
foreign investment, increasing the 
supply of goods, reducing govern- 
ment expenditure, and changing 
incentive structures rather than 
ownership) has avoided the worst 
features associated with the 
Russian transition.* By eschewing 
rapid and massive privatization, 
the Cuban Government has pre- 
vented the transfer of large por- 
tions of the Cuban economy to 
corrupt officials and wealthy crimi- 
nals. Furthermore, by maintaining 
the coercive power of the state, the 
Castro regime has avoided trans- 
ferring power to indigenous orga- 
nized crime. ° 


Dominance over important sec- 
tors of the economy by Mafia- 
like groups in Russia was possi- 
ble because the state dramati- 
cally reduced its enforcement 
capacity. In Cuba, the alliance 
between government and for- 
eign investment has created 
market-oriented incentives while 
keeping out organized crime. 
Even capitalism needs a state.° 


Cuba’s Increased 
Vulnerability 


In other words, the inhibitions on 
the development of indigenous or- 
ganized crime in Cuba are greater 
than they were in Russia. Never- 
theless, two developments during 
this decade have significantly 
increased the vulnerability of Cuba 
to organized crime from outside. 
These include openness to foreign 
investment and free-trade zones 
as well as growing tourism and 
prostitution. 


Openness to Foreign Invest- 
ment and the Creation of Free- 
Trade Zones. Cuba’s new com- 
mercial strategy has involved flirting 
with as many countries as possible. 


In October 1998, the govern- 
ment announced that $6 billion 
of foreign direct investment 
would be entering the country, 
with $1.7 billion committed or 
delivered by 25 countries in- 
cluding Australia, Canada, 


France, Germany, Great Brit- 
ain, Israel, Italy, Mexico, and 
Spain.... Foreign direct invest- 
ment has continued to flow 
into Cuba despite the U.S. 
embargo: $620 million in 1998 
and an expected $700 million 
in 1999.° 


Although most foreign invest- 
ment comes from illicit businesses, 
some of it almost certainly comes 
from criminal enterprises intent on 
laundering “dirty money” through 
Cuba. The difficulty is that the Cu- 
ban Government, like other states 
in transition, has neither the desire 
nor the capability to check the 
sources and determine if the in- 
coming funds are legitimate or the 
proceeds of crime. For cash- 
starved economies, “due diligence” 
is neither feasible nor desirable. 
The implication is that although the 
Government has protected the 
economy from domestic infiltration, 
it is having less success in protect- 
ing it from external infiltration. 


Growth of Tourism, the Encour- 
agement of Sex Tourism, and the 
Reemergence of Prostitution. In 
some ways, this is reminiscent of 
the 1950s when Cuba was a haven 
for gambling and prostitution, activ- 
ities controlled by Meyer Lansky 
and his organized crime associ- 
ates in the United States. An im- 
portant difference, however, is that 
now— 


there is no network of brothels, 
no organized system of bar 
prostitution.... Most women and 
girls are prostituting themselves 
independently and have no 
contractual obligations to a third 
party. The sex tourist in Cuba, 
therefore, typically deals directly 
with an autonomous prostitute. 


The market for commercial sex in 
Castro’s Cuba is currently a disor- 
ganized market, driven by the im- 
peratives of subsistence not the 
enrichment of criminal enter- 
prises. Nevertheless, its exis- 
tence makes Cuba attractive for 
criminal organizations desiring to 
reap the benefits of a lucrative 
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trade that will become even more 
profitable when Cuba is once 
again a tourist destination for U.S. 
citizens. The resurgence of pros- 
titution in Cuba during the 1990s 
is a potential magnet for orga- 
nized crime. 


The Attractions of Cuba 


The emergence of a market for 
commercial sex in Cuba is only one 
of the attractions for transnational 
criminal organizations. Another is 
Cuba’s location which makes it a 
valuable transshipment point for il- 
licit commodities being trafficked 
from Latin America to the United 
States or Western Europe. The 
U.S. State Department's Interna- 
tional Narcotics Control Strategy 
Report on 1998 noted that Cuba is 
an important (albeit not major) drug 
transshipment country. Its “location 
between the United States and the 
hemisphere’s principal drug-exporting 
countries makes it a logical trans- 
shipment point for traffickers.”® In 
1998, traffickers made increased 
use of Cuba's airports, airspace, 
and territorial waters for transship- 
ment and Cuban authorities seized 
3.52 metric tons of marijuana, 


hashish, and cocaine from 1 Janu- 
ary to 30 November 1998.° With 
the restoration of trade between 
Cuba and the United States, it will 
be much easier for drug traffickers 
to hide drugs in licit exports to the 
United States—and transshipment 
through Cuba will increase tremen- 
dously. 


Given Cuba’s proximity to Florida, 
it could also become an important 
transshipment state for alien traf- 
ficking—and there are already 
signs of this. In November 1998, the 
Immigration and Naturalization Ser- 
vice (INS) announced the disman- 
tling of an Indian smuggling network 
that had brought more than 7,000 il- 
legal aliens to the United States 
(predominantiy into Miami), via 
Moscow, Cuba, and the Baha 
mas.'° Even with a tough regime 
currently in power and with restric- 
tions on trade and travel to the 
United States, smugglers used 
Cuba for transshipment. If Cuba af- 
ter Castro has both a weaker gov- 
ernment and the restoration of full 
trade and travel relations with the 
United States, it will become even 
more attractive, displaying the 


classic attributes of many trans- 
shipment states—ease of transit 
and access to the target or destina- 
tion state. 


Another important consideration 
is the close link between Cuba and 
Miami, where Cubans constitute 
the largest ethnic group. The eco- 
nomic and financial importance of 
Miami in the Western Hemisphere 
is difficult to overestimate. The 
city, according to some estimates, 
handles more than “a third of all 
U.S. trade with Latin America and 
more than half of all U.S. trade with 
the Caribbean and Central Amer- 
ica” and hosts more than “350 multi- 
national companies” and “many for- 
eign banks.”"’ Similarly, Miami is 
also at the core of the black- 
market peso exchange system, 
which is linked to drug trafficking, 
to the smuggling of contraband to 
Colombia, and to money launder- 
ing. Not surprisingly, the city hosts 
Cuban and other immigrant groups 
seeking to enrich themselves 
through participation in this illicit 
economy. Most recently, it has be- 
come a major location for Russian 
criminals. As the gateway to the 





Cuban Exiles 


Mexican Drug » 
Traffickers 





Caribbean Sea 


U. S. Mafia 


Russian Organized Crime 









Colombian Drug 
Traffickers 


Sicilian Mafia 


North Atlantic 
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U.S. Naval Base 








Figure 2. External Organizations That Will Influence Post-Castro Cuba. 
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Caribbean and Central and South 
America, Miami is at the core of a 
variety of criminal markets and 
criminal systems. The hostile rela- 
tionship between Castro and the 
United States has made Cuba’s full 
integration into these systems diffi- 
cult. With Castro’s departure, how- 
ever, such integration will be rapid. 


A related possibility is that Cuba 
will become an offshore financial 
center and bank-secrecy haven, 
something for which there are al- 
ready many successful models in 
the Caribbean. To be competitive in 
a world of deregulation, Cuba will 
adopt a permissive approach to off- 
shore finance, especially in the 
early years as it tries to establish it- 
self as a very viable alternative to 
Antigua, the Cayman Islands, and 
other jurisdictions. For organized 
crime, this will offer a major oppor- 
tunity to infiltrate an offshore finan- 
cial center from the bottom up—an 
attractive option for any criminal 
enterprise looking for avenues for 
money laundering. The prece- 
dents are clear. Russian and 
Ukrainian banks with dubious ori- 
gins and ownership operate in 
Antigua using the haven to laun- 
der money and perpetrate various 
financial frauds. Cuba could all too 
easily eclipse Antigua as a “safe 
haven” for criminal proceeds and 
activities. Moreover, because of 
sensitivities stemming from the 
history of U.S.-Cuba relations, the 
United States might be reluctant 
to press too hard for Cuba to clean 
up its act.’ 


After Castro 


Many criminal organizations are 
likely to seek a foothold in Cuba. 
These groups include the Sicilian 
Mafia, Colombian and Mexican 
drug traffickers, the traditional 
Cosa Nostra in the United States, 
Cuban émigré groups seeking to 
reclaim parts of their former home- 
land, and Russian criminal organi- 
zations (see Figure 2). 


The Sicilian Mafia is reportedly 
intent on establishing itself in 
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Cuba, using its position in Saint 
Marten as the springboard. Italian 
authorities have identified Rosario 
Spadora, a major casino operator 
in the Caribbean, as a leading can- 
didate to be “one of the main finan- 
cial conduits” for the Sicilians. '* 


Many Russian criminals with a 
background in intelligence or the 
military had experience in Cuba 
establishing connections that they 
could easily revitalize. Indeed, lo- 
cal knowledge, as well as accumu- 
lated experience and expertise in 
exploiting transitional states, could 
make Russian organized crime 
groups particularly powerful partici- 
pants in the post-Castro carve-up 
of the Cuban economy. 


For their part, Colombian and 
Mexican drug traffickers are likely 
to have more limited aspirations, 
seeking merely to exploit Cuba’s 
potential for transshipment. Mexi- 
can drug trafficking organizations 
have the advantage of proximity to 
Cuba, and a considerable interest 
in the diversification of trafficking 
routes beyond the southwest bor- 
der of the United States. The Co- 
lombians, working closely with the 
Dominican criminal organizations, 
are already using the Caribbean, 
but the full integration of Cuba 
into their drug trafficking routes 
would expand their repertoire of 
options and complicate interdic- 
tion efforts. 


For the Cosa Nostra, Cuba has 
appeal partly for nostalgic reasons 
but even more for hard-headed 
commercial reasons: opening up 
casinos in Cuba and using casinos, 
banks, and free-trade zones for 
money laundering would hark back 
to the days when Meyer Lansky 
and the Batista family had a highly 
collusive and profitable relation- 
ship. Exploiting Cuba as a base 
from which to manage Internet 
gambling and through which to 
commit a variety of financial frauds 
would put the “mob” well into the 
21st century. 


The other players are likely to 
be Cuban criminal organizations 


based in Miami. Indeed, the trans- 
national linkages between Cubans 
in Cuba and Cubans in the United 
States provides an important re- 
source that could very easily be ex- 
ploited by various criminal and 
drug trafficking organizations. The 
map (Figure 2) shows some of the 
external organizations that will in- 
fluence post-Castro Cuba. 


There is a possibility of turf wars 
as the various candidates vie for 
control of Cuba and its assets. Yet 
this is not pre-ordained. Increas- 
ingly, transnational criminal organi- 
zations are displaying a significant 
Capacity to work together. Coopera- 
tive relationships run the gamut 
from strategic alliances to one-time 
cooperative ventures and encom- 
pass service, contract, or supplier 
relations. They are based on the re- 
alization that organized crime is 
more effective when there is coop- 
eration among major organiza- 
tions. If this philosophy prevails in 
Cuba, then the country is likely to 
become host to a highly effective 
form of criminal cosmopolitanism. 


Conclusion 


As Cuba rejects the principles 
and precepts of socialism, this will 
offer enormous opportunities for 
transnational criminal organiza- 
tions. The growth of indigenous or- 
ganized crime in Cuba is likely to 
be less pronounced and less per- 
vasive than in Russia, but Cuba will 
become both a host state for orga- 
nized crime—as it was for the U.S. 
Mafia during the Batista years— 
and a major transshipment state 
for drug trafficking. Finally, if Cuba 
follows many of its Caribbean 
neighbors in developing an off- 
shore banking sector, it will be- 
come an important service state for 
organized crime. In short, the post- 
Communist transition in Cuba will 
provide major opportunities for 
transnational criminal organiza- 
tions and Cuba will almost certainly 
join the ranks of Caribbean states 
with endemic corruption and collu- 
sion between governments and 
criminal organizations. Such a situ- 


17 








ation might be preferable to a con- 
tinuation of the communist regime, 
but it is not an outcome that many 
in the U.S. Government will find 
very palatable. * 


The author would like to thank Al 
Cooper of the National Drug Intelli- 
gence Center for his helpful com- 
ments on an earlier draft of this 
paper. 
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Interrogators—Ready for a Challenge? 
Returning from an overseas assignment? Feeling like you have been on station forever? Looking 
for an exciting challenge and a great opportunity to work in your military occupational specialty 


The U.S. Army Special Operations Command (USASOC) is seeking interrogator (MOS 97E) 
volunteers (sergeant through sergeant first class) for SERE/Resistance Training Instructor posi- 
tions at the U.S. Army John F. Kennedy Special Warfare Center and School (USAJFKSWCS) at 
Fort Bragg, North Carolina. Applicants must be physically fit, highly motivated, air- 
borne-qualified (or willing to attend airborne school), and SERE (survival, evasion, resistance, 
and escape) School-qualified (or be willing to attend SERE training). 


If you wish to apply or want more information, you may contact Sergeant Major Fowler, 
USASOC Office of the Deputy Chief of Staff for Intelligence (DCSINT), by E-mail at 
fowlers@soc.mil or telephonically at (910) 432-6207, DSN 239-6207, or by facsimile (910) 
432-5101. You may call the SERE School Operations Noncommissioned Officer in Charge, Staff 
Sergeant Steinbauer, at (910) 396-6270/8389 or DSN 236-6270/8389. Interested interrogators 
may also contact the 97E MI Branch Manager at the U.S. Total Army Personnel Command, Ser- 
geant First Class Parmalee, via E-mail at parmeleg@hoffman.army.mil or by telephone at (703) 
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by Captain Gordon J. Knowles, 
Ph.D., Hi ARNG 


Editor’s Note: The term “coun- 
terintelligence” often con- 
notes a “spy versus spy” 
scenario where counterintelli- 
gence (Ci) agents are actively 
pursuing foreign intelligence col- 
lectors. However, we forget that 
self-directed measures are some- 
times the best counterintelli- 
gence methods—denying col- 
lection is often more effective 
than pursuing the collector. In 
this article, Captain Knowles has 
identified several “counterintelli- 
gence” techniques that street 
drug traders employ to avoid de- 
tection and arrest. It is impor- 
tant to detect and neutralize 
these Cl methods in order to ex- 
ecute counterdrug operations 
more effectively.’ 


Cl and the Drug War 


The purpose of Cl is to detect, identify, 
assess, counter, neutralize, and ex- 
ploit hostile elements’ intelligence 
collection efforts.2 As a means of 
comparison, it is useful to study the 
Cl methods and techniques used 
by those in the criminal subculture. 
Many of the specific strategies of 
drug traffickers empower them to 
undermine law enforcement inter- 
ventions, avoid hostile drug intelli- 
gence collection, and evade the 
entire criminal justice system. 
Among the strategies employed 
are countermeasures such as 
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liaisons, code.words, foreign words 
and phrases, screening tactics, 
safe houses, cache sites, and 
deception. There is a tangible 
drug-dealer “tradecraft"—spe- 
cifically the artistic skill, cun- 
ning, and ingenuity of the street 
drug trafficker.° 


Intervention efforts attempt to re- 
strict drug traffickers’ travel 
patterns, restrain their counter- 
measure techniques, and deter- 
mine the location of drug cache 
sites or safe houses. These en- 
forcement activities are subject to 
the Cl efforts of drug dealers. The 
intent of this study‘ was to extract 
tactical Cl methods and techniques 
used by a covert community of 
drug traffickers within a major capi- 
tal city. This information can pro- 
mote drug intelligence collection 
activities, assist in drug interdiction 
efforts, and recommend possible 
future law-enforcement strategies 
in the war on drugs. 


Research Setting 


Historically, Honolulu’s vice dis- 
trict is in the center of Chinatown, 
tightly bound by River, Beretania, 
Nuuanu, Smith, and Hotel streets.° 
By the 1990s, there has been con- 
siderable gentrification of shops on 
adjacent streets, but Chinatown af- 
ter dark remains an area of rough 
bars, illegal gambling houses, por- 
nographic theaters, prostitutes, 
and the focus of the present study: 





drug trafficking.® The street corners 
in Honolulu have become the mar- 
kets of choice for the drug dealers 
and buyers. Other studies have re- 
ferred to this phenomenon as “cop- 
ping areas"—open areas such as 
street corners where the dealers 
exchange smail amounts of drugs 
for cash and multiple transactions 
typically occur in a short time 
span.’ 


Runners, Dealer Promoters, 
and Buyers 


The research for this study in- 
volved observing drug traffickers 
conducting transactions on the 
street, in vehicles; and in porno- 
graphic video theaters. Although 
some sources reported trafficking 
in other commodities, such as her- 
oin, marijuana, and sex, they all 
said they spent the majority of their 
time dealing and generating re- 
venue from crack-cocaine sales. 
There is a clearly defined structure 
within the street-level drug trade in 
Honolulu’s Chinatown.® The roles 
of the participants were the— 


¢ “Promoter,” who seeks to hook 
or locate new prospective buy- 
ers. 


¢« “Runner,” who solicits habitual 
buyers on the corners. 


¢ “Dealer,” who supplies crack- 
cocaine to the “runners” and 
“promoters.” 





Photos courtesy of the author. 






Although all the roles faced sim- 
ilar criminal penalties, the runners 
appeared to be the most active and 
vulnerable to arrest, physical in- 
jury, mental illness, and malnutri- 
tion. For these reasons, the study 
focused on the runners with re- 
spect totheirlaw enforcement 
avoidance skills. 


The runners spend their time 
running to purchase crack-cocaine 
for a buyer. This procedure involves 
standing on a corner in Chinatown 
and seeking out the daily crack 
buyers by approaching people 
walking or driving by and asking, 
“What you need?” or merely glanc- 
ing at people and awaiting nonver- 
bal cues. In some cases, potential 
buyers drive by in a car and hold up 
two fingers to a runner. This recog- 
nition signal means that the person 
is a potential buyer who wants to 
purchase a “twenty-dollar rock” of 
crack-cocaine. The runner then ap- 
proaches the buyer and receives 
the money. The runner quickly 
moves to one of the local bars lo- 
cated on North Hotel Street where 
the dealers were in a makeshift 
safe house. 


If runners encounter any law en- 
forcement officials on their return, 
they would quickly drop the small 
amount of crack onto the ground. 
This small amount of crack cocaine 
easily and quickly becomes lost on 
a busy street corner in a major city. 








Users seek locations such as this 
store to buy drug paraphernalia. 
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This type of drug-- 
trafficking technique 
makes it extremely 
difficult for law en- 
forcement personne! 
to get a convic- 
tion—or even to 
make an arrest. Ad- 
ditionally, it appears 
the runners. also 
serve as buffers for 
the dealers to avoid 
detection and to pre- 
vent arrest. 


Covert 
Paraphernalia 
and Crack 
Distribution 


The “crack pipe” is 
a small cylindrical 
glass tube roughly 
four inches in length 
and three-fourths of 
an inch in diameter. 
The procedure to obtain a crack 
pipe involves entering convenient 
stores known to sell drug-related 
paraphernalia and ask to purchase 
a “glass straw.” This code word sig- 
nals the clerk that the perspective 
customer desires to purchase a 
“crack pipe.” The clerk states the 
price, then reaches under the 
counter and brings out the pipe. 
The use of the code word permits 
the store-owner to sell drug para- 
phernalia discreetly and acts as a 








This photo depicts the instruments 
of crack-cocaine addiction. 








One of the popular “copping” streets in 
Honolulu’s Chinatown area. 


screening tactic to avoid law en- 
forcement efforts. 


All of the runners interviewed 
distributed an amount of crack 
cocaine called a “dirty thirty”; the 
name derives from the $30 needed 
to purchase this quantity of 
crack-cocaine. The dirty thirty is 
well under the one-eighth of an 
ounce amount required for a class 
B felony conviction in Hawaii. The 
runners all acknowledged that the 
reduction in criminal penalties for 
carrying the smaller amount of 
crack-cocaine was the main rea- 
son that they and their clients con- 
ducted all drug transactions in this 
amount. The sources explained 
that they could use the possession 
of this small amount, if arrested, to 
justify that they were only low-level 
users and not involved in actual 
drug distribution. 


Later in the study, the runners 
switched from selling $30 to $20 
amounts of cocaine since the speed 
of the transactions is a crucial 
element in avoiding detection. 
This shift in pricing to avoid mak- 
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ing change was a countermeasure 
to avoid arrest. 


Language, Deception, 
and Countermeasures 


The use of a foreign language by 
drug dealers was the most striking 
aspect of an effective countermea- 
sure against law enforcement. The 
runners and buyers refer to crack- 
cocaine as “rock” more often than 
“crack.” However, very rarely do 
drug dealers in Honolulu use the 
words “cocaine,” “crack,” or “rock” 
in a drug-trafficking context, but ra- 
ther they refer to it as ma’a. “Ma’a” 
is the Samoan word for rock or 
stone. 


Additionally, when uniformed or 
potential undercover law enforce- 
ment personnel neared the loca- 
tions of drug transactions, a short 
series of yells of /eoleo echoed 
down the block—the term “/eoleo” 
is Samoan for police. Finally, those 
involved in drug dealing commonly 
referred to each other as “sole,” 
which is an indigenous Samoan 
term used in addressing or calling 
a boy or a man. 


This information does not indi- 
cate that the drug dealers are Sa- 
moan, but rather shows how the 
drug dealers use foreign terms in 
relaying information to counter law- 
enforcement efforts. The use of 
Samoan words permits drug deal- 
ers to converse covertly regarding 
drug transactions, alerts others of a 
law enforcement presence, and 
serves as a screening tactic to sep- 
arate real drug buyers from under- 
cover law enforcement agents. In 
general, the use of Samoan words 
and phrases greatly enhances the 
drug dealer's ability to avoid detec- 
tion and arrest in the Chinatown 
district of Honolulu. 


The dealers and runners identify 
types of clothing to determine or 
undermine law enforcement threats 
This was most evident when a 31 
year-old male crack runner 
explained how he detected and 
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avoided possible undercover law 
enforcement agents: 


Well in the daytime...you can 
see those uniform guy’s hats 
from a mile away...it’s kinda like 
a beacon with that badge shin- 
ing in the sun...undercovers 
[agents] aren't that hard ei- 
ther.... | mean if the guy is wear- 
ing black tennis shoes, he’s a 
cop...! mean the police uni- 
forms are black...so if he’s off 
duty or working undercover... he 
is still using the same shoes... 
so | avoid him. 


Dealers do not carry money and 
crack-cocaine at the same time, 
rather they have the runner pay a 
neutral party standing close by who 
did not hold any crack, but only the 
money related to crack-cocaine 
sales. The dealer would then hand 
the purchased amount of crack- 
cocaine to the runner. Some drug 
dealers would also require the run- 
ners to place the money on the 
ground before they handed over 
the crack-cocaine. These practices 
appear to be an attempt at a type of 
street-wise criminal prosecution 
countermeasure enabling dealers 
to deny plausibly that they directly 
received money during drug trans- 
actions. 


The deployment of runners and 
the use of money-holders enable 
the dealers to insulate themselves 


from possible detection or arrest by 
law enforcement personnel. Con- 
sequently, this insulation enables 
them to evade the entire criminal 
justice system. The use of runners 
also enhances the projection radius 
of crack-cocaine distribution per- 
mitting the dealer to identify, target, 
and reach more potential buyers. 


Unlike in other parts of the coun- 
try, drug sellers in Honolulu District 
do not place crack in any type of 
packaging such as a glass vial or 
aluminum foil. Rather runners would 
just carry it in their hands—or 
mouths if needed. This gives them 
the option of quickly discarding the 
drug by dropping it on the ground 
or swaliowing it in order to prevent 
an arrest. The lack of packaging 
and related packaging waste re- 
moves a potential signature item 
that can pinpoint locations of drug 
trafficking activity. It also removes 
the possibility of using fingerprints 
from the packaging as evidence. 


The absence of packaging also 
serves to dupe buyers when crack- 
cocaine supplies are low. Some 
dealers resorted to selling sub- 
stances such as sugar, pineapple 
candy, or macadamia nuts that vi- 
sually mimic the appearance of 
street crack-cocaine in order to 
trick unsuspecting drug buyers out 
of their money. They call this type 
of deception “bunking.” 








A $20 piece of crack-cocaine may look like this. Its purity may include 
35% to 40% cocaine. 
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provided conven- 
ience, security, 
and the privacy in 
which to sell, buy, 
or use crack-co- 
caine. In essence, 
the video the- 
aters serve as 
“safe houses” or 
“cache sites” for 
the crack-cocaine 
stor age, distribu- 
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One of the many pornographic theaters that op- 


erated in the Chinatown area in Honolulu. it was 
seized due to trafficking and usage there. 


The Pornographic Theater 


All of the sources reported run- 
ning crack all day and night (there 
was no best time), which made liv- 
ing on the streets advantageous. 
They handled the need for a place 
to get “high” by using several of the 
local 24-hour pornographic video 
theaters in Chinatown. All of them 
indicated that they had conducted 
drug transactions in the porn- 
ographic video theaters and 
estimated that about 70 percent of 
their drug transactions occurred in 
these theaters. They also reported 
that they themselves got “high” half 
of the time in the theaters. Finally, 
they claimed that 80 percent of the 
people went in the theaters to get 
“high,” and the remainder went 
there to purchase sexual favors 
from drug addicts who engaged in 
acts of prostitution. The “run- 
ners” added that they used the por- 
nographic theaters because they 
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Recommen- 
dations 


The targeting 
and the elimina- 
tion of the drug 
cache sites or 
the safe houses 
(such as porno- 
graphic theaters) 
appears to pro- 
vide the most via- 
ble and promis ing 
avenue of ap- 
proach in attack- 
ing the drug trade. 
Seizure of the 
businesses or res- 
idences used by the drug traffick- 
ers greatly undermines and dis- 
rupts drug distribution efforts. Loss 
of these locations requires drug 
traffickers to identify and reposition 
drug cache sites and safe houses, 
relocate displaced drug clientele, 
attempt to recruit new ones, and 
reestablish drug-supply sources and 
networks. This substantially in- 
creases the criminals’ risk of ex- 
posure to the drug intelligence collec- 
tion by law enforcement agencies. 
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The rapid deciphering of code 
words or translation of the foreign 
words and phrases used by street 
drug traffickers should be a critical 
priority intelligence requirement 
(PIR) in overall drug-interdiction ef- 
forts. The deliberate intent and final 
purpose of this study was to pro- 
vide the intelligence and law 
enforcement community with a 
deeper understanding of the 
counterintelligence activities used 





by the street crack-cocaine traf- 
ficker. Knowledge of the methods 
and techniques employed by drug 
traffickers assists intelligence 
and law enforcement officers in 
winning the drug war that has 
currently seized many of our cit- 
ies, neighborhoods, and citizens 
throughout the United States. * 
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by Major Ricky J. Harper, USAR 
AGR; Chief Warrant Officer 
Three Wendy R. Ryberg, USAR 
AGR; and Sergeant James D. 
Higday, USAR 


During the past decade, terrorist 
attacks have breached force 
protection measures throughout 
the world accomplishing their 
objectives—to generate casual- 
ties and garner media attention. At 
the request of Secretary of De- 
fense William Perry, General 
Wayne Downing (USA, Retired) 
examined the circumstances of the 
Khobar Towers bombing in Saudi 
Arabia to establish a corrective, 
antiterrorism action plan. 


The Downing Report's assess- 
ment reoriented the Department of 
Defense (DOD) approach to force 
protection and established commit- 
ments. to improve the protection of 
U.S. Forces from the growing 
threats of terrorism. One significant 
finding was that “we will improve 
the use of available intelligence 
and intelligence collection capabili- 
ties.” 


Assessing 
Counterterrorism 
Initiatives 


To focus and execute the initia- 
tives, the DOD established the Joint 
Staff position of Deputy Director for 
Operations, Combating Terrorism 
(J-34), and directed this DDO to act 
as the point of contact for 
antiterrorism and force protection. 
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Great emphasis on force protection 
exists and continues to evolve 
throughout new concepts and im- 
plementation within all the Services. 
The operational focus includes 
aspects of physical security, ex- 
plosives, information security, 
communications, and counterintel- 
ligence (Cl). 


Since we have established a focal 
point for antiterrorism and force protec- 
tion, we must not stop, but keep pro- 
gressing. The DOD's mission in 
meeting the security challenges of a 
new century with ever-changing 
security conditions and evolving 
security paradigms is essential to 
supporting future national security 
interests. The end of the Cold War 
brought about changes, which con- 
tinue to reshape military strategy 
and doctrine. Downsizing the U.S. 
Armed Forces through the post- 
Cold War era has increased our re- 
liance on Reserve forces and re- 
quired multiple-unit rotations in 
support of operations ranging from 
war to situations short of war. 


In looking to the 21st century and 
as a follow-on of the Quadrennial 
Defense Review, Congress man- 
dated that an independent body 
known as the National Defense 
Panel further study strategies and 
structures to meet future chal- 
lenges. The National Defense 
Panel identified the requirement for 
a transformation strategy to lead 
beyond current security structures 
and to build on the Nation’s 2020 
requirements. 
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Challenges encountered through 
deliberation required the panel to 
shape security structures to best 
deal with issues and to develop a 
better strategic future. Eight issues 
initially required further explora- 
tion, of these we would direct your 
attention to the following three: 


¢ Transnational developments in 
organized crime, drug traffick- 
ing, resource scarcities, and the 
proliferation of weapons of mass 
destruction. 


* Homeland protection against 
asymmetries such as chemical- 
biological terrorism and informa- 
tion or infrastructure attack. 


* The role of Reserve Forces in 
enhancing U.S. security and in- 
terests at home and abroad. 


The range of security issues for 
2020 extends beyond traditional 
military strategies. 


Structuring Intelligence 
to Fight Terrorism 


The National Defense Panel is- 
sues as well as the findings of the 
Downing Report identify the 
necessity of intelligence data to 
effectively combat terrorism. To 
structure an organization in times 
of diminishing resources and Ser- 
vice end-strengths requires com- 
mitment and dedication. The result 
is an organization that would 
enable the receipt of real-time 
credible data to the lowest level, 
thus avoiding “stovepiping.” 
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The restructuring of current U.S. 
Army Reserve (USAR) MI person- 
nel could conceptually provide this 
critical data by forming the Joint 
Global Counterterrorism Detach- 
ment (JGCTD). Its mission is two- 
fold. First, the JGCTD will provide 
continuous coordination and 
monitoring of global terrorism- 
related events with worldwide 
agencies. The Detachment will 
also provide counterterrorism 
analytical expertise and 
credible data expeditiously to 
combat forces to the lowest eche- 
lon while maintaining overall data 
integrity. 


The specific goals and objectives 
of the JGCTD are to— 


¢ Maintain a counterterrorism (CT) 
database using all available 
credible information (classified, 
caveated, sensitive, and open 
source). 


Continuously monitor global ter- 
rorism-related events, coordinat- 
ing with all available collection 
agencies. 


Furnish intelligence and raw un- 
evaluated information from the 
database to combat command- 
ers in useable form and at classi- 
fication levels useful to the 
lowest echelons while maintain- 
ing the overall integrity and 
meaning of the information. 


* Provide CT analytical expertise 
and guidance to combat com- 
manders regardiess of echelon 
and serve as interlocutor for the 
interaction of all CT analysts in 
the U.S. intelligence community 
and in law enforcement. 


Note that this is not a duplication of 
the efforts by the Defense Intelli- 
gence Agency, the Counterter- 
rorism Center (CTC)', or the Army 
Cl Center (ACIC)’ but an extension 
of information and support down to 
the lowest echelons. 


JGCTD Set-up 


Organization. The Joint Detach- 
ment comprises intelligence ana- 
lysts from multi-Service intel- 
ligence branches that expedi- 
tiously collect, develop, and pro- 
vide real-time intelligence data to 
the combat commander for all CT 
and force protection operations. 
Figure 1 shows a proposed JGCTD 
structure. The second figure shows 
the composition of the four CT ana- 
lytical teams (see Figure 2). 


Location in Dedicated Sensi- 
tive Compartmented Information 
Facility (SCIF). The existing SCIF 
at Fort Gillem, Georgia, could 
provide the short- and long-term 
operational platform. There would 
be less impact on the budget by 
avoiding certification for new SCIF 
construction. 





Customers or Clients. The 
Detachment’s customers would 
be DOD units with a valid “need to 
know” the information provided by 
the JGCTD. The goal of the CT unit 
is to eliminate “stovepiping” in 
the transmission of valuable and 
highly perishable CT information 
to the tactical, operational, theater, 
and strategic users. 


Equipment. The Detachments’ 
equipment would include the Joint 
Deployable Intelligence Support 
System (JDISS) with a built-in 
video teleconferencing (VTC) ca- 
pability, generators, television 
sets, STU-III (Secure Telephone 
Unit-Third Generation), facsimile 
machines, satellite dishes, 
INTELINK (Intelligence Link), and 
local- and wide-area networks. 


This structure and organization 
would allow the DOD to remedy 
concerns identified by both the 
Downing Report and the National 
Defense Panel. It would better en- 
able our forces to meet future na- 
tional security interests. 


Force Protection 
is Essential 


The U.S. military is unrivaled, and 
this undisputed superiority means 
that terrorists or even nations may 
resort to attacking our forces or 
symbols through acts of terrorism 
rather than using conventional mili- 





Commander--05 
Executive Officer--04 


Intelligence First Sergeant--E7/E8 


Civilian--GS12 
Civilian--Contractor 

Operations Officer--03 
Intelligence Operations SGT--E7 
Cl Technician--CW3 

All-Source Intel Tech--CW3 
Imagery Tech--CW3 


All-Source Intelligence/Counterintelligence/Human Intelligence 
All-Source Intelligence/Counterintelligence/Human Intelligence 
Intelligence Analyst/Counterintelligence Agent 

Intelligence Operations Specialist 


Computer Specialist 


All-Source Intelligence/Counterintelligence/Human Intelligence 
Intelligence Analyst/Counterintelligence Agent 
Counterintelligence/Human Intelligence Technician 

All-Source Intelligence Technician 


Imagery Technician 








Figure 1. Full-time Unit Support (FTUS) Structure. 
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OIC--03 

Operations Officer--WO 
NCOIC--E7 

Sr. Analyst--E6 

Sr. Analyst (2)--E6 
Analyst (2)--E5 

Anayst (2)--E5 





All-Source Intelligence/Counterintelligence/Human Intelligence 
Counterintelligence/Human Intelligence/Imagery Technician 
Intelligence Analyst/Counterintelligence Agent 


Counterintelligence Agent 
Intelligence Anayst 
Counterintelligence Agent 
Intelligence Anayst 


Note: Team configuration determined by production requirements, international crises, member 
expertise, and availability (e.g., NCO Education System). 








Key: 

NCOIC-Noncommissioned officer in charge 
OIC- Officer in charge 

WO- Warrant officer 











Figure 2. 


tary operations. Today’s sophisti- 
cated technology has increased 
this destructive capability to global 
applications. Terrorists are inter- 
ested in employing weapons of 
mass destruction (WMD) and in at- 
tacking continental United States- 
based U.S. forces or cities. 


One constant in dealing with 
terrorism continues to be the terror- 
ists’ need for publicity and media 
manipulation. Terrorists may try to 
attack our highly interdependent 
economy and critical infrastruc- 
ture (such as energy and gov- 
ernmental or private emergency 
services) using cyberterrorism tac- 
tics. In this way, they could bring 
the attack directly into most U.S. 
citizens’ lives and homes. 


We must do everything we can to 
fight the very real possibility that in- 
ternational or domestic terrorist 
groups, or even individuals, could 
cause massive disruptions to U.S. 
government and private informa- 
tion systems and possibly conduct 
attacks using WMD. Such attacks 
would cause massive failures of 
crucial infrastructures, such as 
banking, utilities, and modes of 
transportation and communica- 
tion. These threats are of concern 
to every soldier. 
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Counterterrorism Analytical Team Structure. 


Conclusion 


The Joint Global Counter- 
terrorism Detachment will be 
DOD's newest CT tool for provid- 
ing crucial information in a form 
and classification level appropri- 
ate to all combat units. The 
JGCTD will maintain accurate and 
credible terrorism-related inform- 
ation and disseminate it to 
combat commanders and staffs, 
who in turn will use the information 
to protect their personnel and other 
critical assets. 


The JGCTD's design permits it to 
function in a new and more 
systematic approach to fighting 
terrorism. By maintaining a highly 
accurate and credible database, it 
will allow our combat forces to 
swiftly detect and deter terrorist at- 
tacks, regardless of the attack 
method. * 
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The restructuring of current U.S 
Army Reserve (USAR) MI person- 
nel could conceptually provide this 
critical data by forming the Joint 
Global Counterterrorism Detach- 
ment (JGCTD). Its mission is two- 
fold. First, the JGCTD will provide 
continuous coordination and 
monitoring of global terrorism- 
related events with worldwide 
agencies. The Detachment will 
also provide counterterrorism 
analytical expertise and 
credible data expeditiously to 
combat forces to the lowest eche- 
lon while maintaining overall data 
integrity 


The specific goals and objectives 
of the JGCTD are to— 


* Maintain a counterterrorism (CT) 
database using all available 
credible information (classified, 
caveated, sensitive, and open 
source). 


* Continuously monitor global ter- 
rorism-related events, coordinat- 
ing with all available collection 
agencies. 


* Furnish intelligence and raw un- 
evaluated information from the 
database to combat command- 
ers in useable form and at classi- 
fication levels useful to the 
lowest echelons while maintain- 
ing the overall integrity and 
meaning of the information. 


* Provide CT analytical expertise 
and guidance to combat com- 
manders regardiess of echelon 
and serve as interlocutor for the 
interaction of all CT analysts in 
the U.S. intelligence community 
and in law enforcement 


Note that this is not a duplication of 
the efforts by the Defense Intelli- 
gence Agency, the Counterter- 
rorism Center (CTC)', or the Army 
Cl Center (ACIC)* but an extension 
of information and support down to 
the lowest echelons 


JGCTD Set-up 


Organization. The Joint Detach- 
ment comprises intelligence ana- 
lysts from multi-Service intel- 
ligence branches that expedi- 
tiously collect, develop, and pro- 
vide real-time intelligence data to 
the combat commander for all CT 
and force protection operations. 
Figure 1 shows a proposed JGCTD 
structure. The second figure shows 
the composition of the four CT ana- 
lytical teams (see Figure 2). 


Location in Dedicated Sensi- 
tive Compartmented Information 
Facility (SCIF). The existing SCIF 
at Fort Gillem, Georgia, could 
provide the short- and long-term 
operational platform. There would 
be less impact on the budget by 
avoiding certification for new SCIF 
construction. 





Customers or Clients. The 
Detachment’s customers would 
be DOD units with a valid “need to 
know” the information provided by 
the JGCTD. The goal of the CT unit 
is to eliminate “stovepiping” in 
the transmission of valuable and 
highly perishable CT information 
to the tactical, operational, theater, 
and strategic users. 


Equipment. The Detachments’ 
equipment would include the Joint 
Deployable Intelligence Support 
System (JDISS) with a built-in 
video teleconferencing (VTC) ca- 
pability, generators, television 
sets, STU-II| (Secure Telephone 
Unit-Third Generation), facsimile 
machines, satellite dishes, 
INTELINK (Intelligence Link), and 
local- and wide-area networks. 


This structure and organization 
would allow the DOD to remedy 
concerns identified by both the 
Downing Report and the National 
Defense Panel. It would better en- 
able our forces to meet future na- 
tional security interests. 


Force Protection 
is Essential 


The U.S. military is unrivaled, and 
this undisputed superiority means 
that terrorists or even nations may 
resort to attacking our forces or 
symbols through acts of terrorism 
rather than using conventional mili- 





Commander--05 
Executive Officer--04 


Civilian--GS12 
Civilian--Contractor 
Operations Officer--03 


Cl Technician--CW3 
All-Source Intel Tech--CW3 
Imagery Tech--CW3 





Intelligence First Sergeant--E7/E8 


Intelligence Operations SGT--E7 


All-Source Intelligence/Counterintelligence/Human Intelligence 
All-Source Intelligence/Counterintelligence/Human Intelligence 
Intelligence Analyst/Counterintelligence Agent 

Intelligence Operations Specialist 


Computer Specialist 


All-Source Intelligence/Counterintelligence/Human Intelligence 
intelligence Analyst/Counterintelligence Agent 
Counterintelligence/Human Intelligence Technician 

All-Source Intelligence Technician 


Imagery Technician 








Figure 1. Full-time Unit Support (FTUS) Structure. 
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OIC--03 

Operations Officer--WO 
NCOIC--E7 

Sr. Analyst--E6 

Sr. Analyst (2)--E6 
Analyst (2)--E5 

Anayst (2)--E5 





All-Source Intelligence/Counterintelligence/Human Intelligence 
Counterintelligence/Human Intelligence/Imagery Technician 
Intelligence Analyst/Counterintelligence Agent 


Counterintelligence Agent 
Intelligence Anayst 
Counterintelligence Agent 
Intelligence Anayst 


Note: Team configuration determined by production requirements, international crises, member 
expertise, and availability (e.g., NCO Education System) 








Key: 
NCOIC-Noncommissioned officer in charge 
OIC- Officer in charge 


WO- Warrant officer 











Figure 2. 


tary operations. Today's sophisti- 
cated technology has increased 
this destructive capability to global 
applications. Terrorists are inter- 
ested in employing weapons of 
mass destruction (WMD) and in at- 
tacking continental United States- 
based U.S. forces or cities 


One constant in dealing with 
terrorism continues to be the terror- 
ists’ need for publicity and media 
manipulation. Terrorists may try to 
attack our highly interdependent 
economy and critical infrastruc- 
ture (such as energy and gov- 
ernmental or private emergency 
services) using cyberterrorism tac- 
tics. In this way, they could bring 
the attack directly into most U.S 
citizens’ lives and homes. 


We must do everything we can to 
fight the very real possibility that in- 
ternational or domestic terrorist 
groups, or even individuals, could 
cause massive disruptions to U.S. 
government and private informa- 
tion systems and possibly conduct 
attacks using WMD. Such attacks 
would cause massive failures of 
crucial infrastructures, such as 
banking, utilities, and modes of 
transportation and communica- 
tion. These threats are of concern 
to every soldier 
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Counterterrorism Analytical Team Structure. 


Conclusion 


The 


Joint 
terrorism Detachment wil 


Global Counter- 
be 
DOD’s newest CT tool for provid- 
ing crucial information in a form 
and classification level appropri- 
ate to all combat units. The 
JGCTD will maintain accurate and 
credible terrorism-related inform- 
ation and disseminate it to 
combat commanders and staffs, 
who in turn will use the information 
to protect their personnel and other 
critical assets 


The JGCTD's design permits it to 
function in a new and more 
systematic approach to fighting 
terrorism. By maintaining a highly 
accurate and credible database, it 
will allow our combat forces to 
swiftly detect and deter terrorist at- 
tacks, regardless of the attack 
method. * 
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In all the wars since the close of 
World War ||, developing countries 
have been the battlegrounds. One 
could describe more than ninety 
percent of these conflicts as low in- 
tensity, despite the involvement 
of the United States or the former 
Soviet Union. There is no reason to 
expect this trend to change in the 
next few years. Indeed, in the 
1990s the United States has been 
involved in counterdrug opera- 
tions in Latin America; humanitar- 
ian support in Somalia, Rwanda, 
and Haiti; and conflicts in South- 
west Asia and the former Yugosla- 
vian republics. Of these, the 
counterdrug effort against the co- 
caine industry in Latin America 
is the only low-intensity conflict 
that directly threatens the na- 
tional security of the United States. 


The roles that Colombia, Peru, 
and Bolivia play in the cocaine in- 
dustry vary from country to country, 
but each continues to be important 
to the industry as it exists today. 
The cocaine industry involves five 
distinct but mutually dependent 
processes: 


* Coca cultivation. 
* Cocaine base production. 


* Cocaine hydrochloride (HCI) pro- 
cessing. 


* Transportation of the various 
products to their final destina- 
tions 


* Cocaine HCI distribution in the 
marketplace. 


In the paragraphs below, | examine 
the cocaine industry's trans- 
portation element in South Amer- 
ica (a facet that has almost be- 
come an industry in itself). | also 
discuss some of the success that 
the U.S. -supported, host nation 
counterdrug operations have 
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AIR TRANSPORTATION AND 


THE COCAINE INDUSTRY 


achieved over the past several 
years. 


Source Country Example 


During the early morning hours of 
17 June 1991, the pilot and copilot 
of a Colombian plane completed 
their final pre-flight checks and de- 
parted from somewhere in Peru's 
Upper Huallaga Valley. On board 
were 450 kilograms of cocaine 
base valued at more than 
$360,000 dollars—the pilot and 
copilot expected to earn more 
than $25,000 each for a flight 
that should have lasted only six 
or seven hours. Mid-way into the 
trip, SUPPORT JUSTICE II op- 
erational elements detected 
the plane. Within the hour, Peru- 
vian Air Force A-37s_inter- 
cepted the Colombians and 
directed them to fly to Andoas, 
Peru (the A-37s’ home base). 
The Colombian pilot tried to 
evade the Peruvian intercep- 
tors and damaged his plane in 
the attempt. The drug trafficking 
plane eventually crossed the 
Peru-Ecuador border and was later 


discovered on a sandbar in a 
jungle river. Ecuadorian authorities 
arrested the crew later in the day 
but they did not recover the cargo. 
When the crew of the plane real- 
ized that they were not going to 
evade the law enforcement author- 
ities successfully, they jettisoned 
the cocaine to prevent its capture. 


Counterdrug Efforts 
against the Air 
Transportation System 


The example described above 
was one of the first successes of 
the early SUPPORT JUSTICE ef- 
forts—there have been many 
more. For the past nine years, 
the U.S. Southern Command 
(USSOUTHCOM) has been sup- 
porting counterdrug operations 
with other Federal agencies and 
friendly nations in Latin America. 
Operations SUPPORT JUSTICE, 
LASER STRIKE, and others are a 
series of joint U.S. and host nation 
counterdrug efforts designed to 
disrupt air transshipment op- 


erations of cocaine. The primary 
goal of these operations is cocaine 





“King Air” aircraft crash-landed on a sandbar attempting to evade 


counter-drug intercept aircraft. 
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supply reduction through drug 
transshipment interdiction, de- 
struction of cocaine production 
facilities, and dismantling of the 
cocaine trafficking organizations. 
While these operations will not 
solve the complex social phenom- 
enon of drug abuse, they play a 
significant role in the overall 
counterdrug strategy. 


Acritical element of the overarch- 
ing counterdrug strategy is inter- 
diction of air transshipment be- 
tween Peru and Colombia. A 
look at these air interdiction op- 
erations is important because 
they have provided documented 
evidence of this success. The 
SUPPORT JUSTICE series and 
LASER STRIKE operations have 
provided several insights into the 
difficulty of stopping the drug flow 
from coca source countries into 
Colombia. Interdicting these ship- 
ments is the key to reducing the 
flow of cocaine base into Colombia 
and thereby reducing the supply of 
cocaine available for smuggling 
into the United States. In the past 
several years, there have been 
some real successes. 


Normal Trafficking Method 


Air transportation is the most 
timely and cost effective means of 
shipping cocaine products inter- 
nally within Peru and Bolivia as 
well as internationally to Colombia. 
Prior to the SUPPORT JUSTICE 
operations, traffickers only shipped 
a small percentage of cocaine 
base by river because most signifi- 
cant international river systems in 
the Peru-Colombia border region 
flow primarily west to east. In 
addition, river shipments took 
much longer to complete and ran 
a greater risk of losing the cocaine 
base to law enforcement opera- 
tions or spoilage. The short tran- 
sit time that air transportation 
represented and the geographical 
features of the various river sys- 
tems limited the international river 
systems’ usefulness for drug ship- 
ments. 
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At one time, counterdrug auth- 
orities believed that traffickers 
shipped 90 percent of Peruvian co- 
caine base directly to Colombia via 
small civil aviation aircraft. These 
planes illegally entered Peruvian 
airspace and flew without legitimate 
flight plans. Shipment methods 
varied depending on the circum- 
stances and the level of counter- 
drug pressure. Whether the aircraft 
originated from a Colombian or 
Peruvian trafficking group, the 
method for loading followed the 
same pattern. 


The traffickers stored the cocaine 
base in warehouses near the land- 
ing strip just before pickup time. 
While the aircraft was preparing to 
land, they trucked the shipment to 
the airstrip. Once the aircraft had 
landed, they immediately loaded 
the cocaine base on the plane, with 
a turnaround time as swift as five 
minutes. The planes refueled from 
internal tanks during flight. The 
traffickers typically timed their 
flights to avoid routes that transited 
areas where air traffic control radar 
could detect their movements. 


They also timed their arrivals and 
departures to take advantage of 
periods when potential Peruvian 
Air Force air intercept operations 
were unlikely to occur due to dark- 


ness or weather conditions. The 
SUPPORT JUSTICE operations 
and their successors have signif- 
icantly changed this picture. 


Direct trafficker reactions to the 
SUPPORT JUSTICE and LASER 
STRIKE operations are good mea- 
sures of operational effectiveness. 
During the early stages of 
SUPPORT JUSTICE, counterdrug 
authorities developed a six-month 
trafficking baseline during periods 
of normal trafficker operations (i.e., 
when no enhanced counterdrug 
operations were occurring). The 
counterdrug authorities then com- 
pared this normal trafficking pat- 
tern to trafficking operations during 
Operations SUPPORT JUSTICE II 
and SUPPORT JUSTICE Ill. The 
conclusion: SUPPORT JUSTICE 
had a significant impact on illicit ae- 
rial drug transshipments, literally 
shutting down the drug flow to Co- 
lombia on several occasions. 


Unfortunately, during the early 
stages of the SUPPORT JUSTICE 
operations, this initial impact was 
short-lived because the drug traf- 
fickers always found loopholes that 
allowed them to continue their illicit 
air shipments of drugs. However, 
lessons learned in SUPPORT 
JUSTICE and applied in LASER 
STRIKE and subsequent oper- 





Single-engine general aviation aircraft are used to carry cocaine products. 
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ations have virtually shut down air 
operations originating in or en- 
tering Peruvian air space. Now, 
Colombian pilots rarely enter Pe- 
ruvian air space—they fear the 
Peruvian Air Force’s ability to in- 
tercept their flights. 


The Shift to Brazil 


The SUPPORT JUSTICE and 
LASER STRIKE operations forced 
traffickers to alter their flight routes. 
In the 1992 through 1993 time- 
frame, traffickers began using 
flights with multiple legs to move 
their drug shipments. They started 
staging shorter duration daylight 
flights into the northern Peru- 
Colombia border area where they 
would refuel and continue to clan- 
destine airstrips along the Peru- 
Brazil border. These Brazilian air- 
strips and clandestine airstrips in 
eastern Peru became primary 
staging areas. The Peruvian traf- 
fickers would transport their co- 
caine base—typically by river—to 
airstrips in eastern Peru. Colombian 
or Brazilian planes would depart 
from airstrips in Brazil, make a 
low-level dash into Peru, load the 
drugs, and return to Brazilian air 
space as quickly as possible. The 
traffickers would then refuel their 
aircraft and continue to Colombia. 


Some airfields in western Peru 
continue to support flights via Ec- 
uador to Colombia; however, as 
Figure 1 shows, the vast majority of 
Peru-Colombia drug shipments 
now use the Brazilian corridor.’ 
Brazil serves primarily as a transit 
route for cocaine base and other il- 
licit drug-precursor products mov- 
ing from cultivation areas in Bolivia 
and Peru to processing laborato- 
ries in Colombia. Brazil's vast and 
largely uncontrolled Amazon 
Region provides the ideal envi- 
ronment for an “air bridge” serving 
the drug traffickers’ aircraft travers- 
ing the country’s western region. 
Brazil also has an extensive river 
network that allows drug traffickers 
to transport their drugs to Atlantic 
ports for transshipment onward. 
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Peruvian-registered barge stopped at a Brazilian River checkpoint. 
The barge contained cocaine and precursor chemicals bound for Peru. 


This river network also provides a 
means to transport precursor 
chemicals from Brazil and other 
manufacturing countries to nar- 
cotics processing laboratories in 
Colombia and Bolivia. 


Brazil is also a significant transit 
route for drugs bound from neigh- 
boring countries to North America 
and Europe. This developed in the 
1993-1995 timeframe when drug 
traffickers began to use Brazil to 
avoid Operation SUPPORT JUS- 
TICE and Drug Enforcement 
Agency- (DEA) sponsored counter- 
drug operations. During this 
period, Brazilian authorities saw an 
increase in Brazilian participation 
in the drug transportation indus- 
try—this trend continued under 
Operation LASER STRIKE and 
ultimately caused the Brazilian 
Government to become more 
concerned about illegal air incur- 
sions into Brazilian territory. A side 
effect of the traffickers using Brazil- 
ian air space was that the Brazilian 
aerotaxi companies and others 
who owned small civil aviation air- 
craft became more interested in 
the profits available through 
drug transportation and many 
became “part-time” traffickers 
Offering transportation services 
to trafficking organizations. 


Brazilian Counterdrug 
initiatives 


In 1996, the DEA Brasilia Country 
Office and USSOUTHCOM's Bra- 
zil Tactical Analysis Team (TAT) 
began increasing their support to 
the Brazilian Federal Police efforts 
to counter drug trafficking us- 
ing Brazil’s air space. In early 
1998, the Brazilian Congress 
passed and President Fernando 
Henrique Car- doso signed into 
law a bill that would permit Bra- 
zilian authorities to use force 
against suspected drug traffick- 
ers’ aircraft.° 


Brazil’s commiiment to fighting 
drug trafficking has noticeably 
increased over the past several 
years. Brazil’s efforts to interdict 
the “air bridge” across Western 
Brazil in the 1997 though 1999 
timeframe continue to disrupt the 
cocaine trafficker’s abilities to ship 
drug products though Brazil. 


The Brazilian Federal Police 
(DPF) continue to increase the 
tempo of their counterdrug opera- 
tions in the “Legal Amazon” region. 
The DPF conducted their Op- 
eration OTORONGO in 1997 
through 1998, targeting the traf- 
fickers’ transportation infrastruc- 
ture in the Amazon Region. 
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OTORONGO targeted the traf- 
ficker infrastructure, particu- 
larly clandestine airstrips. Unlike 
neighboring coun- tries, clandes- 
tine airstrips in Brazil typically 
are in extremely remote ar- 
eas—often only ac- cessed by 
river or on foot. When Brazilian au- 
thorities destroy these airstrips, it 
places a much greater burden on 
traffickers who depend upon the 
airstrips for safe haven or refueling. 


The Brazilian Federal Police also 
implemented an Aviation Fuel Con- 
trol Program (CAPA) in 1998. The 
Federal Police designed this three- 
phase program to establish control 
of aviation fuel sales and imple- 
ment a mechanism to discover un- 
authorized flights or landings in the 
Brazilian states bordering Peru, Co- 
lombia, Venezuela, and Bolivia. 
The DPF has fourteen functioning 
CAPA sites in the Amazonas, Ror- 
aima, Acre, Rondonia, and Mato 
Grosso states. Between October 
1997 and mid-1998, the DPF seized 
13 aircraft, identified 157 suspect 
aircraft, performed cocaine residue 
sweeps of 71 aircraft, and identi- 
fied 98 pilots whom the DPF now 
wants for questioning as a result of 
CAPA analysis. 


Phase One of CAPA consisted of 
establishing a regulatory mecha- 
nism to control aviation fuel sales 
in the Amazonas State. This 
phase established the licensing 
procedures for aviation fuel retail- 
ers and required them to buy their 
fuel (i.e., the wholesale purchase 
from the refinery) in 100,000-liter 
minimum lots. CAPA’s purpose is 
to prevent independent operators 
from buying small quantities of 
fuel and setting up “Joe’s” gas sta- 
tion using 200-liter fuel drums 
and a hand pump. 


CAPA Phase Two.established a 
regulatory mechanism to account 
for aviation fuel sales, track flight 
plans-versus-fuel usage for aero- 
taxi services and private aircraft, 
and provide “probable cause” to in- 
vestigate suspicious flights. Phase 
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Figure 1. 


Two required service station 
owners to account for every liter of 
aviation fuel sold using a Brazilian 
Ministry of Justice-DPF accounting 
procedure. The fuel retailer and pi- 
lot complete a CAPA form (in tripli- 
cate) at the point of sale. This form 
includes the location of the sale, 
the tail number and model of the 
plane refueled, the pilot's name, 
owner’s name, origin of flight, des- 
tination, quantity of fuel purchased, 


Cocaine Use Movement Corridors, January-June 1998. 
These corridors depict general cocaine base movement patterns in 
the zone. The data are from the interagency Consolidated 
Counterdrug Database; the percentages are based on total cocaine 
base amounts of 41 metric tons. 


date and time of refueling, and 
planned departure time. The sta- 
tion owner retains a copy, forwards 
a copy to the DPF, and one goes 
with the aircraft. If a station cannot 
account for every liter of fuel sold, 
then they lose their license to sell 
aviation fuel. 


In 1997, the DPF purchased a 
computer program to track the fuel 
usage of each aircraft. This pro- 
gram has proven to be a valuable 
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Brazilian authorities destroy a clandestine airstrip near the Peru-Brazil border. 
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analytical tool. For example, let us 
say a twin-engine King Air complet- 
ing a two-hour flight would use ap- 
proximately 800 liters of fuel under 
normal circumstances. If that air- 
craft used significantly more fuel 
during a supposed two-hour flight, 
something is clearly wrong. The 
flight-tracking program allows the 
police to closely approximate fuel 
usage for a given aircraft during a 
specified flight time. A chain of re- 
fueling forms provides evidence of 
the flight patterns and the fuel 
consumption of the aircraft. When 
significant discrepancies exist 
between estimated and actual fuel 
usage, that becomes “probable 
cause” for police intervention. The 
DPF then can investigate the pilot 
and owner's activities as well as 
“sweep” or vacuum the plane for 
cocaine residue. 


Once the DPF implemented 
Phase Two in the Amazonas 
State, they began Phase Three, 
an effort to implement the 
program in other Legal Amazon 
States. The program is currently 
functioning throughout the Le- 
gal Amazon (see Figure 2). 


CAPA is a remarkable Brazilian 
DPF initiative and has proven to be 


an excellent law enforcement 
tool. Using CAPA, the DPF has 
stretched their limited personnel re- 
sources and ensured that they pro- 
ductively focus their investigative 
efforts. In November 1997 (a typi- 
cal month) for example, the DPF 
inspected 595 aircraft and 
subjected 71 to Operation 
SWEEP. The DPF also reports 
that sales of aviation fuel de- 
creased 83 percent between 
September 1997 and November 
1997. 


In addition to the fourteen fixed 
sites, the DPF has established 
mobile sweep teams to go to 
noncommercial airfields and to re- 
view the paperwork of “noncom- 
mercial” fuel buyers (e.g., farmers, 
small companies, etc.). These con- 
sumers are a potential problem. In 
February 1998, the DPF seized an 
aircraft, 207 kilos of cocaine, and a 
farm with equipment (estimated to 
be worth more than $500,000). 
The owner of the seized property 
had a large tank for refueling air- 
craft. Clearly, these smaller opera- 
tors could divert fuel because they 
buy it for a local refueling site; how- 
ever, the DPF is working to close 
that loophole as well. 
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Figure 2. The “Legal Amazon” Region of Brazil. 
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Regardless of the potential loop- 
holes in the CAPA program, it is 
Clearly affecting trafficking patterns. 
In December 1997, the DPF seized 
an aircraft, $25,000 and 6,000 li- 
ters of aviation fuel as well as ar- 
resting four Colombians and two 
Brazilians at a clandestine airstrip 
in Rondonia state east of Porto 
Velho. Information developed dur- 
ing this operation indicated that the 
traffickers constructed the airstrip 
to get around refueling difficulties 
that they were experiencing in the 
Amazonas State. This location of 
this airstrip permitted road access 
from other parts of Brazil and the 
traffickers had purchased the fuel 
outside the Legal Amazon and 
trucked it to the airstrip. 


Other indications of trafficker 
reactions have surfaced as well. 
Some reports indicated that Co- 
lombian traffickers were trying to 
move into Bolivia. Their goal was to 
set up river and ground smuggling 
routes for cocaine HCI through 
Brazil and Chile. These reports 
quoted sources who implied that 
the Colombian traffickers were ex- 
periencing difficulties moving their 
products due to efforts against the 
air bridge and refueling problems in 
Brazil and that they were looking 
for alternate routes. 


Conclusion 


Brazilian efforts against the co- 
caine transportation infrastructure 
operating in Brazil have had a 
significant impact. CAPA offers 
a method that places an addi- 
tional burden on traffickers seek- 
ing to move their drug products by 
air. The CAPA program also pro- 
vides “probable cause” for detain- 
ing and searching an aircraft. Once 
the DPF put CAPA in place, the 
drop in aviation fuel sales coin- 
cided with an apparent drop in ille- 
gal flights entering Brazil. This is a 
strong indicator that CAPA was 
a substantial deterrent to “part- 
time traffickers” who provide 
transportation services, but who 
otherwise do not traffic in drugs. 
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Although CAPA and the other 
Brazilian efforts do not provide the 
final answer to the air transporta- 
tion interdiction problem, if the 
neighboring countries implemented 
a program similar to CAPA, this 
would put significant pressure on 
traffickers who would have decreas- 
ing sources for aviation fuel. * 
Endnotes 

1. Author’s personal knowledge. 


2. Consolidated Counterdrug Database, 
1998. 


3. Healy, Patrick; Fitzpatrick, Jeffrey; and 
Lamberson, Eric L., “Counterdrug Situation, 
Programs, and Initiatives—Brazil”, 27 May 
1998, page. 
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“Protecting the nation’s security is the primary missior 
however, have changed. The central security challenge of the past 
The dangers we face today are more diverse. Ethnic conflict is spr 
stability in many corners of the globe. The proliferation of weapor 
security. Large-scale environmental degradation, exacerbated by 
stability in many countries and regions. And the threat to U.S. socie' 
and drug trafficking is greater as the technological revolution, wt 
forces with novel means to challenge our security. These threats tc 
that American security in the 21st century will be determined by th 
well as beyond our borders.” 

These words from the current U.S. National Secufity St 
future, but also the world as it is today. Many times, however, a tho 
This map shows where these threats to U.S. security are being play: 
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tomorrow’s contingency, whether it be for humanitarian intervent 
remind yourself that the decision-makers’ intelligence requiremen 
come about because of forces and pressures that have been dorma 
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ary mission of the U.S. Armed Forces. America’s security imperatives, 
of the past half century—the threat of communist expansion—is gone. 
iflict is spreading and rogue states pose a serious danger to regional 
of weapons of mass destruction represents a major challenge to our 
irbated by rapid population growth, threatens to undermine political 
U.S. society from the organized forces of terrorism, international crime 
olution, which holds such promise, also empowers these destructive 
e threats to our security have no respect for boundaries and it is clear 
nine@ by the success of our response to forces that operate within as 


Secufity Strategy describe not just the international environment of the 
fever, a thousand words do not convey what a simple picture can show. 
being played out now. 
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>xternal forces, level of violence, potential to destabilize the region, etc. 
i to be aware that today’s low-level conflict can suddenly become 
n intervention, peacekeeping, or combat operations. Use this map to 
‘equirements are not always the result of deliberate planning, but may 
een dormant (read “off the front pages”) for some time. 
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by Lieutenant Colonel 
Robert B. Adolph, Jr. 
(USA, Retired) 


Commanders always demand 
complete information about poten- 
tial battlefields—absolute data— 
upon which to base their decisions. 
Intelligence officers often find 
themselves caught in a vice, with 
constantly building pressure based 
on those demands. No intelligence 
officer could hope to satisfy all the 
demands for information placed 
upon him. The pressure for more 
and more data is significant, un- 
ending, and unrelenting. 


Commanders’ demands for more 
and better information are perfectly 
understandable. Poor decisions 
based on limited information can 
result in defeat in battle and the 
loss of any nations’ most precious 
military assets, its soldiers. Com- 
manders are quick to point out “in- 
telligence failures” as the reason 
why an operation or battle failed to 
achieve its objective. It is axiomatic 
that “Victory has many fathers, but 
defeat is an orphan.” 


One way in which some intelli- 
gence officers attempt to bridge the 
gap between incomplete informa- 
tion and those demands is to 
reduce the battlefield math- 
ematically. In other words, they at- 
tempt to provide percentage esti- 
mates of likely enemy courses of 
action. For example, an_ intelli- 
gence officer could tell his com- 
mander that there is a 75-percent 
probability that the enemy will at- 
tack with two brigades abreast 
within the next 24 hours along ave- 
nue of approach X. Such an esti- 
mate could represent an actual 
mathematical probability or the 
measured judgment of the officer. 
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fuman Dimension 


Commanders, though, must bear 
the ultimate responsibility for their 
decisions. It has always been thus. 


Because intelligence officers are 
only human, there is a tendency to 
tell one’s superiors what they want 
to hear; they must guard against 
this tendency at all costs. Com- 
manders are human too. They can 
be guilty of preconceived and inac- 
curate notions about an adversary. 


During World War II, British Major 
Urquart, an intelligence officer, told 
his superiors that the largest 
planned combat airborne operation 
in history might ultimately fail. He 
had discovered that a German 
Panzer Division was close toa 
planned British parachute drop- 
zone, and was able to support his 
assertions with aerial photographs. 


His commanding officer, General 
Browning, discounted Urquart’s 
analysis because he did not wish to 
believe that Operation MARKET 
GARDEN could fail. After all, Field 
Marshal Montgomery, Browning’s 
superior, had conceived the plan 
himself. General Browning relieved 
Urquart from duty and compelled 
him to see a psychiatrist. Upon ex- 
ecution of the operation, the young 
intelligence officer's analysis 
proved correct and the enemy dec- 
imated the British 1st Airborne Divi- 
sion. Major Urquart demonstrated 
considerable moral courage in pre- 
senting the truth without prejudice 
or concern for his own career. (He 
earned a promotion to general offi- 
cer later in life.) 


Early U.S. military forays into the 
U.S. interior in the 18th and 19th 
centuries led to the mistaken belief 
that Western Indians were ignorant 
savages. The truth was that those 
“savages” produced great war 





leaders like Quanah Parker, 
Crazy Horse, and Geronimo. It 
was also true that those “sav- 
ages” constituted some of the best 
light cavalry this planet had ever 
seen. 


Underestimating one’s enemy is 
intolerable under any circum- 
stances. Colonel George Arm- 
strong Custer essentially served 
as his own intelligence officer. He 
discovered these truths the hard 
way and sacrificed his life and the 
lives of nearly everyone under his 
command at the Battle of Little Big 
Horn shortly after the end of the 
Civil War. Custer’s inflated ego and 
prejudice would not permit him to 
believe that mere “ignorant sav- 
ages” could defeat him. 


If the commander tells his intelli- 
gence officer that he expects an at- 
tack from the North, for example, 
that intelligence officer might focus 
his attentions in the North to the ex- 
clusion of other possibilities. Good 
intelligence officers must train 
themselves to expect the unex- 
pected and to be prepared to force- 
fully disagree with commanders 
when the weight of evidence sug- 
gests possibilities not previously 
considered by the “boss.” 


The most important function of 
the intelligence officer is to search 
out the facts, and to determine the 
truth from those facts. Moreover, 
once intelligence officers believe 
they have a “bead” on the truth, 
they must present it clearly and 
concisely to their commanders, 
even when it is a truth the com- 
manders may not want to hear. 
This requires the rare attribute of 
moral courage—the most impor- 
tant kind of courage for leaders en- 
gaged in war. 
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Battlefield courage can burn 
brightly one day and desert a soldier 
on another. Debilitating fear can 
come and go. Moral courage—the 
courage to do the right thing regard- 
less of personal consequences—is 
essential in a good intelligence offi- 
cer. The objective truth requires 
a protector and champion. This 
is the most critical function of the 
intelligence officer. The intelligence 
officer’s first loyalty is to the truth. 
Too many lives are at stake for it to 
be otherwise. 


The psychology of humans at war 
is little studied and, therefore, little 
understood. One thing is certain. 
The intelligence officer must un- 
derstand the commander’s intent. 
General J.E.B. Stewart command- 
ed the cavalry forces of General 
Robert E. Lee, Commander of 
Confederate Forces, during the 
Civil War. Essentially, Stewart was 
Lee’s intelligence officer. The cav- 
alry of that day was the eyes and 
ears of the Army commander. 


At the Battle of Gettysburg, Stew- 
art apparently misunderstood Gen- 
eral Lee’s intent for the upcoming 
battle and was out of contact for 
days leading up to the start of com- 
bat—effectively blinding Lee to the 
fact that he was facing the bulk of 
General George Meade’s Union 
Army. Stewart's failure to under- 
stand his commander's intent led 
to a devastating defeat at the 
hands of the Union Army. This de- 
feat was the beginning of the end of 
the South’s cause. Although the 
Confederate Army fought on for 
two more years, the turning point of 
the American Civil War occurred at 
Gettysburg and with what some 
historians view as Stewart's failure 
as an intelligence officer. 


Enemy psychology is often one of 
intelligence officers’ focal points. 
An often-overlooked point is that it 
is probably impossible to under- 
stand others when one does not 
understand oneself. The best intel- 
ligence officers come to under- 
stand their own prejudices, weak- 
nesses, and strengths. The finest 
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intelligence officers learn to over- 
come their all too human frailties to 
be able to become clear vehicles to 
the truth. 


Buddhist monks teach that over- 
coming one’s own prejudices and 
weaknesses is one of the most pro- 
found struggles in which any hu- 
man can engage. Each of us car- 
ries our own demons in the form of 
prejudices and weaknesses. It is 
necessary to acknowledge and un- 
derstand those demons so they 
cannot control us or influence our 
opinions and judgments. Those 
who have succeeded in overcom- 
ing themselves in this way are spe- 
cial and unique. This is the struggle 
in which every intelligence officer 
must embark—to seek to under- 
stand himself or herself better in or- 
der to see the enemy more clearly. 


This leads inevitably to a discus- 
sion of wisdom. My favorite defini- 
tion of wisdom is “knowledge 
tempered by experience.” Many 
people try to possess knowledge 
these days. Soldiers in modern 
armies today are becoming tech- 
nicians in an attempt to master 
machines, statistics, and computer- 
driven systems. Soldiers are in- 
creasingly more specialized in or- 
der to master the complexities of 
military sciences demanding 
greater degrees of specific kinds 
of knowledge. The search for 
“knowledge” dominates not only 
Western armies but Western soci- 
eties. 


The problem is that knowledge in 
terms of facts and numbers can ul- 
timately be sterile. Knowledge by 
itself is sometimes useless without 
the wisdom to apply it within a hu- 
man context. The possession of 
knowledge provides the possess- 
ors a seductive illusion: that they 
can control events because of their 
possession superior knowledge. 
As wars throughout history have 
proven, even superior knowledge 
cannot, by itself, win a conflict. As 
suggested by the earlier definition, 
knowledge only becomes wisdom 





when tempered by human experi- 
ence. 


War has not, is not now, nor will 
ever become strictly a science. 
The U.S. Army, for example, leans 
very heavily on science and tech- 
nology in the attempt to protect the 
lives of our soldiers and airmen. 
This dependency is a two-edged 
sword, though. U.S. cruise missile 
and bomber attacks on Iraqi Air 
Defense Forces and upon terror- 
ists and their supporters in Afghan- 
istan and Sudan have not had any 
noticeable effects on changing the 
behavior of our antagonists. 


The U.S. Armed Forces possess 
the knowledge, science, and tech- 
nology of the world’s most modern 
military organization. Unfortunately, 
that knowledge, science, and tech- 
nology is insufficient to win future 
wars. We must remember that the 
conduct of war is a human art, 
which uses science to achieve its 
ends. All human emotions come 
into play in war—fear, courage, ha- 
tred, love, and the always terrible 
and sometimes debilitating anxiety 
brought on by uncertainty. War is 
visceral, sometimes animal, always 
emotional, brutal, and aggressive. 
Intelligence officers who fail to 
grasp the essentials of the human 
dimension in war will ultimately fail 
their commanders and their na- 
tions. * 
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Advisor to the Bosnian Ministry of Defense 
and primary Intelligence instructor for the 
Federation Joint Command under the U.S. 
State Department's Military Stabilization 
Program in Sarajevo, Bosnia-Herzegovina. 
LTC Adolph has served as adjunct faculty in 
government and history departments at var- 
ious universities, and has published more 
than 90 military-related articles, essays, and 
book reviews during the last 20 years. He 
holds Master of Arts degrees in Interna- 
tional Affairs -and in National Security 
Studies and Strategy from the American 
University and the U.S. Army Command 
and General Staff College, respectively. He 
has a Bachelor of Science degree in So- 
ciology from Regents College. Readers 
may contact LTC Adolph via E-mail at 
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THE ENEMY’S EYES 


by Major John W. Davis 

(USAR, Retired) 

This article previously appeared in 
Army, Volume 49, Number 5, May 
1999. Copyright by the Association 
of the U. S. Army and reproduced 
by permission. 

On a 50-mile front near Sedan, 
France, massed German armor cir- 
cumvented the northern end of the 
Maginot Line in May 1940. Panic 
struck the French forces, which fled 
headiong from the blitzkrieg. British 
Prime Minister Winston Churchill, 
visiting French leaders in Paris, 
asked the French commander in 
chief, “Where is the strategic re- 
serve?” “There is none,” the com- 
mander replied. 


Churchill said later, “/ was dumb- 
founded...i admit this was one of 
the greatest surprises | have had 
in my life. Why had the British 
Government and the War Office 
not known about this?” This battle- 
field surprise rolled up the French 
Army and British Expeditionary 
Force, and pushed them to Dun- 
kirk, France, and the sea. 


Surprise on the battlefield is the 
event that men and women in com- 
bat fear most because surprise 
means dead soldiers. It was to pre- 
clude such surprise and assure vic- 
tory that the principles of war 
evolved. Each principle of the U.S. 
Army—objective, offensive, mass, 
economy of force, maneuver, unity 
of command, security, simplicity, 
and surprise—helps to minimize 
the fog of war and helps to assure 
victory. 

The absence of a French reserve 
led to the fall of France. The Ger- 
mans knew about this, but the Brit- 
ish did not. What happened? 
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Such a question introduces the 
role of counterintelligence (Cl) on 
the modern battlefield. Cl analysts 
have in their arsenal two weapons 
of which they may not even be 
aware: the principles of war and 
operations security (OPSEC). Wu 
Tsu, quoted by Sun Tzu, said, 
“What is called the right way is a re- 
turn to fundamental principles; if 
conduct is not in accord with [the 
right way], although one’s position 
is important and honorable, misfor- 
tune will overtake him.” 


The French and British spent 
years learning everything about 
the Germans. They knew to the 
last German soldier how many 
men the Germans could transport 
from Hanover to Aachen on a given 
day. The problem was that they 
never looked at themselves the 
way the Germans did. The Ger- 
mans knew them even better than 
they knew themselves. The Ger- 
mans knew that the French had vi- 
olated the primary principle of war. 
An element of critical allied infor- 
mation was lost to the enemy col- 
lection threat. Good Ci could have 
preciuded this, and the battle in 
France could have ended differ- 
ently. 


What should have happened 
then? What could happen now? 


Cl must first evaluate U.S. op- 
erations. They must examine 
the United States though ad- 
versarial eyes and ask the ques- 
tions about U.S. operations that an 
opponent would ask. Cl must 
think like the adversary, looking at 
friendly operations from the out- 
side inward. 








ING THROUGH 


Allied Cl could have begun by 
asking, “What is critical to our oper- 
ation? What could compromise its 
success?” Once they established 
the critical information parameters, 
they could compare it to Germany's 
ability to collect critical information. 
If there was no strategic reserve 
and if the Germans, once through 
the Maginot Line, could ravage 
communications and command 
centers, then the war was lost. Cl 
could have identified this risk and 
helped to mitigate the German sur- 
prise. 


OPSEC was absent. They did not 
use the five-step process in which 
they can evaluate critical informa- 
tion against the collection threat to 
reveal vulnerabilities. Grave risk to 
the Allied side went unobserved. 
Allied C! should have analyzed the 
Allied position the same way the 
Germans did. They did not. They 
did not see themselves as if 
through the enemy’s eyes. The 
Germans discovered a critical vul- 
nerability and used the information 
for victory. 


The study of this long-ago disas- 
ter has application today. Who 
evaluates the U.S. position on 
today’s fields of conflict? Do we 
still underestimate the Somali 
tribesman’s ability to collect intelli- 
gence against U.S. standard 
operating procedures? Do we still 
ignore military rules against the 
collection of laundry by locals in 
Bosnia, as we did in Vietnam? 
Are we so busy evaluating our en- 
emies’ orders of battle that we for- 
get to look at our own and see 
ourselves as they see us? 


(Continued on page 46) 
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by Chief Warrant Officer Two 
Leonard R. Holden 


Editor’s Note: Although this article 
is nearly three years old, it is 
equally applicable to Operations 
JOINT GUARD and ALLIED 
FORCE or any other similar 
Situation. 


To which political party do you be- 
long? Do you intend to vote in the 
upcoming elections? You hear 
these questions before most Presi- 
dential elections. In this case, these 
particular questions reflected our 
brigade combat team’s priority intel- 
ligence requirements (PIR). Our 
force protection team posed these 
questions to local residents in Sre- 
brenica as we watched their chil- 
dren play among the ruins of a 
bombed-out Muslim mosque. 


Srebrenica is in the Osat moun- 
tain range, ten kilometers from the 
infamous Drina River. Task Force 
Eagle listed Srebrenica as a poten- 
tial “hot spot” during the Bosnian 
elections. Before their civil war, this 
small town was approximately 
90-percent Muslim and 10 percent 
Serbian. When U.S. forces ar- 
rived in early 1996, Srebrenica 
was 100-percent Serbian. The 
majority of the city’s Muslim male 
population was in mass grave 
sites throughout the region. Local 
fathers and businesspersons 


July-September 1999 





boasted of their victories and 
their accomplishments in ethni- 
cally cleansing their enclave, and 
they threatened to kill any Mus- 
lims attempting to return. The 
force protection teams conduct- 
ed _ intelligence collection opera- 
tions throughout Operation JOINT 
ENDEAVOR in this environment. 


Changing Times 


The focus of counterintelligence 
(Cl) operations has evolved since 
Operations DESERT SHIELD and 
DESERT STORM. Flak vests, pis- 
tols, and rifles have replaced those 
antiquated symbols of a “cloak and 
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Serbian-held town. 





dagger.” The Cl agent's badge and 
credentials will never serve the 
combat commander's purpose the 
way a good digital camera can. 


Intelligence collection operations 
have adapted to a changing battle- 
field or to no battlefield at all, as we 
have experienced during numer- 
ous recent deployments in support 
of operations other than war. Cl 
has played a critical role supporting 
these operations in Somalia, Haiti, 
and now in Bosnia-Herzegovina. In 
each operation, C! was able to 
build on its successes and refine its 
niche in support of the combat 
commander. 





Ci soldiers talking with Muslim demonstrators outside of Manha, a 
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Although the U.S. mission and 
military approach to each sustain- 
ment and support operation is 
unique, there are common charac- 
teristics. These include— 


* Each theater of operations has 
indigenous military groups who 
lack sophisticated technology. 


* In every region, there are groups 
expressing an animosity toward 
other groups living among them. 


* There often is no enemy or spe- 
cific opposing force in these op- 
erations, but the threat to U.S. 
soldiers, facilities, and friendly 
activities remains high. 


* In each country, rear area opera- 
tions ceased when soldiers left 
their base camps. 


* The U.S. policy during sustain- 
ment and support operations is 
to remain neutral and to focus on 
the military peacekeeping mis- 
sion. 


The combination of these factors 
has proven to be a constant chal- 
lenge for combat commanders. 
From a military intelligence (Ml) 
perspective, these factors equated 
to an environment rich in Cl and 
human intelligence (HUMINT) 
targets. Of course, it is not enough 
to have a rich environment. Cl 
must also have a command climate 
that recognizes its capabilities. 


Cl officers and noncommisioned 
officers (NCOs) at all levels need to 
articulate and sell our values. We 
must be able to define our missions, 
focus, and methods of operations 
in terms that the maneuver com- 
manders can readily understand. A 
colleague realized this during a 
battle update brief to the Brigade 
Combat Team (BCT) Commander. 
The Cl officer told the Commander 
that a direct-support force protec- 
tion team was proposing casual 
source operations in a city within 
his area of operation. The BCT 
Commander replied, “We do not do 
anything casually in this Brigade. 
All operations will be well planned 
and deliberate.” 
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Force protection remained each 
commander’s number one priority 
in Bosnia. Missions leaving the 
lodgment areas always consisted 
of a minimum of four vehicles, eight 
soldiers, and at least one M60 ma- 
chine gun. Soldiers had to remain 
in their battle gear at all times when 
away from the base camps. The 
teams had to rehearse the stops, 
and “wingmen” (armed guards pro- 
viding overwatch for the soldiers on 
the ground) supported the collec- 
tors at each stop. 





arrival. Not once did an indigenous 
armed force confront the IFOR. 
Despite the added security mea- 
sures, one would be hard-pressed 
to find shortcomings in the intelli- 
gence collected in support of the 
mission. 


While operational restrictions de- 
signed to protect IFOR soldiers did 
pose a challenge to the Cl mission, 
they were not “show stoppers.” 
These same restrictions that may 
have intimidated some people ac- 
tually opened up a larger targeted 
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Force protection team accompanied by an enemy ordnance disposal team. 


Some would say that the force 
protection restrictions impeded Cl’'s 
ability to collect information. The 
number of military vehicles and 
armed soldiers may have intimi- 
dated persons who might have 
come forward and created an envi- 
ronment in which Cl could not fully 
practice its tradecraft. (There are 
also those agents who believe you 
cannot do “real Cl” unless you are 
wearing civilian clothes and driving 
a car with “blocked” plates.) The 
documented safety record of the 
Implementation Force (IFOR) 
during 12 months of daily missions 
speaks for itself. The IFOR' contin- 
uously patrolled in areas where 
the former warring factions control 
led the territory before the North At- 
lantic Treaty Organization’s (NATO) 


population. Because of the four- 
vehicle rule, Cl maintained enough 
combat power to enter areas where 
there were increased tensions. Cl 
also combined their efforts with 
those of psychological operations, 
civil affairs, explosive ordnance, and 
military police teams, adding an- 
other dimension to Cl’s pool of po- 
tential assets. (This also occurred 
during Cl operations in the cities 
throughout Somalia.) To coordinate 
missions with the separate teams, 
leaders had to develop plans 24 
to 72 hours before the operation. 
This ensured that tactical Cl opera- 
tions were well planned and deliber- 
ate. We preplanned based on the 
intelligence requirements of the 
supported units. Gone are the days 
when we tie an already acquired 
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asset to the needs of a comman- 
der. 


Sustainment and support opera- 
tions have added a new dimension 
to the Ci mission. The focus is no 
longer limited to identifying the 
collection threat against friendly 
forces, but also ensuring positive 
collection in support of the com- 
mander. In this decade, Cl has as- 
sumed many of the responsibilities 
and requirements traditionally as- 
sociated with area intelligence. Li- 
aison is no longer limited to our 
intelligence counterparts and the 
local supporting police. It now in- 
cludes paramilitary groups, bandit 
gang chiefs, political parties, and 
former warring factions. 


Recent operations solidified the 
relationship between Cl and the 
combat arms. Cl soldiers who 
once met tactical commanders only 
during security education briefs, 
now maintain frequent contact with 
these combat commanders and 
are important leaders routinely in- 
tegrated into battle operations at 
the lowest maneuver levels. Infan- 
try, armor, and cavalry officers rec- 
ognize Cl’s ability to acquire timely 
intelligence. They approach Cl as 
an MI asset on which they can de- 
pend regardless of the weather, the 
elevation, or the enemy's perceived 
technical capabilities. They see Cl 
soldiers as a value-added asset 
and do not want to deploy without 
them. 


These operations amplify the in- 
telligence process. Cl develops a 
cycle based on the commander's 
requirements, which can provide 
information on a new target. The 
targeting information goes to the 
staff intelligence officer who in turn 
immediately passes it to the staff 
operations officer. Mission plan- 
ners design an operation based on 
the information provided by Cl, and 
a combined arms team neutralizes 
the target. Not one operation be- 
gins or ends without intelligence 
officers. No longer do we transmit 
intelligence reports electronically 
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to a “black-hole” with no subse- 
quent evaluation or feedback. 


Ci's changing mission is not 
unique; other intelligence disciplines 
have also adapted to change. Cl and 
interrogators are now task-orga- 
nized as force protection teams— 
each discipline brings its unique 
abilities to provide one-stop Cl and 
HUMINT capabilities at a mo- 
ment's notice. (Cl and interrogators 
are synonymous to many com- 
manders.) Force protection teams 
more frequently locate with their 
signals intelligence (SIGINT) and 
analytical counterparts. Decentral- 
ized compartmented operations 
are outdated and not as respon- 
sive. SIGINT intercepts prompting 
force protection missions within 
minutes demonstrated a unique di- 
mension to intelligence operations 
in Somalia and Bosnia. This com- 
bined effort afforded the combat 
decision-maker with a multidisci 
pline synergy not previously expe- 
rienced. 


Doctrine is keeping up with the 
change in times and focus. Cl now 
has a myriad of new terms associ- 
ated with it (many already used 
in this article). The U.S. Army 
Training and Doctrine Command 
(TRADOC), as well as the Intelli- 


gence and Security Command 
(INSCOM), have developed cour- 
ses and lesson plans to focus on 
specialized tactical collection oper- 
ations. 


Some Things Never 
Change 


Defensive source operations dur- 
ing the Gulf War transitioned to low- 
level source operations in support 
of Operations RESTORE HOPE 
and CONTINUE HOPE; these op- 
erations were further categorized 
and pursued as Cl force-protec- 
tion source operations (CFSO) in 
Haiti and Bosnia. Regardless of 
their names, the intent remains the 
same: collect intelligence to meet 
the force protection and informa- 
tion requirements of our supported 
units. 


The abilities to acquire intelli- 
gence information and then docu- 
ment it in a timely, user-friendly 
manner remain the cornerstones of 
Cl. Without these skills, Cl agents 
are wasting MREs (meals ready to 
eat) and cot space that other sol- 
diers could better use. 


Cl operations throughout the 
Middle East, in Eastern and Cen- 
tral Africa, in Haiti, and now in 
Bosnia prove that, through the use 
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IFOR and International Police Task Force personnel conduct a joint 
house-to-house search in Jusici, a village on the outskirts of the zone 


of separation. 
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of interpersonal skills, Cl soldiers 
can obtain direct answers to PIR 
and force protection requirements. 
Often the information is from the 
same persons who are members of 
groups directly opposed to U.S. op- 
erations. 


Throughout the spectrum of cri- 
sis, at all levels of support, Cl sol- 
diers need to possess excellent 
interpersonal skills. In some cases, 
these are innate abilities, in others 
acquired; however, in few cases 
can students achieve them in a 
classroom environment. (You just 
cannot duplicate the experience 
of conducting liaison with foreign 
Officers in front of their tanks with 
their barrels pointed at you at Fort 
Huachuca, Maryland, or Augsburg.) 


Most of the Cl agents who have 
worked for me during my career 
were new to Cl and to the Army. 
When we receive these new sol- 
diers, they are disciplined, full of 
initiative, and wanting to contrib- 
ute. It is up to us to cultivate these 
new agents. We must pick up where 
the U.S. Army Intelligence Center 
schoolhouse leaves off. 


During one operation, an outstand- 
ing pair of specialists who were per- 
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A Cl agent inspects a Muslim house destroyed by Serb refugees. 





sonable and could easily initiate 
conversations with local nationals 
who were total strangers returned 
after one mission smiling from ear 
to ear. They had acquired informa- 
tion on a new weapons cache. The 
person who told them about it had 
been in the cache and was dis- 
gruntled about its location since it 
was near his family’s residence. 
The soldiers obtained a detailed 
layout of the building, learned the 
cache was in the building, and had 
a pinpoint location of the building 
on a map. My first questions to 
them concerned the types of weap- 
ons in the building and the type of 
security force protecting the cache. 
They had forgotten to ask. They 
were so excited with what they ac- 
complished that they did not think 
to ask basic order-of-battle ques- 
tions or seek details that a combat 
force will need to know to execute 
an operation properly. This was 
not their oversight—it was mine. It 
was my responsibility to train them 
fully before sending them out. Inter- 
personal skills will break down bar- 
riers, but asking the right questions 
allows us to see what is on the 
other side. 


During each of my five deploy- 
ments in the last six years, one or 
two soldiers who had developed 
excellent contacts and assets ac- 
quired information in direct re- 
sponse to command needs, yet 
they lacked the writing and organi- 
zational skills to report the informa- 
tion in a timely, clear manner. When 
we receive MOS-qualified soldiers, 
we cannot take these abilities for 
granted. We as leaders need to 
emphasize these skills and incor- 
porate them into routine training. A 
Cl soldier’s ability to ask the right 
questions and properly document 
the answers is as critical as run- 
ning two miles in the required time 
and qualifying with an M16. 


Changes in the Future 


The Army, Ml, and Cl have plan- 
ned and executed various nontradi- 
tional military missions throughout 
the decade. Concurrent with these 
missions is a giobal transition to a 
new world order. Russia is task- 
organized under U.S. leadership in 
Bosnia. There are news reports of 
Israel and France attempting to 
steal our technologies. The world 
community now recognizes the Pal- 
estinian Liberation Organization as 
a political entity. Terrorism incidents 
on American soil continue to rise. 
At the same time, the Army is deac- 
tivating, inactivating, reactivating, 
realigning, reorganizing, relocat- 
ing, and downsizing MI units. Our 
units are doing more with fewer 
soldiers and decreased funding. 


As equipment becomes more 
modernized and deployments 
more frequent (and more remote), 
Cl soldiers at each level need to 
reassess their approaches to oper- 
ations. We must maintain force 
protection as our number one prior- 
ity and continue to enhance both 
offense and defense. We need to 
design aggressive offensive opera- 
tions to identify potential threats to 
friendly forces, facilities, and oper- 
ations. We must also develop de- 
fensive strategies to enhance the 
security of supported units whether 
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they are in garrison or deployed 
forward. 


Cl has come a long way in this 
decade and there are still more 
changes to come as we move 
ahead. Technology is advancing 
rapidly, and Cl has already capital- 
ized on these new advances. Even 
when deployed in remote regions, 
newly developed communications 
systems ensure that Cl personnel 
are never alone and always have 
access to expanded intelligence 
capabilities. 


Change is Good 


In this article, | have used the 
terms “Cl soldier” and “Cl agent” in- 
discriminately. The terms “tactical” 
and “strategic” when applied to Cl 
assignments are misnomers. The 
differences between Ci functions 
at echelons above corps (EAC) 
and echelons corps and below 
(ECB) are minute. With “power pro- 
jection” operations on the horizon, 
we will see more EAC Cl assets in 
traditional tactical environments, 
and we have already seen ECB Cl 
activities assuming a larger investi- 
gative responsibility. Single-focus- 
ed Cl positions are in the past. 

These are exciting times to be in 
Cl. Aprevious battalion commander 
was fond of saying, “Change is 
good. It provides us with the oppor- 
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Cl soldier talking with a family in Srebrenica. 





tunity to seize the momentum 
when everyone else is trying to fig- 
ure out what to do.” In fact, Cl has 
been able to capitalize on these 
changes. “Multidiscipline synergy,” 
“support to the command,” and 
“throughout the spectrum of crisis” 
are all phrases used in this article. 
Combined, they reflect Cl and MI’s 
roadmap for success in the future. 


End of the Tale 


After we left the bombed-out 
Muslim mosque, we proceeded to 
downtown Srebrenica. It was mar- 
ket day—a day when farmers from 
outlying areas sold their produce in 
town. We purposefully planned 
missions to coincide with market 
days to achieve maximum cover- 
age of people from all walks of life. 

As we drove through town, chil- 
dren and mothers smiled and 
waved. This was not unique to 


Bosnia and has been a recurring 
experience associated with each of 
my deployments. | have always 
found this fascinating, if somewhat 
odd, since these people all had rel- 
atives who were victims of atroci- 
ties. | guess in their minds, the U.S. 
soldiers represent not only supe- 
rior military might but also a spirit 
that is uniquely good. 

We entered a local cafe for lunch 
and a man approached us whose 
name lacked the necessary vowels 
for proper pronunciation. He was 
pleased to see U.S. forces in the 
area, and recounted the atrocities 
that had taken place in his home- 
town. This man, like many others in 
the following months, saw the Cl 
soldiers as a pipeline between one 
local person trying to make a differ- 
ence and lasting peace. In support- 
ing Operation JOINT ENDEAVOR 
now, and during many more de- 
ployments in the future, it remains 
Cl’s responsibility to continue to lay 
these pipelines and to keep the 
valves open. * 


Endnote 


1. Editor's Note: The IFOR is now the Stabi- 
lization Force or SFOR. 


Chief Warrant Officer Two Holden 
is currently the Special Agent in 
Charge of the Baumholder Counter- 
intellience Field Office, A Company, 
501st Military Intelligence Battal- 
ion, 1st Armored Division. He has 
been in Cl since 1981. CW2 Holden’s 
prior assignments include positions 
with the 24th Infantry Division (Mecha- 
nized), 66th MI Brigade, 5th Infantry Di- 
vision (Mechanized), and the 513th MI 
Brigade. 











Unit Homepage Addresses 


Please send us your units’ Internet homepage addresses. MIPB 
will publish a list of MI unit homepages as a centerfold in a future 
issue. With the subject line “Unit Homepage,” Please E-mail the 
unit homepage address to mipb@huachuca-emh1.army.mil. 
You can also send it from our homepage at http://138.27.35.36/ 
MIPB/mipbhome/welcome.htm. Please provide the name and 
E-mail address of a point of contact. 
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The Business End of 
Military Intelligence: 


Private Military Companies 


by Douglas J. Brooks 





Situation: On short notice you are 
to provide intelligence for a combat 
operation in a remote, impover- 
ished country with virtually no infra- 
structure to speak of and no useful 
intelligence resources in place. 
Your military assets are miniscule 
compared to the enemy’s. The en- 
emy knows the terrain and environ- 
ment extremely well from decades 
of warfare over the same area. 
They have honed effective combat! 
techniques through generations of 
continuous combat. You have no 
access to the intelligence re- 
sources that a major military power 
might call upon such as satellites, 
unmanned aerial vehicles (UAVs), 
or even basic reconnaissance air- 
craft. Your available maps are tour- 
ist maps dating from the 1960s, 
which tell you more about nightclub 
locations than hill elevations. How- 
ever, there is a bigger constraint on 
your operations: money. Every dol- 
lar you spend on intelligence—and 
every dollar wasted on poor intelli- 
gence—will come out of your 








pocket. 





Private Military Companies 


Private military companies (PMCs)' 
face this situation when they enter 
a new contract to assist govern- 
ments in developing countries. The 
financial limitations shape the na- 
ture of their intelligence activities. 


PMCs are a recent manifes- 
tation of the historically ubig- 
uitous mercenaries—private 
individuals and companies 
that provide military services 
to foreign entities for pay. 
Most PMCs do not involve 
themselves directly in com- 
bat but focus on military train- 
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ing, logistical specialties, 
high-technology intelligence 
systems, procurement, and 
static-site defense. This article, 
however, will center on the in- 
telligence needs of those PMCs 
that are willing to become in- 
volved in offensive combat op- 
erations on behalf of their 
clients. Especially well known in 
this area are South Africa’s 
Executive Outcomes, which 
closed business at the end of 
1998, and the British company 
Sandline International. 


PMCs operate like any interna- 
tional service company in most re- 
spects. They negotiate contracts 
with clients (usually national gov- 
ernments) and cultivate corpora- 
tion-like reputations for skill, effi- 
ciency, and cost-effectiveness. 
Their financial reward comes from 
forcing successful ends to wars for 
their clients. This success makes 
PMCs attractive to future potential 
clients and thus bolsters long-term 
company profitability. This is a fun- 
damentally different motivation 
from “traditional” mercenaries who, 
in most cases, profit from unending 
war. 


The goal of a PMC is to quickly 
and cheaply orchestrate a suc- 
cessful end to a conflict on behalf 
of their client—usually the govern- 
ment of an impoverished country. 
To do this, PMCs most often work 
as “force multipliers” dramatically 
enhancing the effectiveness of 
their clients’ existing militaries. 
Therefore, PMCs usually contract 
small numbers of highly skilled mili- 
tary personnel—trainers, pilots, 
technicians, and doctors—and use 
them to make marginally trained 





and disciplined state armies sub- 
stantially more effective. Executive 
Outcomes made extensive use of 
soldiers from elite South African 
military units disbanded since the 
end of Apartheid.* Sandline Inter- 
national uses former military per- 
sonnel from elite units in the British 
and American militaries.° 


PMCs and Intelligence 


Knowing when and where to fo- 
cus the limited military resources of 
the PMC requires accurate and 
timely tactical intelligence. Casu- 
alties, wild goose chases, and blind 
searches are all factors that di- 
rectly and negatively affect the 
profits of the company. Although 
PMCs will try to budget for every 
contingency, with a fixed monetary 
contract every dollar spent comes 
directly out of the profit margin. 
While all intelligence organizations 
have to operate with limitations on 
their available resources, for PMCs 
the direct financial costs of intelli- 
gence dictate their methods and 
techniques. These financial con- 
straints make up the most signifi- 
cant differences between the 
intelligence organizations of PMCs 
and traditional militaries. 


For PMCs, time is money. The 
personnel costs and leasing costs 
paid for heavy equipment continue 
to mount as long as an operation 
continues. The faster a war ends, 
the better for the PMC’s profit mar- 
gin. Good intelligence is critical 
even before a contract begins 
since it provides information for 
setting a timetable and budget. The 
PMC is most successful when it 
knows the military situation before 
deployment. With quality intelli- 
gence, it is better able to set appro- 
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priate price levels and decide on 
what equipment and personnel are 
essential for the mission—or even 
choose to reject a contract that has 
the potential to become too expen- 
sive. 


If the military side of PMCs is a 
“force multiplier,” then one can ac- 
curately describe the intelligence 
side of PMCs as “cost reducers.” 
The key for PMC intelligence oper- 
ations is to find cost-effective ways 
to overcome the constraints unique 
to private military operations by 
making the best use of available 
and affordable resources. What fol- 
lows are lists of constraints and 
resources with explanations and 
analysis. 


Constraints 


PMC intelligence operations nec- 
essarily operate under substantial 
constraints that channel their 
choice of methods. These include 
budget, technologically sophisti- 
cated resources, time, margin of 
error, intelligence from scratch, ba- 
sic communications, and equip- 
ment. 


Budget. This is by far the most 
important constraint that deter- 
mines the choice of intelligence 
methods. Since impoverished na- 
tions hire PMCs, they must be able 
to operate on shoestring budgets 
to be affordable. They must limit 
costs to ensure their profit margins. 
While there are few PMCs that are 
currently willing to participate in 
combat operations, the fact re- 
mains that there is competition. 
PMCs must make themselves af- 
fordable to underdeveloped coun- 
tries while still finding a means of 
ensuring a sufficient profit. 


Technically Sophisticated Re- 
sources. Since PMCs are not offi- 
cially sponsored by any First World 
country—indeed are frowned upon 
by most nations and international 
bodies—their access to high-tech- 
nology intelligence systems is 
extremely limited. The high-tech- 
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nology gadgetry that has become a 
common staple of conflicts involv- 
ing First World militaries is out of 
the question for PMC intelligence 
specialists. 


Time. As mentioned before, the 
PMCs have strong incentives to 
end wars quickly. Therefore, oper- 
ation tempo will be high, limiting 
any possibility of protracted intelli- 
gence analysis. As was previ- 
ously mentioned, PMCs, like any 
business, face the reality that time 
is money. 


Margin of Error. Faulty intelli- 
gence can be particularly damag- 
ing for the PMCs. While casualties 
are painful for traditional militaries, 
they are worse for PMCs due to 
their very limited personnel. Such 
casualties (and the resulting medi- 
cal and transportation costs) can 
be catastrophic, not just to the in- 
dividuals involved but also to the 
military program, the timetable, 
and ultimately, the company’s fi- 
nancial viability. 


Intelligence from Scratch. 
While PMCs generally work to en- 
hance the existing military capabili- 
ties of their clients, Third World mil- 
itaries, the reality is that there is 
rarely much of an intelligence oper- 
ation to enhance. One of the first 
activities of any PMC operation is 
the creation of new intelligence 





networks and sources. For exam- 
ple during its operations in Sierra 
Leone, Executive Outcomes (EO) 
found that the military in Sierra 
Leone considered the PMC to be 
something of a threat and was thus 
uncooperative, leaving EO to as- 
semble its own intelligence net- 
works. 


Basic Communications. Lan- 
guage is always an issue in PMC 
operations. Aside from the obvious 
fact that English is not the primary 
language in most of the countries 
in which PMCs operate, another 
complicating factor is that many of 
the technical personnel—the pi- 
lots, technicians, and mechanics— 
may not be native English speak- 
ers either. Many of these personnel 
come from the former Warsaw 
Pact countries.* Moreover, while 
they are skilled and inexpensive, 
their limited English complicates 
reconnaissance operations and 
limits the usefulness of debriefings, 
even with the use of interpreters. 


Equipment. In most cases, 
PMCs must bring in their own 
equipment, even of the most basic 
sort. While they often get some 
“hand-me-down” assets from the 
host government, these may prove 
to be inadequate, outdated, or 
hopelessly damaged. Even when 
desired equipment is affordable, 
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the remoteness of the operations, 
the costs of transportation, and the 
delays in procuring such equip- 
ment limit its usefulness. 


Resources 


To make up for the extensive list 
of constraints, PMCs maximize the 
resources they do have. Traditional 
militaries that lack the PMCs’ small 
and flexible structure rarely use 
some of these resources. PMCs 
will make maximum use of inex- 
pensive human intelligence— 
which is generally more useful 
for low-intensity warfare than high- 
technology space-age hardware. 
Introducing well-coordinated use of 
even low-technology intelligence 
can yield rapid results when the en- 
emy is not experienced in counter- 
ing such techniques. 


Hire Experience. PMCs often 
hire experienced personnel who 
have extensive experience in the 
client country. One example of this 
is when the Angolan government 
hired EO to fight the UNITA (Na- 
tional Union for the Total Independ- 
ence of Angola) rebels. Most of the 
military personnel EO employed 
were from former South African 
Defence Force (SADF) units that 
had fought against the Angoian 
Government just a few years ear- 
lier. These personnel bring a 
wealth of knowledge of tactics and 
terrain and an understanding of the 
enemy that is priceless.° 


Military Professional Resources, 
Incorporated (MPRI) of Alexandria, 
Virginia, provides another exam- 
ple. While MPRI is careful not to 
become involved in combat situa- 
tions, they do have a number of for- 
eign contracts in hostile areas 
including the training of the Bosnian 
and Croatian armies. MPRI’s Vice 
President of International Opera- 
tions is a former head of the De- 
fense Intelligence Agency. The fact 
that PMCs are able to draw on 
such a huge pool of experience 
and talent gives them a dramatic 


edge when entering new opera- 
tions.® 


Nontraditional Intelligence. The 
PMCs can use online (open 
source) intelligence, including a 
wealth of country background in- 
formation that is available free of 
charge from the Internet. For mod- 
est fees, detailed satellite images 
are available from commercial 
sources (although not of the high 
detailed quality that is available to 
Western militaries).’ PMCs can 
also subcontract with other spe- 
cialized companies to provide in- 
telligence, and a number of 
Western companies specialize in 
just this sort of intelligence. 
Sandline International, in particu- 
lar, can call on the services of its 
in-house company, Quantum Stra- 
tegic Consulting (QSC), which spe- 
cializes in intelligence gathering 
and analysis. 


introduction of “New” Technol- 
ogies. Developing countries usu- 
ally fight wars using very basic 
technologies, mostly small arms 
and simple radios. PMCs can intro- 
duce common radio technologies 
to intercept, jam, or even deceive 
enemy radio communications. The 
technology is not new or complex, 
but its introduction into these con- 
flicts makes it a powerful tool for in- 
telligence. The fact that the enemy 
will eventually note this advantage 
and find a way to counter its effects 
makes the rapid conclusion of the 
war even more esseniial. 


A number of inexpensive and 
useful technologies can make a 
huge difference when introduced 
into a low-technology war. In coun- 
tries where the most detailed maps 
are often highly inaccurate and out 
of date, the Global Positioning Sys- 
tem (GPS) adds an inexpensive 
and useful tool needed to pinpoint 
“friendlies” and enemy threats. 
While the most sophisticated GPS 
equipment is restricted to Western 
militaries, PMCs need only the 
commercially available systems for 


the vast majority of their require- 
ments. Satellite telephones are 
making instantaneous, reliable 
communications a reality, espe- 
cially for the needs of a smail, 
well-trained unit. Improvements in 
communications reduce the “fog of 
war” and allow faster responses to 
intelligence leads. Airborne sensors 
such as forward-looking infrared 
(FLIR) mounted on an inexpen- 
sive air platform can help to recon- 
noiter large swaths of territory and 
reduce personnel needs even fur- 
ther. 


Another benefit of these “new” 
technologies is that they can serve 
as a kind of “carrot” to win over re- 
luctant allies by providing them 
with vital intelligence as well. This 
is especially useful with military 
leaders who resent the intervention 
of the PMC into the conflict, 
already mentioned as a problem 
PMCs can encounter. 


Rapid Reaction. The modest 
size of PMC operations and limited 
command structure allow for re- 
markably rapid action on fresh 
intelligence. Without the clumsy 
bureaucratic command framework 
that constrains most Western mili- 
taries, PMCs can act quickly and 
decisively on intelligence leads. 
Their small size and high mobility 
allow them to move quickly to 
the most critical areas, making the 
greatest and most cost-efficient 
use of resources.° 


Making Friends. Among the most 
important sources of intelligence 
for PMCs are the civilians who suf- 
fer most from Third World conflicts. 
The professionalism of PMCs usu- 
ally wins the respect of locals who 
have learned to expect the random 
violence, theft, and terror of tradi- 
tional military forces in developing 
countries. PMCs exploit this ad- 
vantage with medical clinics and 
humanitarian missions (“hearts and 
minds programs”) that double as 
intelligence-gathering operations. 
Civilian refugees can provide a re- 
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markable amount of useful infor- 
mation that, when properly analy- 
zed, provides a wealth of informa- 
tion on enemy movements, equip- 
ment, and morale. In Sierra Leone, 
EO bypassed recalcitrant Sierra 
Leonean Army leaders by be- 
friending and working with the local 
civilian militias and making good 
use of their informal village-level in- 
telligence networks. 


Use of Western NGOs and Mis- 
sionaries. While most non-govern- 
mental organizations (NGOs) and 
missionaries operating in war-torn 
impoverished countries try to main- 
tain strict neutrality, the reality is 
that—because of the nature of 
modern bush wars—they often be- 
come rebel targets themselves. Al- 
though rarely admitted, many of 
the Westerners who serve these 
organizations are more than willing 
to help PMCs achieve their objec- 
tives. Ending a war is considerable 
help to the humanitarian efforts 
and programs that these people 
and organizations support. PMCs 
undertake special missions to res- 
cue these personnel from war 
zones, and these missions provide 
useful intelligence from especially 
reliable sources that are usually 
fluent in English as well. 


Use of the Business Sector. 
One of the factions most anxious to 
end internal wars in any country is 
the business sector. Businesses 
suffer the worst financial losses of 
any sector during war, both in capi- 
tal destroyed and in loss of produc- 
tion. At the same time, the busi- 
ness community is ideal for provid- 
ing intelligence from all corners of a 
country, often with business com- 
munications networks already in 
place. In many countries, Western 
companies are involved in mining 
or drilling operations and employ 
numbers of engineers and special- 
ists—people with a great deal of 
experience in the country and a big 
stake in ending the war. 
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Prisoners. While this resource 
may seem obvious to Western in- 
telligence specialists, the fact is 
that in most wars in the developing 
world taking prisoners is the excep- 
tion, not the rule. PMCs use highly 
trained military personnel who 
know the rules of war. By encour- 
aging the capture and safekeeping 
of prisoners, PMCs are able to ex- 
ploit a huge, previously ignored in- 
telligence source. 


Connections. The fact that PMCs 
use SO many personnel who have 
served in First World militaries 
means that it is quite possible for 
them to capitalize on their connec- 
tions to gain some high-quality in- 
telligence. In some cases, it might 
be possible that the governments 
of developed states might wish to 
assist PMCs covertly. Key intelli- 
gence would make an effective and 
relatively untraceable method of 
assistance. 


Conclusions 


PMCs require high-quality intel- 
ligence to accomplish their mis- 
sions; the limited resources avail- 
able and the reality that resources 
spent on intelligence ultimately 
means reduced profits for the com- 





pany can restrict the critical 
need for this intelligence. Cost- 
effective intelligence in less de- 
veloped countries requires inno- 
vative cultivation of human 
resources, clever exploitation of 
enemy tactics, and a flexibility in 
methodology to quickly recognize 
and take advantage of the idiosyn- 
crasies found in every conflict. 


While private militaries might re- 
ceive ridicule as “budget armies,” 
in the instances where they have 
served, they have proven their 
speed and skill at successfully con- 
cluding wars. PMCs have shown 
how the use of innovative intelli- 
gence combined with small but 
highly skilled military forces can 
defeat a much more powerful en- 
emy. Obviously, their niche is end- 
ing conflicts in small Third Wor'd 
countries, but that is where the ma- 
jority of the world’s ongoing wars 
are taking place. The high likeli- 
hood of future Western interven- 
tions in these conflicts means that 
the techniques and expertise that 
PMCs have developed for this 
kind of conflict deserve greater 
scrutiny by Western intelligence 
specialists. * 
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Seeing Through the Enemy’s Eyes 
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Cl has the principles of war. We 
know what it takes to assure victory 
and preclude surprise. We must 
look at our own operations in light 
of these principles because without 
a doubt our adversaries do. We 
must then apply the five-step 
OPSEC process. We must see 
where critical information is vulner- 
able to enemy collection capabili- 
ties and then make recommend- 
ations for countermeasures. As 
then Prime Minister Winston Chur- 
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chill ruefully observed, “What were 
we to think of the great French 
army? What was the Maginot Line 
for if not to economize troops, en- 
abling large forces to be held in re- 
serve for a counterstroke? But now 
there was no reserve.” 


The resulting disaster is now his- 
tory. Can Cl learn from this? To do 
so it must go back to the “right way” 
of Wu Tsu. We must give our ad- 
versaries credit for being as smart 
as we are and see ourselves 
through their eyes. Never underes- 


timate the enemy. Do it the right 
way. * 
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Secrecy and Stealth: 
Giese) oleycelssay atcleeretet-niscrheles 


by Lieutenant Colonel 
Robert L. Turkoly-Joczik, Ph.D. 
(USA, Retired) 


Of the many military activities 
reported during the Second 
Indochina War, little has been writ- 
ten about the United States cross- 
border ground reconnaissance op- 
erations conducted in Laos and 
Cambodia. Despite this absence of 
data, the participation of the U.S. 
Military Assistance Command 
Vietnam’s (MACV) Studies and 
Observation Group (SOG), and 
its ground reconnaissance compo- 
nent, Operations 35 (OPS-35), in 
strategic intelligence gathering is a 
historical fact. Although little has 
been written about the SOG and its 
troops, a picture of the unit’s activi- 
ties can be reconstructed and stud- 
ied from several of the verbal and 
written sources that have been 
made public. ' 


OPS-35 Mission 
and Composition 


In keeping with security practices 
that required compartmentalization 
for classified activities, SOG’s 
ground reconnaissance element 
OPS-35 was but one of its many 
secret component forces. Other 
components such as OPS-31, 32, 
33 and 34 were responsible for 
conducting other unconventional 
and conventional warfare activities 
such as psychological operations 
(PSYOPS), maritime operations, 
and the training and direction of 
agent-operatives destined for infil- 
tration into North Vietnam. 
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The conduct of cross-border 
ground reconnaissance and its in- 
cumbent intelligence requirements 
were the purview of OPS-35. In ad- 
dition to this mission, OPS-35’s 
task also included locating and 
freeing friendly personnel captured 
or missing in action, assisting in the 
conduct of PSYOPS, and perform- 
ing other tasks such as prisoner 
apprehension and equipment re- 
trieval. The subordinate agencies 
within OPS-35 responsible for the 
conduct of these activities were its 
three field elements: Command 
Control North (CCN), Command 
Control Central (CCC), and Com- 
mand Control South (CCS) located 
at Danang, Kontom, and Ban Me 
Thuot. 


To provide anonymity for the orga- 
nization and its personnel, OPS-35 
had an administrative affiliation with 
the U.S. Army's 5th Special Forces 
Group (Airborne) (5th SFGA).? Un- 
der this arrangement all of the 
OPS-35's U.S. Army personnel 
were listed on the 5th SFGA's rolls. 
The affiliation was a convenient 
cover for their personnel since most 
of the members of OPS-35 had 
served in the 5th SFGA during ear- 
lier tours of service in South Viet- 
nam. Just as OPS-35’s American 
personnel had an earlier affiliation 
with the 5th SFGA, so had its Asian 
mercenary force, usually with the 
Civilian Irregular Defense Group 
(CIDG), the Mobile Strike Force 
(MSF) (sometimes called the Mike 
Force), or the Mobile Guerrilla 
Force (MGF). There always ap- 





peared to be a special category of 
men who, in the words of one U.S. 
Army officer, “repeatedly sought 
out the tough and dangerous work 
with the Mike Forces (MSF), the 
special projects and the classified 
missions (SOG).”* Therefore it 
would seem that the transition from 
duty with the CIDG to the classified 
and dangerous missions con- 
ducted by the SOG was a rite of 
passage. 


Between 1964 and 1972, the 
SOG's OPS-35 was said to have 
had a strength of 2,000-2,500 U.S. 
personnel and 7,000 to 8,000 in- 
digenous troops, most of whom 
came from South Vietnam’s 
Montagnard, Cambodian (Khmer 
Krom), and Nung ethnic minorities. 
Although OPS-35’s primarily con- 
cerns were with strategic recon- 
naissance, on special occasions its 
teams would conduct raids, pris- 
oner apprehension missions, or 
seek-locate-annihilate-and-monitor 
(SLAM) missions.* Frequently the 
teams were sent into Laos to the 
home villages of ethnic minority 
team members to induce the villag- 
ers to aid in establishing “in coun- 
try” bases for future operations. On 
other occasions, their task was to 
tap North Vietnamese Army (NVA) 
telephone lines or to plant acoustic 
and seismic sensors along the Ho 
Chi Minh Trail. 


Leaping Lena and 
Prairie Fire Operations 


The first series of U.S.-spon- 
sored cross-border operations took 
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place in 1964 under the code name 
“Leaping Lena.” The South Viet- 
namese Government under the 
supervision of the Central Intelli- 
gence Agency (CIA) conducted 
these activities. Unfortunately, Leap- 
ing Lena was a failure and was ter- 
minated.° When created in 1964, 
the SOG benefited from the 
Leaping Lena experiences and es- 
tablished a policy that called for the 
use of both indigenous and U.S. 
personnel for operations conduct- 
ed in Laos and Cambodia. An anal- 
ysis of the Leaping Lena opera- 
tions had shown that if a team was 
to accomplish its mission and meet 
the high standard of intelligence- 
gathering and reporting required 
by the SOG, it would have to be 
with U.S. supervision and leader- 
ship. The presence of the U.S. per- 
sonnel on the teams _ insured 
accurate and reliable intelligence. 


The Montagnards of Vietnam's 
Central Highlands were especially 
helpful in the cross-border opera- 
tions since their tribal affiliations 
crossed international boundaries. 
This factor was particularly useful 
when the OPS-35 teams conducted 
patrols in Laos and northern Cam- 
bodia, both countries having sizable 
Montagnard populations aiong the 
South Vietnamese border. To a 
lesser degree, Cambodians born in 
South Vietnam (called Khmer 
Krom) fulfilled the same purposes 
when SOG conducted operations in 
certain regions of Cambodia. At one 
SOG site (Hobarge Tours), an en- 
tire reaction company of Khmer 
Krom was never—according to offi- 
cial policy—to participate in an op- 
eration in Cambodia. Official policy 
notwithstanding, Khmer Krom 
troops may have engaged in 
OPS-35’s cross-border operations 
just as they did in_ other 
unconventional activities. Another 
of the minority groups used by 
OPS-35 in its cross-border opera- 
tions was the Nungs, mercenaries 
who were one of the most effective 
of all the ethnic-minority paramili- 
tary forces. 
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To provide the SOG and the 
United States with some form of 
plausible denial (albeit weak) for 
personnel who might be captured, 
the SOG units frequently had maps 
printed with distorted international 
boundary lines. In a further effort to 
conceal the nature of its opera- 
tions, it was SOG’s policy to report 
its casualties as having occurred in 
South Vietnam. To ensure opera- 
tional security, American personnel 
conducted the planning activities 
for OPS-35. The OPS-35 element 
had no counterpart relationship like 
that between the 5th SFGA and the 
Vietnamese Special Forces, Lac 
Luong Dac Biet (LLDB). 


The name of the first series of 
SOG patrols into Laos was 
“Shining Brass” (later renamed 
“Prairie Fire”) conducted between 
1965 and 1969. These patrols be- 
gan when intelligence reports indi- 
cated that the Ho Chi Minh Trail 
was expanding to meet the in- 
creasing demand for men and ma- 
terial in the South.® To determine 
the nature and location of these ac- 
tivities in Laos, the OPS-35 forces 
conducted reconnaissance mis- 
sions with units known as “Spike 
Teams” comprising six to twelve 
men (two to four U.S. personnel 
and four to eight indigenous per- 
sonnel). 


The U.S. Congressional Record 
of September 1973 revealed the in- 
creasing frequency of Prairie Fire 
missions when it disclosed that be- 
tween September 1965 and April 
1972, SOG conducted 1,579 re- 
connaissance patrols, 216 pla- 
toon-sized patrols, and three 
multi-platoon-sized operations in 
Laos.’ These missions deployed 
from U.S. Special Forces CIDG 
camps such as Kham Duc, Khe 
Sanh, and Kontum. The camp at 
Khe Sanh was particularly valu- 
able. It was an important facility 
that regularly supplied vital infor- 
mation on North Vietnamese activ- 
ity in Laos. 


The North Vietnamese did not 
overlook the importance of Khe 


Sanh. They were well aware of the ' 
patrols sent into Laos to monitor 
their activities. In 1968, North Viet- 
namese forces had nearly overrun 
Khe Sanh and Kham Duc. From 
these and other camps along the 
border, American-led teams of 
Indochinese mercenaries regularly 
infiltrated into Laos. These units 
had assigned missions in zones 
that extended 20 kilometers into 
the Laotian interior. The terrain in 
these areas was extremely difficult, 
and they measured their move- 
ment in meters, not kilometers. 
Using the least accessible regions 
as points of infiltration enabled the 
OPS-35 teams to enter the target 
areas with less chance of discov- 
ery by enemy patrols. After a team 
had infiltrated the area, it then 
moved to its specific reconnais- 
sance site. Occasionally the team 
monitcred its target for as long as 
ten days in order to gather maxi- 
mum intelligence. 


To support its ground reconnais- 
sance activities, the SOG main- 
tained a communications site 20 
kilometers inside the Laotian bor- 
der. The teams used the outpost to 
transmit and relay messages be- 
tween launch sites and the teams 
in the Laotian countryside.® The 
site’s radio capability permitted the 
SOG teams to conduct their mis- 
sions at the extreme limits of their 
20-kilometer target zones and still 
have communication with the 
OPS-35 command, regardless of 
the terrain and distance. With the 
extended communications capabil- 
ity, the teams could call on fighter 
bombers to engage targets of op- 
portunity anywhere in the opera- 
tional area, and it permitted the 
teams to call for extraction when 
they were in a tenuous situation. 


Although there are no available 
records that indicate which of the 
Indochinese ethnic groups consti- 
tuted the largest portion of SOG’s 
mercenary force, it is likely that the 
Montagnards comprised the major- 
ity of the indigenous personnel. 
Montagnard mercenaries were 
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regularly employed on SLAM oper- 
ations.° These operations were 
risky affairs that frequently brought 
heavy casualties to friends and 
foes alike.’ In September 1970, 
150 indigenous troops and 10 U.S. 
SOG personnel infiltrated into Laos 
near the Ho Chi Minh Trail with the 
mission of luring several NVA bat- 
talions into an area _ where 
fighter-bomber aircraft could at- 
tacked them. The operation was a 
success and allegedly, the com- 
unist forces lost 500 men killed in 
the battle. The SOG force lost a 
dozen men killed and 40 to 50 


others wounded. The New York 
Times reported the details of the 
action and revealed, for the first 
time, that the United States was 
conducting secret military opera- 
tions in Laos. The article noted that 
the Department of Defense (DOD) 
had denied that such activities 
were taking place and had de- 
clared, “There are no United States 
ground troops in Laos.”"' Four 
months later these same sources 
admitted that reconnaissance 
teams were operating inside 
Laos...“but only in an intelligence- 
gathering role.”"? 
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Salem House Operations 


Concurrent with the Prairie 
Fire operations were the SOG’s 
missions in northeastern Cam- 
bodia. These operations, origi- 
nally named “Daniel Boone,” 
were later redesignated “Salem 
House.” These missions provided 
intelligence on North Vietnamese 
and Viet Cong bases located in 
Cambodia. Another objective of 
the Salem House operations was 
to determine the level of Cambo- 
dian Government support for the 
NVA and Viet Cong.'* 


The Salem House operations 
had a number of restrictions that 
affected their activities in Cambo- 
dia. Many of the restrictions were 
modified or withdrawn and new re- 
strictions imposed; the pattern of 
change in the restrictions presents 
an interesting picture of the war's 
development in Cambodia. In May 
1967, the Salem House missions 
were subject to the following re- 
strictions: 


* Only reconnaissance teams 
were to be committed into Cam- 
bodia and the teams could not 
exceed an overall strerigth of 12 
men, to include not more than 
three U.S. advisers. 


* Teams were not to engage in 
combat except to avoid capture. 


« They did have permission to 
have contact with civilians. 


* No more than three reconnais- 
sance teams could be commit- 
ted on operations in Cambodia 
at any one time. 


¢ The teams could conduct no 
more than ten missions in any 
30-day period." 


By October 1967, SOG’s teams 
had permission to infiltrate the en- 
tire Cambodian border area to a 
depth of 20 kilometers. However, 
their helicopters were only permit- 
ted ten kilometers inside Cambo- 
dia. In December, the DOD, with 
the Department of State’s concur- 
rence, approved the use of forward 
air controllers (FACs) to support 
SOG operations. The FACs had 
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authorization to make two flights in 
support of each Salem House mis- 
sion. 


In October 1968, SOG teams re- 
ceived permission to emplace 
self-destructing land mines_ in 
Cambodia. The following Decem- 
ber, the depth of penetration into 
northern Cambodia was extended 
to 30 kilometers; however, the 
20-kilometer limit remained in ef- 
fect for central and southern 
Cambodia. The final adjustment 
in Salem House operations, made 
in 1970 during the incursion into 
Cambodia, permitted reconnais- 
sance teams to operate 200 me- 
ters west of the Mekong River (an 
average distance of 185 kilometers 
west of the South Vietnamese bor- 
der). However, the SOG recon- 
naissance teams never ventured 
that far west, due to the lift and 
range limitations of their UH-1F he- 
licopters. Thus from the initiation of 
SOG’s Cambodian operations in 
1967 until 1970, there was a pro- 
gressive expansion of the zones of 
operation and OPS-35 patrols 
within Cambodia. The enlargement 
of the areas of operation and the in- 
creasing number of Salem House 
missions, gives an indication of 
how seriously the Johnson and 
Nixon Administrations viewed the 
NVA's use of Cambodian base ar- 
eas. It was also indicative of the 
U.S. military's growing awareness 
of the role of the Central Office for 
South Vietnam (COSVN) and its 
deleterious effect on the war in 
South Vietnam." 


From 1967 through April 1972, 
OPS-35 conducted 1,398 reconnais- 
sance missions, 38 platoon-sized pa- 
trols, and 12 multi-platoon operations 
in Cambodia. During the same pe- 
riod, it captured 24 prisoners of war. '® 


Deactivation of SOG and 
Congressional Hearings 


In mid-1972, SOG deactivated. 
Despite this fact, its cross-border 
program came under attack in 
1973 from the U.S. press and the 
U.S. Congress. Newspapers such 
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as The New York Times and the 
St. Louis Post-Dispatch indicated 
that despite the prohibitions im- 
posed by the Foreign Assistance 
Act of 1971, U.S. military personnel 
had participated in cross-border 
operations in Cambodia during 
1972. This revelation also indicated 
that the House of Representatives 
and the Senate Appropriations 
Committee had had briefings on the 
SOG's activities, functions, and ca- 
sualties since 1966. A series of Con- 
gressional hearings held in 1973 
also revealed that the Senate For- 
eign Relations Committee’s Sub- 
committee on U.S. Security Agree- 
ments and Commitments Abroad 
had also known of the SOG’s activ- 
ities, costs, and casualties. The 
Congressional hearings disclosed 
that the SOG’s Top Secret budget 
was in the U.S. Navy budget NOP 
345, carried as a Classified pro 
ject."” 


The focus of the Congressional 
inquiry was the military's disregard 
of the Foreign Assistance Act and 
the War Powers Act, which forbade 
the use of U.S. advisers or US. 
funds to support our ground forces 
in countries that bordered South 
Vietnam. Several witnesses gave 
testimony that they had partici- 
pated in operations in Cambodia 
during 1972, evidence that sup- 
ported the charge that the Acts had 
been violated."® Other than dis- 
closing the fact that the SOG and 
the U.S. Government had con- 
ducted covert operations in Cam- 
bodia in violation of Congressional 
legislation, the hearings did little to 
end the war in South Vietnam or to 
ease its trauma in the United 
States. The entire maneuver was a 
political exercise between the con- 
gressional doves and hawks; it had 
little constructive value. 


Assessing the SOG’s 
Contributions 


It is difficult to make a complete 
assessment of the SOG’s contribu- 
tions to the Vietnam war effort. 
However, from the data that is 


available, such as the U.S. Con- 
gressional Record, comments from 
SOG veterans, and in the remarks 
of a North Vietnamese journalist, 
one can attempt some analysis. 


The NVA journalist, Tran Mai 
Nam, indicated that the NVA had a 
particular dread of the “unpredict- 
able brushes with the enemy’s 
Special Forces” and was con- 
cerned about capture on the Ho 
Chi Minh Trail by “commando 
raids.”"? However, the fear and 
stress exhibited by NVA troops 
cannot form the sole basis for an 
evaluation of the SOG. One U.S. 
Department of Defense document 
that does comment on the SOG’s 
activities is A Study of Strategic 
Lessons Learned in Vietnam. The 
study indicates that— 


SOG operations provided a 
considerable amount of intelli- 
gence data to Washington and 
Saigon on North Vietnamese 
troop movements along those 
portions of the Ho Chi Minh Trail 
that were patrolled by the 
OPS-35 forces. Because of 
these reconnaissance efforts, 
U.S. planners had a fairly clear 
picture of enemy forces in the 
sanctuaries and along the trail 
by early 1969.”° 


Another factor to consider in eval- 
uating OPS-35’s operations in 
Laos and Cambodia were the polit- 
ical constraints that determined 
what they could do. The Prairie 
Fire operations were always sub- 
ject to the approval or disapproval 
of the U.S. Ambassador in Laos, 
William H. Sullivan.*' Sullivan's be- 
havior and actions earned him 
some enmity from the U.S. military, 
and he was frequently referred to 
as “the field marshal.” General 
William Westmoreland noted an 
example of the difficulties experi- 
enced with the Ambassador when 
he said, “Bill Sullivan had a ten- 
dency to impose his own restric- 
tion[s] over and above those laid 
on by the Department of State. (We 
sometimes referred to the Ho Chi 
Minh Trail as Sullivan’s Freeway).””2 
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Regarding Ambassador Sullivan 
and the SOG’s operations in Laos, 
one U.S. Special Forces officer 
commented that “often when 
intelligence would develop leads 
suggesting operations into cer- 
tain areas, requests for authority to 
insert teams would be denied on 
the grounds that the CIA had teams 
in the area.”** When asked for a re- 
port on the area of interest, the CIA 
and Sullivan gave the SOG noth- 
ing. Sullivan’s concern about the 
SOG'’s operations stemmed from 
his desire to ensure that civilians did 
not become casualties from any 
misdirected attacks. He was also 
concerned about how the Soviet 
Union might interpret America’s mil- 
itary actions. Sullivan enjoyed a 
close personal relationship with the 
Soviet Ambassador to Laos, Boris 
Kornissovsky.”* 


The Salem House operations 
were also subject to constraints 
due to the Department of State and 
Cambodia’s Prince Sihanouk’s de- 
sire to avoid incidents that might 
risk Cambodian lives. Although 
Sihanouk had severed diplomatic 
relations with the United States in 
1965, informal contacts with the 
Cambodian leader continued. In 
1968, Sihanouk told U.S. Presi- 
dential Emissary Chester Bowles: 
“..We are not opposed to hot 
pursuit in uninhabited areas. | 
want you to force the Viet Cong to 
leave Cambodia....” * Even with 
Sihanouk’s tacit approval for hot 
pursuit, combat operations in 
Cambodia were also governed by 
a concern that public exposure of 
these activities would bring inter- 
national protest and strengthen 
the anti-war movement in the 
United States. 


Conclusion 


A final judgment of the SOG’s 
activities would suggest that 
OPS-35’s cross-border operations 
were an unqualified success. This 
success was in part due to the fact 
that most of the U.S. and Asian 
troops were already combat veter- 
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ans when they joined the SOG. A 
second factor was the peculiar na- 
ture of the OPS-35 missions. 
Although the missions were haz- 
ardous, they were of short duration 
(usually five days) and each team 
conducted only one mission per 
month. This system afforded the 
team greater recovery time and 
training opportunities to develop 
higher skill levels for its members. 
Another comment regarding these 
types of operations is that despite 
technological advances in surveil- 
lance equipment, there is no sub- 
stitute for the “man on the ground,” 
for intelligence requires judgment 
as well as observation. 


Historically, the SOG’s activities 
were especially interesting be- 
cause they were politically sensi- 
tive and clearly went beyond the 
scope of traditional U.S. Army mis- 
sions. Moreover, SOG’s operations 
present the student of military his- 
tory with a rare example of the 
successful employment and man- 
agement of mercenary and regular 
forces in the role of strategic intelli- 
gence collection. SOG's activities 
were of some importance to the 
Free World forces that fought in the 
Second Indochina War. * 
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Warfighters Guide to Intelligence Communications Architectures 


by Chief Warrant Officer Two 
Alfred Smith 


The Warfighters Guide to Intel- 
ligence Communications Ar- 
chitectures (1996) satisfied one 
critical need within the MI com- 
munity. That need was for a 
single unclassified source from 
which any soldier could develop a 
functional intelligence communi- 
cations support architecture. The 
unindoctrinated or inexperienced 
had the tools necessary to create 
and sustain a functional intelli- 
gence communications architec- 
ture. The more experienced intel- 
ligence professional could use 
this resource to learn new ap- 
proaches and solutions to old 
problems. Its sole purpose was to 
facilitate quick establishment of 
an intelligence communications 
architecture. 


The authors wrote it within the 
framework of their notes from two 
back-to-back initial entry deploy- 
ments (Somalia and Haiti). Every 
G2 and MI Warrant Officer in the 
Army received a copy of the 
Warfighters Guide to Intelli- 
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gence Communications Archi- 
tectures. The U.S. Army Intel- 
ligence Center and Fort Huachuca 
received copies and distributed 
them to the MI Officers Advanced 
Course students. Shortly there- 
after, distribution extended to the 
Warrant Officer entry course. The 
overwhelming support of the 
Warfighters Guide by the intel- 
ligence community has validated 
the necessity for an updated version. 
Fort Huachuca has accepted the 
responsibility of publishing an 
updated version of the Warfighters 
Guide. The name of the new guide 
will be Warfighters Guide 2000. 


Publication of the Warfighters 
Guide 2000 will be in late 1999. It 
should be available to the intelli- 
gence community at that time. The 
new guide has updated the pro- 
grammatic data presented in the 
older version and has added new 
topics and functions associated 
with the concerns of the intelli- 
gence professional facing the chal- 
lenges of the future. Included in the 
new material is a chapter on se- 
cure web page creation and web- 


based exploitation. The updated 
guide presents potential trends 
within our community with issues 
like the Collection Analysis and 
Reporting Terminal (CART), For- 
ward Sensor Enclave (FSE), and 
Prophet. Program Managers from 
many intelligence-oriented pro- 
grams contributed to the guide and 
many provided extensive descrip- 
tions of both their systems and 
their initiatives. The Warfighters 
Guide 2000 promises to be as 
beneficial to the intelligence com- 
munity as its predecessor was. Ev- 
ery member of the intelligence 
community should seek a personal 
copy. 

With questions or requests for 
the guide, contact CW3 Walter 
Horlick through E-mail at 
walter.horlick@huachuca-emh 
1.army.mil or by telephone at 
(520) 538-1185 or DSN 879-1185. 


Chief Warrant Two Alfred Smith is the prin- 
cipal author and editor of the Warfighters 
Guide to Intelligence Communications 
Architecture and The Warfighters Guide 
2000. His current assignment is with C 
Company, 743d MI Battalion, 704th MI Bri- 
gade. He holds a Bachelor of Science de- 
gree in Sociology. 
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DOCTRINE 











Doctrinal Information Operations Issues 


Conflicting ideas about information 
operations (IO) issues range from 
the “nothing is new” philosophy to 
using the written doctrine to de- 
velop new |O tactics, techniques 
and procedures (TTP). This doc- 
trine includes FM 100-6, Informa- 
tion Operations Techniques, 
Tactics, and Procedures, Initial 
Draft, 30 April 1999 and Joint Pub 
3-13, Joint Doctrine for Informa- 
tion Operations, 9 October 1998. 
In one of the world’s most complex 
operational environments, |O has 
emerged to some as limited only to 
computer network attacks, totally 
overlooking the other active ele- 
ments of IO (see Figure 1). 


tory. The Army focuses on IO as an 
overarching strategy with a variety 
of capabilities that influence an ad- 
versary. Sun Tzu focused on the 
mind of the opponent in much the 
same way one would moving 
chess pieces to attain checkmate 
in a game of chess. The ultimate 
objective is gaining information 
superiority. 

IO is not just the current trend of 
technology—it is the use of many 
aspects of information targeted to 
achieve a specific effect or influ- 
ence the adversary. Examples of 
IO include electronic warfare (EW), 
computer network attack systems, 
deception, and psychological 





caused by the above effects. 





Denying the enemy information, influencing the information, 

or causing them not to collect at all. 

Disrupting the threat’s observation abilities. 

Degrading information collection or destroying collection means. 
Deceiving the threat commander by manipulating perception 
and causing disorientation of the decision cycle. 

Neutralizing or destroying the threat's information capabilities 

by physical destruction of nodes and links. Destruction is most 
effective when timed to occur just before the threat needs to 
execute a certain command and control (C’) function, or when focused 
on a target that is resource-intensive and hard to reconstitute. 
Exploiting the threat’s C? system, based on the loss of C? 








Figure 1. 


As the Doctrine Division, Futures 
Directorate, deals with |O issues, 
we need your input to write the doc- 
trine. The first issue that we will ad- 
dress is the peculiarities in 
performing IPB to support IO; your 
ideas on this topic will affect the up- 
date of FM 34-130, Intelligence 
Preparation of the Battlefield. 
Most of this article presents |O as 
the initial draft of FM 100-6 defines 
and discusses it. 


Background 


The strategy of using |O within 
military operations has a long his- 
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10 Effects on Enemy Information Flow. 


operations (PSYOPS) using 
human factors to target as pres- 
sure points throughout an opera- 
tion. The information environment 
is an aggregate of individuals, or- 
ganizations, and systems that col- 
lect, process, and disseminate 
information; this environment also 
includes the information itself. The 
use of information and information 
technologies to influence the out- 
comes of conflicts has become a 
hot topic in the military and intelli- 
gence community. The increasing 
number of computer “hacking” inci- 
dents in both the private and public 


sectors has risen exponentially. 
The legal and policy issues of !O in 
this technology-driven environ- 
ment are also under review. The 
use of “information as a weapon” 
within this ever-changing state of 
technology involves a tremendous 
amount of collection and analysis 
to support a specific outcome. 


Given this realization, what are 
the expectations of and support for 
each echelon regarding 10? What 
are the simple TTP for the execu- 
tion of |O at each echelon? What 
role do the G2s and S2s have in 
briefing threat and |O courses of 
action to the commander during 
the IPB process? What are the im- 
pacts of conducting !O on force 
structure, special training require- 
ments, upgrades to equipment, 
and on the overall financial burden 
the military must meet? Informa- 
tion operations greatly influence 
Stability actions and support ac- 
tions and gaining information 
superiority throughout an entire 
operation. 


Offensive Information 
Operations 


Offensive information operations 
seek to deny, degrade, destroy, 
disrupt, deceive, and exploit adver- 
sary command and control (C?) 
systems. They apply across the 
operational continuum. The unit's 
mission and the commander's in- 
tent and concept of operations 
form the basis of offensive !O 
plans. Offensive |O help the com- 
mander to seize and retain the ini- 
tiative by degrading the enemy's 
information system and forcing the 
threat commander to be reactive. 
This will slow the enemy's tempo, 
disrupting his decision cycles and 
his ability to generate combat 
power. 
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DEFENSIVE OFFENSIVE 

EW PSYOPS 

OPSEC Ew 

Information Assurance OPSEC 

Physical Security Physical Destruction 
Military Deception 

Counter-propaganda Special Information Operations 

Speciai Information Operations 

Contributing Activities to |O Public Affairs 

Public Affairs Civil Affairs 

intelligence Support Intelligence Support 

Key: : 

OPSEC-Operations security 

PSYOPS-Psycholological operations 








Figure 2. Elements of Information Operations. 


1O includes six effects that focus 
on the threat’s information flow and 
decision-making process. Figure 1 
presents a list of these effects. 


Defensive Information 
Operations 


Defensive |O integrate and coor- 
dinate policies and procedures, op- 
erations, personnel, and technol- 
ogy to protect and defend friendly 
information and information sys- 
tems. Related activities of defen- 
sive IO include education, training 
and awareness, intelligence sup- 
port, public affairs, command infor- 
mation, and offensive |O. 

Defensive |O conceals the 
physical and selective locations of 
information systems. It also denies 
the adversary information about 
our (friendly) capabilities and inten- 
tions by controlling the indicators. 


Three factors make defensive |O 
considerations critical. They are: 


* Quantity and quality of 
information to protect. 

¢ Electronic vulnerability of the 
information system. 

* Sophisticated means an 
adversary has to penetrate the 
information system. 

Defensive |O produces several ef- 
fects: protection and defense of in- 
formation, physical security of 
command posts, and negating the 
adversary’s advantage from de- 
ception operations. 


Integration of Offensive 
and Defensive Operations 


The information operations plan- 
ning process is a continuous cycle 
started by developing a knowledge 
base of potential threats, analyzing 
the collected information, and then 
incorporating it into the military de- 
cision-making process (MDMP) for 
execution. Integration of this infor- 
mation to support the commander's 
intent and specific objectives is key 
to the strategy-to-tasking coordina- 
tion of all the applications within 


10. Planning, preparing, execut- 
ing, and assessing offensive and 
defensive |O requires leaders to 
use both in mutually reinforcing 
functions. An information opera- 
tions coordinator ((OCOORD) 
would plan and wargame the 
operation and integrate it into 
the operations plan (OPLAN). 
Discerning what is offensive or 
defensive in this integration 
would appear complicated be- 
cause an application may apply 
to both types of operations (see 
Figure 2). This simultaneous 
planning requires an enormous 
amount of education, training, 
and equipment to provide the 
effective results necessary to 
maintain peace and be success- 
ful on the battlefield in the fu- 
ture. 


Many agencies have performed 
IO daily yet the draft versions of our 
manuals have just begun to update 
our concepts and doctrine within 
this environment. We are all re- 
sponsible for validating and 
providing comments to the appro- 
priate proponents responsible for 
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Commander, 519th Mi Bn (TE)(ABN) 
CW3 David L. Croy, 3518 (Retired) HUMINT Readiness Facility 
CW2 Robert McGalliard HUMINT Readiness Facility 
CW2 Ronaid J. Evans, 351€ (PCS) A Company {IPW) 
CW2 Kevin W. Bowen, 351B (PCS) B Company (Cl) 
Cw2 Mohamed G. Essa, 351£ (PCS) A Company (IPW) 
WO} Randall King, 3518 B Company (Cl) 
SSG Ervin D. Frenzel, 97E HUMINT Readiness Facility 
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SGT Santos Figueroa, 978 HUMINT Readiness Facility 
SGT Robert L. Stanley, 97E _— A Company (IPW) ~ 
SGT Michael T. Bop 978 (MOS tansoro 950) B Company (Cl) 
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Figure 3. Participants from the 519th Mi Battalion (TE) (ABN), 


XVilith Airborne Corps. 
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and 
from other Units (Not All-inclusive) 
LTC David Perkins, 35€ (Retired) 
CW4 Doug Edgell, 3518 (Retired) 
CW4 Gerry Waiters, 351B (Retired) 
Cw4 Paul Angelo, 351B (Retired) 
MSG Jim Lint, 3518 (Retired) 
MAJ Andrew Martin U. S. Army Intelligence and Security Command, 
CPT George Peters 66th Mi Group 
CPT 36E U. S. Army Speciai Operations Command, 
Boehniein, 3518 202d Mi Bn 
CW3 Donna Paige, 3518 and Training Devel Div.. DCD, USAISC&FH 
Anthony Veney, 351B §1 Brigade 
CWS Alan Gruel, 351B 319th Mi Bn (OPS) (ABN), 525th Mi Bde (ABN) 
CW3 Donaid Sullens, 3518 103d Mi Bn, 3¢ ID 
CW3 Long, 3518 103d Mi Bn, 3d 1D 
CW2 Hector Morales, 3518 101st ABN Div (Air Assault) 
CWS Neil L’Hommedieu, 3518 311th Mi Bn, 101st ABN Div (Air Assault) 
CWS Robin Doran, 351B 1st Special Forces 
CWS Timothy Holt, 351E 313th Mi Bn, 82d Airbome Div 
CWS3 Schmidt, 351E 313th MI Bn, 82d Airbome Div 
CW3 Cecil Dildine, 3518 165th Mi! Bn, 165th Mi Bn 
CW2 Steve Buelt, 3518 501st Mi Bn 
CW2 Bob Nagel, 351B 160th Special Operations Aviation Regiment 
CW? Larry Norris, 3518 75th Ranger Regiment 
Cw2 Terry Powell, 351B 202d Mi Bn, 513th Mi Bde 
Key: Div-Division 
Bde-Brigade 1D-infantry Division 
Bn-Battalion 
DCD-Directorate of Combat .S. intelligence 
Development Center and Fort Huachuca 








Figure 4. Contributors and Reviewers from Other Units (not 


all-inclusive). 


the review. The need for useful 
products, graphics, and realistic in- 
formative vignettes in these manu- 
als is essential to keep our soldiers 
informed and aware of the tech- 
niques that have provided success 
and lessons learned. 


We welcome your input on these 
issues. To provide input on the FM 
100-6 draft review or general |O 
and intelligence support to lO, con- 
tact Chief Warrant Officer Three 
Walt Horlick at E-mail walter.horlick 
@huachuca-emh1.army.mil. To in- 
put any comments concerning the 


FM 34-130 draft, contact CPT 
Jeanne Lang via E-mail at 
langj@huachuca-emh1.army.mil. 
In addition, you can periodically 
check the Doctrine Division’s 
homepage at http://138.27.35.36/ 
Doctrine/dib.htm. We appreciate 
your comments and the time you 
take to provide them. 


MI Partnership—An Example 
of Successful Doctrine 
Updating 

In the April-June 1999 issue of 
MIPB, the Concepts and Doctrine 
department article focused on a 


counterintelligence (Cl) and 
human intelligence (HUMINT) 
collection initiative and unofficial 
partnering effort. This effort is an 
excellent example of the close rela- 
tionship required between the field 
and the Intelligence Center to de- 
velop accurate and comprehensive 
doctrine and tactics, techniques, 
and procedures (TTP). This initia- 
tive culminated in success thanks 
largely to the drive and persistence 
of Lieutenant Colonel David Hale, 
Jr., former Commander of the 
519th Military Intelligence Battal- 
ion, and Chief Warrant Officer Four 
Patrick Foxen (U.S. Army Retired). 
The resulting product is a very ma- 
ture initial draft of a brand new field 
manual—FM 34-7-1, The Combat 
Commander’s Handbook on Cl 
Analysis and HUMINT Collection 
in Stability Actions and Support 
Actions. The Intelligence Center, 
you the users of intelligence doc- 
trine, and the Army as a whole 
owes the participants in this effort a 
big “thank you.” 


Figures 3 and 4 list the individu- 
als involved with this collaborative 
effort during the period from Octo- 
ber 1998 through January 1999. All 
of the participants from the 519th 
MI Battalion had at least two opera- 
tional deployments in the Former 
Republic of Yugoslavia, Haiti, So- 
malia, Southwest Asia, or Hondu- 
ras. 








Looking For The Best 


The U.S. Army Special Operations Command (USASOC) and its units are looking for highly motivated, phys- 
ically fit, airborne qualified (or willing to go to airborne school), language speaking (DLPT 2/2) military intelli- 
gence soldiers. USASOC’s units include the 75th Rangers, 160th Special Operations Aviation, special 


forces, psychological operations (PSYOPS), civil affairs, and the U.S. Army John F. Kennedy Special War- 
fare Center and School (USAJFKSWCS). 


USASOC is looking for soldiers in the following military occupational specialties: 96B (Intelligence Analyst), 
96D (Imagery Analyst), 97B (Counterintelligence Agent), 97E (Interrogator), 98C (SIGINT Analyst), 98G 
(Voice Interceptor), and 98H (Communications Locator/interceptor). USASOC is not limited to just Fort 


Bragg locations but also includes Forts Campbell, Lewis, Carson, Benning, Stewart/Hunter Army Airfield, as 
well as Germany, Okinawa, and Panama. 


Interested personnel can contact SGM Fowler, USASOC Deputy Chief of Staff for Intelligence, E-mail 
fowlers@soc.mil, (910) 396-6270/8389, DSN 239-6270/8389; or SFC Dodd, USASOC Deputy Chief of Staff 


for Personnel, E-mail doddj@soc.mil. Come join the small number of MI professionals in the special opera- 
tions community that are truly—the quiet professionals. 
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Figure 2. Elements of Information Operations. 


1O includes six effects that focus 
on the threat’s information flow and 
decision-making process. Figure 1 
presents a list of these effects. 


Defensive Information 
Operations 


Defensive |O integrate and coor- 
dinate policies and procedures, op- 
erations, personnel, and technol- 
ogy to protect and defend friendly 
information and information sys- 
tems. Related activities of defen- 
sive lO include education, training 
and awareness, intelligence sup- 
port, public affairs, command infor- 
mation, and offensive !O 

Defensive |O conceals the 
physical and selective locations of 
information systems. It also denies 
the adversary information about 
our (friendly) capabilities and inten- 
tions by controlling the indicators. 


Three factors make defensive |O 
considerations critical. They are 


* Quantity and quality of 
information to protect. 

* Electronic vulnerability of the 
information system. 

* Sophisticated means an 
adversary has to penetrate the 
information system. 

Defensive |O produces several ef- 
fects: protection and defense of in- 
formation, physical security of 
command posts, and negating the 
adversary'’s advantage from de- 
ception operations 
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integration of Offensive 
and Defensive Operations 


The information operations plan- 
ning process is a continuous cycle 
started by developing a knowledge 
base of potential threats, analyzing 
the collected information, and then 
incorporating it into the military de- 
cision-making process (MDMP) for 
execution. Integration of this infor- 
mation to support the commander's 
intent and specific objectives is key 
to the strategy-to-tasking coordina- 
tion of all the applications within 


lO. Planning, preparing, execut- 
ing, and assessing offensive and 
defensive |O requires leaders to 
use both in mutually reinforcing 
functions. An information opera- 
tions coordinator (IOCOORD) 
would plan and wargame the 
operation and integrate it into 
the operations plan (OPLAN). 
Discerning what is offensive or 
defensive in this integration 
would appear complicatec be- 
Cause an application may apply 
to both types of operations (see 
Figure 2). This simultaneous 
planning requires an enormous 
amount of education, training, 
and equipment to provide the 
effective results necessary to 
maintain peace and be success- 
ful on the battlefield in the fu- 
ture. 


Many agencies have performed 
lO daily yet the draft versions of our 
manuals have just begun to update 
our concepts and doctrine within 
this environment. We are all re- 
sponsible for validating and 
providing comments to the appro- 
priate proponents responsible for 
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MAJ Andrew Martin 
CPT George Peters 


U. S. Army intelligence and Security Command 
66th Mi Group i 
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CW3 Anthony Veney, 351B 513th Mi Brigade 


CW3 Alan Gruei, 3518 
CW3 Donaid Sullens, 3518 
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CW3 Hector Morales, 3518 
CW3 Neil L'Hommedieu, 351B 
CW3 Robin Doran, 351B 
CW3 Timothy Holt, 351E 
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all-inclusive). 


the review. The need for useful 
products, graphics, and realistic in- 
formative vignettes in these manu- 
als is essential to keep our soldiers 
informed and aware of the tech- 
niques that have provided success 
and lessons learned. 


We welcome your input on these 
issues. To provide input on the FM 
100-6 draft review or general |O 
and intelligence support to |O, con- 
tact Chief Warrant Officer Three 
Walt Horlick at E-mail walter.horlick 
@huachuca-emh1.army.mil. To in- 
put any comments concerning the 


Contributors and Reviewers from Other Units (not 


FM 34-130 draft, contact CPT 
Jeanne Lang via E-mail at 
langj@huachuca-emh1.army.mil. 
In addition, you can periodically 
check the Doctrine Division's 
homepage at http://138.27.35.36/ 
Doctrine/dib.htm. We appreciate 
your comments and the time you 
take to provide them. 


MI Partnership—An Example 
of Successful Doctrine 
Updating 

In the April-June 1999 issue of 
MIPB, the Concepts and Doctrine 
department article focused on a 


counterintelligence (Cl) and 
human intelligence (HUMINT) 
collection initiative and unofficial 
partnering effort. This effort is an 
excellent example of the close rela- 
tionship required between the field 
and the Intelligence Center to de- 
velop accurate and comprehensive 
doctrine and tactics, techniques, 
and procedures (TTP). This initia- 
tive culminated in success thanks 
largely to the drive and persistence 
of Lieutenant Colonel David Hale, 
Jr., former Commander of the 
919th Military Intelligence Battal- 
ion, and Chief Warrant Officer Four 
Patrick Foxen (U.S. Army Retired) 
The resulting product is a very ma- 
ture initial draft of a brand new field 
manual—FM 34-7-1, The Combat 
Commander’s Handbook on Cl 
Analysis and HUMINT Collection 
in Stability Actions and Support 
Actions. The Intelligence Center 
you the users of intelligence doc- 
trine, and the Army as a whole 
owes the participants in this effort a 
big “thank you.” 


Figures 3 and 4 list the individu- 
als involved with this collaborative 
effort during the period from Octo- 
ber 1998 through January 1999. All 
of the participants from the 579th 
MI Battalion had at least two opera- 
tional deployments in the Former 
Republic of Yugoslavia, Haiti, So- 
malia, Southwest Asia, or Hondu- 
ras. 








Looking For The Best 


The U.S. Army Special Operations Command (USASOC) and its units are looking for highly motivated, phys- 
ically fit, airborne qualified (or willing to go to airborne school), language speaking (DLPT 2/2) military intelli- 
gence soldiers. USASOC’s units include the 75th Rangers, 160th Special Operations Aviation, special 
forces, psychological operations (PSYOPS), civil affairs, and the U.S. Army John F. Kennedy Special War- 
fare Center and School (USAJFKSWCS). 


USASOC is looking for soldiers in the following military occupational specialties: 96B (Intelligence Analyst), 
96D (Imagery Analyst), 97B (Counterintelligence Agent), 97E (Interrogator), 98C (SIGINT Analyst), 98G 
(Voice Interceptor), and 98H (Communications Locator/Interceptor). USASOC is not limited to just Fort 
Bragg locations but also includes Forts Campbell, Lewis, Carson, Benning, Stewart/Hunter Army Airfield, as 
well as Germany, Okinawa, and Panama. 


Interested personnel can contact SGM Fowler, USASOC Deputy Chief of Staff for Intelligence, E-mail 
fowlers@soc.mil, (910) 396-6270/8389, DSN 239-6270/8389; or SFC Dodd, USASOC Deputy Chief of Staff 
for Personnel, E-mail doddj@soc.mil. Come join the small number of MI professionals in the special opera- 
tions community that are truly—the quiet professionals. 
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Major Ann Bray 
(Deceased) 


Mi HOF Inductee: 1989 
Discipline Cl/HUMINT 


Ann Bray grew up in Indiana. She 
worked as a reporter for the local 
newspaper and then taught in the 
Central High School in Evansville. 
In 1943, Ann Bray took leave from 
teaching to enlist in the Army. 








After her basic training, she 
worked at Halleron General Hospi- 
tal in New York. As a sergeant, she 
did public relations work, and she 
also served as a liaison between 
reporters from the news media and 
the wounded returning soldiers, 
whose stories were most interest- 
ing and colorful, and were quoted 
nationwide. She attended Officers 
Training School, and then she be- 
came the Military Public Relations 
Officer for the State of Ohio. 


Ann Bray decided that her future 
lay with the Army Counterintelli- 
gence Corps (CIC). When the War 
Department announced the first 
class for the Women’s Army Corps 
(WAC), she made her bid for that 
Service. She was one of 27 who 
graduated in the second basic 
course for women in counterintelli- 
gence (Cl) work class. Few of the 
first classmates continued in the 
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CIC work, so she became one of 
the first women in the work and one 
of the very few who became an 
agent in the CIC. (The work of the 
CIC was to counter the efforts of 
spies and enemies who would 
practice espionage, sabotage, and 
subversion against U.S. forces.) 
Ann Bray was instrumental in help- 
ing to catch more than 150 spies. 


She served five years in Cl in Ja- 
pan before, during, and after the 
Korean War. She had to travel 
about Tokyo a great deal in her 
quest for information. There were 
no street names or numbers at that 
time and Ann was always inquiring 
at the district police stations to find 
her way. She learned that a packet 
of cigarettes established good rela- 
tions and got her the help she 
needed. Later she learned that the 
police had dubbed her “our little 
lady that is always lost.” While so 
much of her work will never be re- 
vealed, Major Bray was especially 
effective against female spies. 
Imagine double-dating frequently 
with a couple of subversives to 
learn their secrets.... 


When Ann Bray returned from Ja- 
pan, she went to Fort Holabird, 
Maryland. There she directed the 
collection, research, and writing of 
the history of the American CIC in 
its combat phases for the archives. 


With the CIC history completed, 
MAJ Bray’s next assignment was 
in Germany. Again, she was in- 
volved in CIC operations. 


In 1963, Ann Bray retired with the 
rank of major. After teaching for 
five years. she retired to her home 
to write The Spy Catcher: CIC in 
Combat in World War ll, a review 
of the history of counterintelligence. 
In writing the book, she drew on the 
declassified parts of the “U.S. CIC 
in Combat” history that she had 
helped to write and compile for the 


Army. She died on 5 December 
1976. 


Major General James E. 
Freeze (USA, Retired) 


Mi HOF inductee: 1987 
Discipline: SIGINT 


Major General Freeze grew up in 
Marengo, lowa. Upon graduation 
from high school, he enlisted as a 
private in the U.S. Army. General 
Freeze’s military career spanned 
32 years. During that time, he rose 
through the ranks from Private to 
Major General. Primarily devoted 
to the intelligence and electronic 
warfare (IEW) disciplines, his mili- 
tary service included three years of 
enlisted service in the U.S. Army 
Security Agency (USASA) and 
promotion to the grade of Sergeant 
First Class. He then attended Offi- 
cer Candidate School, from which 
he earned a commission as a Sec- 
ond Lieutenant in 1952. 


General Freeze’s service included 
assignments in Ethiopia, Japan, 





Hawaii, Vietnam, Europe, and nu- 
merous Continental United States 
(CONUS) locations. His major 
duty assignments included: Com- 
mander, 303d Radio Research 
Battalion in Vietnam; Director of 
the Army || Budget, The Pentagon; 
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Commander, USASA Combat De- 
velopments Activity, 502d Army 
Security Agency Group, Europe; 
Deputy Commander, USASA; 
Deputy Commander, U.S. Army In- 
telligence and Security Command 
(INSCOM); Assistant Deputy Direc- 
tor, National Security Agency 
(NSA); and Deputy Chief, Central 
Security Service. 


During his military career, Gen- 
eral Freeze was instrumental in for- 
mulating U.S. Army concepts and 
doctrine related to the conduct of 
tactical intelligence and electronic 
warfare. He commanded tactical 
IEW units in both peace and war. 
He was the first U.S. Army 
cryptologic officer selected for pro- 
motion to the general officer ranks. 


Thaddeus S. C. Lowe, 
(Deceased) 


HOF Inductee: 1988 
Discipline: Imagery Intelligence 
Thaddeus Lowe was born in Jef- 
ferson, New Hampshire, in 1832. 
As a teenager, he traveled as an 
assistant to a sleight-of-hand artist, 
performing simple tricks and chem- 
ical experiments. By age 22, he 
chose the study and practice of 
aeronautics as his avocation and 
profession. Without the resources 
for a formal education, he pre- 
sented quasi-scientific exhibitions 
to finance private studies. 


Four years later, Thaddeus Lowe 
built his first balloon; he made his 
first ascension in Ottowa to pro- 
mote Cyrus W. Field’s transatlantic 
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cable. Within a year, Lowe had 
earned a wide reputation as suc- 
cessful balloonist. Lowe built the 
largest existing aerostat, an aircraft 
that used lighter-than-air gas and 
was supported by the buoyancy 
of the surrounding air. He had 
planned a transatlantic voyage in 
that craft but several misfortunes 
prevented the trip. 


On 20 April 1861, Thaddeus Lowe 
made his first official ascension 
from Cincinnati and traveled 900 
miles in 9 hours. He left Cincinnati 
that morning to prove a theory of 
aerial wind currents. He either for- 
got or did not care that South 
Carolina had fired on Fort Sumter 
nine days earlier and he proceeded 
south over Virginia and landed 
there. 


Thaddeus Lowe realized the im- 
portance of aerial reconnaissance 
and the difference it could make 
during war. Seeking support, he 
sent a telegram to President Lin- 
coln with the information he gained 
on his accidental trip to the south. 
This information told the Washing- 
ton officials that Tennessee had 
joined the Confederacy. Lowe's 
idea of balloon reconnaissance 
met considerable Union Army re- 
sistance. He was able to demon- 
strate his ability to make an 
observation and transmit the infor- 
mation to the ground by telegraph 
wire. On 18 June 1861, Thaddeus 
Lowe sent the first telegraphic 
message from his balloon to Presi- 
dent Lincoln on the ground a 
half-mile away. On 26 June, the 
U.S. Army Corps of Topographical 
Engineers adopted the balloon for 
Army service. Hired as a civilian, 
Lowe had the title of Aeronaut, 
Commanding, Balloon Depart- 
ment, Army of the Potomac. 


On 24 September 1861, Lowe 
provided a dramatic new chapter in 
military history by actually directing 
artillery fire from the air during bat- 
tle, enabling gunners on the 
ground to shell an enemy they 
could not see. Ascending above 
Fort Corcoran in Virginia on the 


south bank of the Potomac, Lowe 
reported the presence of enemy 
guns positioned more than three 
miles away. He telegraphed details 
to the nearest Union commander, 
stating that nearby Falls Church in 
Virginia was undergoing shelling 
by rebels. From aloft, Lowe flashed 
the results of successive volleys 
until the Union gunners had cor- 
rected their ranges and were hitting 
the unseen enemy. He continued 
to give a shot-by-shot account of 
the battle, the first such operation 
ever recorded. 


The next month, the United 
States established its first air force, 
the Balloon Corps of the Army of 
the Potomac; it became an official 
branch of the Army on 22 Decem- 
ber. At 30 years of age, Thaddeus 
Lowe had organized an aeronautic 
corps for the Union Army. His ex- 
ploits as director of the newly orga- 
nized Union Army Balloon Corps 
were legendary. He made more 
than 30,000 ascents to conduct ae- 
rial reconnaissance and provide 
valuable information. Mr. Lowe was 
the undisputed master of balloon 
operations. 


One of Lowe's most valuable con- 
tributions during the Civil War was 
the guidance he gave the topo- 
graphical engineers in making reli- 
able maps of the battlefield areas 
and enemy positions, thus pioneer- 
ing the science of aerial mapping. 
To speed up the flow of messages 
to the ground, he devised a system 
of special codes using numbers 
and letters separately or in combi- 
nation. He could show them from 
the balloon or drop them to the 
ground; this provided visual alterna- 
tives to the electrical transmissions. 
He also experimented with flares to 
send signals to distant points. 


Thaddeus Lowe invented a mo- 
bile field generator to solve the 
technical problems in filling the bal- 
loons. The light and compact gen- 
erator produced enough hydrogen 
to fill a balloon within a few hours. 
It was adapted to a wagon frame 
and thus could accompany the unit 
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it supported. Lowe also estab- 
lished the world’s first aircraft car- 
rier, the G. W. Parker Curtis (a coal 
barge towed by a tugboat), which 
he transformed into a platform to 
transport and tow observation bal- 
loons. 


Unfortunately, the Balloon Corps 
was subject to continuous juggling 
from one branch of the service to 
another. At the end of the Chan- 
cellorsville Campaign, the entire 
Balloon Corps consisted of Lowe 
and two other civilians. He re- 
signed on 8 May 1863. The Balloon 
Corps was abandoned 1 August 
1863, two years after its inception 
and two years before the end of the 
war. 


Thaddeus Lowe's experiences 
with balloons taught him a great 
deal about their properties. After 
his departure from the Balloon 
Corps, he devoted his time to the 
production and distribution of gas 
for heating and illuminating them. 
He invented a machine for making 
ice and equipped a steamer with 
refrigeration for hauling perishable 
foods. In 1872, Lowe perfected a 
water-gas process and in 1878, he 
had developed an incandescent 
gas mantle that gave off a whiter, 
brighter light than the naked flame. 
(Later improved by a German 
chemist, this mantle became known 
as a Bunsen burner.) In 1891, 
Thaddeus Lowe moved to Califor- 
nia where he became President of 
the Mount Wilson Railway Com- 
pany and operated the railway us- 
ing electricity. 

Thaddeus Lowe died in California 
in 1913. Not long after his death, 
World War | broke out. It was the 
only war in which the U.S. military 





widely and successfully employed 
aerial observation balloons for mili- 
tary intelligence purposes. 


Aline Griffith Romanones 


MI HOF Inductee: 1989 
Discipline: HUMINT 

Aline Griffith was born in northern 
New York. She married a Spanish 
aristocrat in 1947. The Countess of 
Romanones is one of the most ac- 
tive and influential women in Eu- 
rope. Her list of accomplishments 
is staggering. 

Of particular interest in her career 
was her service to the United 
States as a secret agent. In 1943, 
she left college and entered the 
OSS after she had mentioned to a 
man (an OSS recruiter) at a party 
that she would like to do something 
important to aid the war effort. 
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After carefully checking her cre- 
dentials, the OSS put into the rigor- 
ous OSS training school. Here she 
learned the arts of handling guns 
and explosives, sending and re- 
ceiving Morse code, hand-to-hand 
combat, forgery, and other skills 
necessary for survival while in di- 


rect contact with the enemy. She 
was one of very few women ever 
selected for this very harsh train- 
ing. 

Sent to Spain, her mission was to 
prepare the south of France for an 
invasion by the Allied forces. Her 
network of agents included two 
Basque women who came down 
from the Pyranees to bring infor- 
mation on German troop move- 
ments. (One of these women was 
shot dead in the Countess’s bed 
one weekend. The Countess was 
away for the weekend at a 
villa—trying to find a Nazi radio sta- 
tion.) 


Another encounter with a Ge- 
stapo agent required her to shoot 
him as he tried to strangle her. She 
proved invaluable in her role, being 
able to travel many places men 
could not and bringing in informa- 
tion of great military value. Moving 
in higher circles, she was able to 
socialize with high-ranking Fascist 
and Nazi officers. 


She became a friend of William 
Casey, the head of the OSS. Later, 
she worked for him and the Central 
Intelligence Agency in Central Eu- 
rope. 


Her book, The Spy Wore Red, 
encapsulates her World War II ex- 
periences. She wrote a second 
book on her later adventures. 


Her accomplishments include ac- 
tivities in cultural and political fields. 
Although she resides in Spain, she 
has lectured in the United States 
about world problems of which she 
has knowledge. She stresses the 
need for our continued leadership in 
the Western World. 








Attention NCOs 


Send us your articles and book reviews. If you have experience you can share on MI doctrine, pro- 
fessional development, or “how-to” tips, please send them to Military Intelligence. Topics of interest 
for future issues include: analysis, global conflicts (see the map on pages 32-33 for ideas), MI skills 
training, and tactical operations. E-mail them to mipb@huachuca-emh1.army.mil or call (520) 
538-1005/6 or DSN 879-1005/6. 
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Individual Tactical Reporting Tool 


by Colonel Jerry V. Proctor 


Dick Tracy wristwatch???...well not 
yet, but this is a step in that direc- 
tion. This issue of MIPB focuses on 
counterintelligence (Cl) and human 
intelligence (HUMINT), and more. 
This is an area in which the U.S. 
Army Training and Doctrine Com- 
mand (TRADOC) System Manager 
(TSM) All-Source Analysis System 
(ASAS) office is deeply involved. 
We have four product areas we are 
working on in this field; however, 
this issue | want to highlight our next 
“due out” product. This is the 
Individual Tactical Reporting Tool 
(ITRT), or handheld Cl HUMINT re- 
porting device. The intent of the 
ITRT is to provide automation sup- 
port to the individual Cl agent or in- 
terrogator conducting investigations, 
collection operations, screening, de- 
briefing, liaison activities, and force 
protection functions. They can do all 
of this using a much less conspicu- 
ous tool. 


The ITRT is the initial or individ- 
ual-level entry device of the ASAS 
CI/HUMINT subsystems. These sys- 
tems include the ITRT, Cl/HUMINT 
Automated Tool Set (CHATS), the 
Counterintelligence and Interrogation 
Operations Workstation, and the 
HUMINT Single-Source Workstation. 
While the CHATS (Version 1) is al- 
ready in the field, the present goal for 
fielding the ITRT is in the second 
quarter, fiscal year 2000 (2QFY00). 


Technology in commercial “palm- 
top” devices is changing rapidly. 
The TSM ASAS is actively seeking 
user input, and will be disseminat- 
ing the User Functional Description 
(UFD) for comment in the May 
through June 1999 timeframe. This 
UFD includes requirements for the 
ITRT. Please look for it and give us 
your comments. 


July-September 1999 


In addition, in an effort to identify 
users’ preferences and desires, the 
PM Cl/HUMINT Information Man- 
agement Systems (CHIMS) (the 
Product Manager Office for ASAS 
CI/HUMINT products) has been 
circulating several candidate de- 
vices (mostly commercial off- 
the-shelf items) to units throughout 
the Army. The units keep each de- 
vice for two weeks to let operators 
use and evaluate the various de- 
vices. This input will be useful in 
identifying the hardware device that 
meets stated requirements and user 
preferences for the ITRT. The evalu- 
ators are also addressing software 
Capabilities, with the primary con- 
cern being compatibility with the 
CHATS, which the ITRT will feed. 


Uses of the ITRT will include— 


* Prepare, store, and disseminate 
intelligence reports. 


* Receive, store, and process digi- 
tal imagery and graphics. 


* Receive, store, and process 
tasking or other administrative 
messages from CHATS via di- 
rect docking and other communi- 
cations means. 


The current communications 
means under investigation in- 
clude Combat Net Radio (CNR), 
local area networks, and even 
cellular telephones. 


The advances in handheld com- 
puting will provide some very inter- 
esting and useful applications for 
Cl and interrogator soldiers. In ad- 
dition to the normal text-type entry 
required for completing reports, 
some of the prototype devices cur- 
rently offer such capabilities as au- 
dio recording; the ability to sort, 
crop, and edit digital imagery; and 
the ability to provide voice annota- 
tion to the imagery. This imagery 


will include the images produced 
by the soldiers using the CHATS 
digital camera, as well as imagery 
from other sources such as Na- 
tional Imagery and Mapping 
Agency (NIMA) standard, archived 
digital raster graphics (ADRGs) (to 
include compressed raster graph- 
ics). These devices will be able to 
pull in CHATS overlays, templates, 
and maps or portions of a map per- 
tinent to the current agent or inter- 
rogator's task and to process, 
store, and manipulate these same 
items and disseminate them 
back to CHATS. The device will 
also be able to create new over- 
lays that are scaleable and regis- 
tered to maps. This will provide 
the user with an ability to “sketch” 
an overlay based on information 
received from a source, attach 
that overlay to a report, and 
transmit the newly created overlay 
back to the CHATS. 


An objective capability for the 
ITRT is to use an internal Global 
Positioning System (GPS) capabil- 
ity. This would allow the ITRT to— 


* Self-locate to within 10 meters. 
¢ Plot locations on a digital map. 


* Facilitate navigation for the indi- 
viduals. 


¢ Automatically cut or paste coor- 
dinates (in various formats) into 
a report or database. 


As with all things for which the 
TSM ASAS develops requirements, 
our goal is to represent the users’ 
needs and desires accurately. The 
more input we receive from the us- 
ers, the better we will be able to 
represent you, our customers. 


My thanks to Chief Warrant Officer 
Four Ed Carter of the TSM ASAS 
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Colonel Jerry Proctor is the TRADOC 
System Manager for the All-Source 


Anlaysis System. Readers can contact 
him via E-mail at proctorj1@hua 
chuca-emh1.army.mil and telephoni- 
cally at (520) 533-3504 or DSN 
821-3504. The Deputy TRADOC Sys- 


tem Manager is Mr. Michael Strack; you 
can reach him by E-mail at strackm 
@huachuca-emh1.army.mil and by tele- 
phone at (520) 533-3507 or DSN 
821-3507. 





Counterintellige 
by Staff Sergeant Anthony M. Garcia 


he mission and scope of the 
Army’s counterintelligence 
(Cl) branch continues to ex- 
pand the capabilities of the 
All-Source Analysis System 
(ASAS) Remote Workstation 
(RWS) to provide the analyst 
with the tools to accommo- 
date the changes. Today's Cl is no longer focused 
on a single enemy or type of adversary, let alone a 
specific mission. To accommodate this, analysts 
need rapid, easily accessible database systems with 
global communications capabilities. The RWS an- 
swers this need. 





Experience with Cl and human intelligence 
(HUMINT) missions, such as “Blackbird,”’ have 
proven the utility and need for relational databases. 
Using the RWS would greatly enhance the effective- 
ness and speed of quality Cl force protection (abbre- 
viated as FP in this article) products as a whole. 
Analysts can easily produce FP information reports 
(FPIRs), contact reports (CRs), and intelligence in- 
formation reports (IIRs) either using the Freetext 
Tool or created in common-use data tables. The cre- 
ate table function on the RWS allows the analyst to 
tailor the data tables to any mission. Analysts can 
then disseminate these tables to all other Cl FP ele- 
ments in theater. They can use the tables as a stan- 
dard, or at least a template for normalization. 


The RWS home page and the Netscape® 
browser functions further expedite the dissemina- 
tion of tactically useful information. Every type of C! 
FP report is available to all levels simultaneously, 
as opposed to trickling through several echelons of 
cutting and pasting until the consumer finally re- 
ceives the product. Not only does this expedite the 
reporting process but it also further facilitates the in- 
formation flow between Cl FP teams operating in 
the same region. 





ASAS Master Analyst Program 
Sly Fox Den ASI 1F Notes 


»rce Protection 


The ASAS Master Analyst Program (AMAP) 
Branch is striving to improve the integration of Cl FP 
and HUMINT reporting with the RWS and the ASAS 
Master Analyst Course (AMAC). Once completed 
and tested, the data tables will be available to any in- 
terested ASAS RWS consumer. The tables will in- 
clude, but are not limited to: personalities, significant 
events, important organizations, SALUTE (size, activ- 
ity, location, unit, time, and equipment) reports, and 
various free-text template forms. Photographs and 
other images can also create a more rounded Cl FP 
picture. Once implemented, the capabilities are limit- 
less as both the Theater Rapid Response 
Intelligence Package (TRRIP) and the follow-on 
Counterintelligence HUMINT Automated Tool Set 
(CHATS) can communicate with the RWS, and the op- 
erator can further disseminate information to the anal- 
ysis control element (ACE). 


Congratulations to SSG Shandella Vaughan for 
her selection as the | Corps Noncommissioned Offi- 
cer (NCO) of the Year. She has been an ASAS Mas- 
ter Analyst for nearly one year. 


Endnote 


1. The “Blackbird” mission was the compilation of collected infor- 
mation of Cl FP interest into final intelligence products focusing 
on the Bosnia region and the maintaining of the largest Cl FP da- 
tabase in existence. The section produced IIRs, organization 
capability assessments, regional threat assessments, and an- 
swered requests for information (RFis). 


Staff Sergeant Tony Garcia is currently the ASAS RWS instructor 
with the ASAS Master Analyst Branch. He helped create the 
“Blackbird” section and served as the Mission NCO in Charge. He 
also served as the Contingency Operations Force Protection 
Desk Officer with the 18th MI Battalion, and was instrumental in 
the foundation of the original Contingency Operations Course. 
Readers can contact him via E-mail at garcia@huachuca- 
simcenter.army.mil or amg_01@hotmail.com and by telephone at 
(520) 533-4607/1963 or DSN 821-4607/1963. 


Master Sergeant Kristine M. Sleighter is the current Chief of the 
AMAP. For more information, contact AMAP via E-mail at 
amap@huachuca-emh1.army.mil, telephonically at (520) 
533-4652 or DSN 821-4652, and through the AMAP web page at 
http://138.27.202.66. 
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PROPONENT 


NOTES 











OCMI Website 


The Office of the Chief, Military 
Intelligence (OCMI) website, 
http://nuachuca-ded.army.mil/ocmi/ 
index.html, contains timely infor- 
mation on proponent issues rang- 
ing from enlisted career man- 
agement field (CMF) overviews to 
warrant officer current and ar- 
chived newsletters. We will update 
the website often, so please use it 
as a “favorite” resource for the lat- 
est information on the Mi Corps. 


Enlisted 


MI will increase its participation in 
the Total Army Involvement in Re- 
cruiting (TAIR) program. The intent 
is to establish a framework in which 
Active Component (AC) MI units 
will develop a habitual partnership 
with the local area recruiting com- 
mands in an effort to increase the 
visibility of intelligence career fields 
with potential recruits. Each AC MI 
Battalion has an opportunity to es- 
tablish a partnership with its local 
recruiting organizations. We can 
provide local recruiters with the 
personnel and resources neces- 
sary to educate and inform our po- 
tential new recruits on the exciting 
and diverse career fields available 
to them in the Intelligence Corps. in 
late February, the OCMI partici- 
pated in an “Army Day” presenta- 
tion at Bradshaw Mountain High 
School in Prescott, Arizona. 
The event provided information 
about the Army and specific Army 
intelligence career opportunities. 


The MI proponent reviewed all 
worldwide MI enlisted modified ta- 
ble of organization and equipment 
(MTOE) and table of distribution 
and allowances (TDA) authoriza- 
tions with various Department of 
the Army (DA) and major com- 
mand organizations in April 1999. 
The purpose of the review was to 


July-September 1999 


assess the impact of various force 
structure initiatives such as 
CINCOS (Change in Noncommis- 
sioned Officer Structure), QDR 
(Quadrennial Defense Review), 
and the recent “buy backs” in 
noncommissioned officer (NCO) 
authorizations. Additionally, we 
reviewed— 


¢ All background coding for MI 
Command Sergeant Major posi- 
tions. 


* Career Management Field 98 
Master Sergeant positions for 
possible conversion back to 
Army skill identifier (ASI) 98Z. 


* Language identification code 
(LIC) requirements for both 
97B (Counterintelligence Agent) 
and 98C (Signals Intelligence 
(SIGINT) Analyst). 


* ASI requirements for Informa- 
tion System Security Monitoring 
(2G), Non-Morse Analysis 
(K2/M7), Transcribing/Gisting 
(C8), and Defense Sensor 
Interpretation and Application 
Training Program (DSIATP) 
(S9). 


We aim to ensure that we maintain 
a supportable military occupational 
specialty (MOS) grade structure 
throughout the force, and where 
necessary, revise standards of 
grade authorizations to support 
recent DA-approved rollbacks in 
NCO authorizations. Preliminary 
analysis revealed a slightly higher 
NCO grade content than previ- 
ously anticipated, which we had 
noted in recent promotion trends. 
We expect DA to task the U.S. 
Army Training and Doctrine Com- 
mand (TRADOC) to have the 
various proponents review their 
respective documents this sum- 
mer and submit proposed changes 
early next year. 


Warrant Officer 


We have received several inqui- 
ries recently on whether we would 
consider Basic Noncommissioned 
Officer Course (BNCOC) waivers 
during the warrant officer applica- 
tion process. Some requests come 
from soldiers who have deployed 
and are unable to attend their 
scheduled BNCOC class. We will 
not consider BNCOC waivers for 
soldiers unless they have excep- 
tional circumstances. If they have 
deployed and their units simply 
have not yet selected them for 
BNCOC, we will not grant a waiver. 
If a soldier selected for BNCOC has 
a delayed attendance due to a 
deployment, we will consider 
requests for waiver on a case-by- 
case basis. This will permit the 
packet to proceed through the se- 
lection process. The soldier would 
still need to successfully complete 
BNCOC prior to consideration by 
the accession board. 


Officer 


The Colonels promotion board 
will meet the end of July 1999. 
Major General Thomas alerted 
Lieutenant General Ohle, the 
Department of Army Deputy Chief 
of Staff for Personnel, about the 
shortages of MI Colonels (COLs) 
resulting from unscheduled retire- 
ments and senior MI officers reach- 
ing mandatory retirement dates. 
We have not asked to make up the 
shortage of Mi COLs in one year, 
however. We hope to have in- 
creased selections to COL over the 
next couple of years. 


In June, U. S. Army Total Person- 
nel Command (PERSCOM) ap- 
proved the initiative to shorten the 
Branch Detail time requirement 
from 48 months to 36 months for MI 
officers. The affected Branch Detail 
officers will begin training in the 
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third quarter of fiscal year 2000 
(3QFY00). This will increase the 
number of Captains (CPTs) avail- 
able to the field beginning in 
2QFY01. 


The Career Field Designation 
(CFD) Board for Year Groups (YG) 
1981 and 1987 will convene 22 Oc- 
tober 1999. Officers in these year 
groups can expect results 90 days 
after the board recesses. The pri- 
mary means for submission of pref- 
erences is through the Internet. 
Officers should have submitted 
their initial preferences by 30 July 
to allow feedback on the competi- 
tion for each functional area; they 
should also ensure that PERSCOM 
has their current addresses. Offi- 
cers can change their preferences 
until 5 September 1999. 


The composition of the MI Branch 
officer corps will undergo a signifi- 
cant change over the next several 
years. Twenty-five percent more 
MI officers will serve in Branch De- 


tails than has been the historical 
norm. There are several reasons 
for this shift. First, the Officer Re- 
structure Initiative (ORI) reduced 
many CPT positions to Lieutenant 
(LT), thus increasing the number of 
combat arms LT requirements. 
Second, the reduction of time to 
pin-on CPT rank from 48 months to 
42 months beginning with YG96 
increases the number of Branch 
Detail officers required to fill the 
combat arms inventories. Even 
with the decrease of “homegrown” 
MI officers, we will still have more 
MI LTs than authorizations for LTs. 


Force Structure and 
Force Design 


The USAIC&FH (U.S. Army Intel- 
ligence Center and Fort Huachuca) 
hosted the U.S Army Reserve MI 
Table of Organization (TOE) and 
MTOE Working Group 13-16 April 
1999. Attendees included repre- 
sentatives from U.S. Army Intelli- 
gence and Security Command 


(INSCOM), U.S. Army Force Man- 
agement Support Ag- ency 
(USAFMSA), Office of the Chief of 
Army Reserve (OCAR), and the 
U.S. Army Recruiting Command 
(USARC). 


The purpose of the working group 
was to identify Army Reserve TOE 
and MTOE structural issues asso- 
ciated with team Serial Require- 
ments Codes (SRCs). Both 
USAIC&FH and INSCOM agreed 
that the appropriate doctrinal publi- 
cations require updating to reflect 
the structure that will provide intel- 
ligence support to the Army. In 
many cases, respective propo- 
nents—the Intelligence Center 
for corps battalions, INSCOM 
for the echelons-above-corps 
battalions—will need to create 
new TOEs and MTOEs to reflect 
the changes. 


Readers can contact OCMI via E-mail 
at ocmi@huachuca-emh1.army.mil or 
telephonically at (520) 533-1173 or 
DSN 821-1173. 





RESERVE 


COMPONENT 








Warlord Notebook Y2K Compli- 
ance. If you are a user of Warlord 
Notebook (WLNB), work with your 
supporting agency, contractor, and 
headquarters to ensure your soft- 
ware and hardware are up to stan- 
dard so that you do not have a Year 
2000 (Y2K) problem. Version 3.1 is 
the non-Y2K version of WLNB soft- 
ware. The version that is readily 
available and necessary for Y2K 
compliance is Version 4.0; your 
contractor software-support per- 
sonnel should have this latest ver- 
sion readily available. If you need 
assistance in determining your 
systems’ status or have questions 
about any other MI system, contact 
Major Tony Stratton in the U.S. 
Army Training and Doctrine Com- 
mand (TRADOC) System Manager 
for ASAS Office at E-mail strattont 
@huachuca-emh1.army.mil or by 


62 


telephone at (520) 533-3504 or 
DSN 821-3504. 


ASAS Remote Workstation 
(RWS) Fielding. Al! 14 separate 
brigades in the U.S. Army National 
Guard (ARNG) and the 278th Ar- 
mored Cavalry Regiment have 
completed fielding of All-Source 
Analysis System (ASAS) RWSs. 
The Southeast Army Reserve Intel- 
ligence Support Center (ARISC) 
at Fort Gillem, Georgia, has 
fielded a complete ASAS to com- 
plement the training of Reserve 
Component (RC) MI units through- 
out the Continental United States 
and to facilitate intelligence pro- 
duction at the ARISC. 


Lieutenant Promotions. Second 
Lieutenants attending the Military 
Intelligence Officer Basic Course 
(MIOBC) should receive promo- 


tions to First Lieutenant at the 
24-months-in-grade mark. A num- 
ber of RC officers have reported to 
MIOBC with more than 24 months 
in grade as Second Lieutenants. 
The U.S. Army Intelligence Center 
and Fort Huachuca (USAIC&FH) 
has had to work promotion actions 
with their units to promote them 
while they are at the course. The 
Reserve Officer Personnel Man- 
agement Act clearly outlines the re- 
quirements for promotion; gradua- 
tion from MIOBC is not one of them. 


Senior Grades in MI Officer 
Transition Course (MIOTC) and 
Mi Officer Advanced Course 
(MIOAC). A number of RC organi- 
zations are still attempting to send 
Lieutenant Colonels and Colonels 
to the MIOTC and MIOAC. The 
programs of instruction prerequi- 
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sites forbid field grade officers from 
attending either course. An excep- 
tion allows RC Majors to attend 
these courses, but they must com- 
plete all phases of the training 
prior to promotion to Lieutenant 
Colonel. The intent is to prevent of- 
ficers who are not fully qualified for 
MI duties—by training and experi- 
ence—from placement in critical 
MI positions. 


Total Army Training System- 
Course (TATS-C) Mi Course 
Meeting. The USAIC&FH hosted a 
meeting at Fort Huachuca on 24 
and 25 March 1999. The focus of 
the meeting was on MI military oc- 
cupational specialty (MOS), non- 
commissioned officer (NCO) edu- 
cation system, and officer 
education system courses that 
soldiers could not complete in a sin- 
gle RC training year of eight week- 
ends, a single two-week annual 
training (AT) or active duty for train- 
ing (ADT) session, and 75 hours of 
distance learning (DL). Several of 
our more critical courses, such as 
96B10 (Intelligence Analyst), 97B10 
(Counterintelligence Agent), and 
military intelligence Captains’ Ca- 
reer Course (MICCC)', will require 
more than a single inactive duty 
training (IDT) or ADT session. Rep- 
resentatives from TRADOC, the MI 
Proponent, the U.S. Army National 
Guard Bureau, and the U.S. Army 
Reserve Center Deputy Chief of 
Staff for Training and Intelligence 
attended. The TRADOC represen- 
tative presided over the meeting, 
adjudicated differences, and, in es- 
sentially every case, achieved reso- 
lution. With proper scheduling using 
the hours of IDT, AT/ADT phasing, 
plus DL initially proposed by the MI 
Proponent, Reservists could com- 
plete each multiyear course in 18 
months. This success will push the 
vast majority of MI TATS-C course 
proposals out of the “hold box” and 
into the “green” column. 


E-Mail RC Information Avail- 
able. If you are an MI member of 
the ARNG, U.S. Army Reserve 
(USAR), or Active Component (AC) 
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with an interest in RC issues, send 
us your E-mail address. We fre- 
quently make mass E-mail distribu- 
tion on items of interest to the RC 
intelligence community and E-mail 
is our primary method of linking 
with the AC and RC intelligence 
communities. 


Change in Guard Advisor. Lieu- 
tenant Colonel Steve Ponder re- 
tires 30 September. The new ARNG 
Advisor will be Major Timothy 
Keasling who arrives about 1 Au- 
gust. The telephone numbers will 
remain the same. A future issue of 
MIPB will release his E-mail ad- 
dress; it is likely to be keaslingt@ 
huachuca-emh1.army.mil. 


Parting Shots from the Guard 
Advisor. Since this is my last col- 
umn, I'd like to take this opportunity 
to make a few comments relevant 
to the Total MI Force. First of all, 
thanks to a lot of fine civilians, sol- 
diers, NCOs, and officers who have 
served with me over the years and 
listened to my tirades, harangues, 
and technical discussions. | expect 
to be seeing a lot of you in the fu- 
ture as I’m not leaving the Intelli- 
gence Community but just chang- 
ing my mode of operation. 


| offer some advice for the Guard 
and Reserve MI community: 


* Use qualified MI officers and 
NCOs to fill your critical intel- 
ligence-coded positions. Assign- 
ing non-MI personnel to these 
Critical jobs is pernicious and a 
sure road to failure. | also dis- 


courage the practice of trying to 
convert senior field grade offi- 
cers and NCOs to MI personnel; 
they will always lack the experi- 
ence that is a requisite to suc- 
cessful performance. 


* Be professional, to keep up you 
have to dedicate yourself to 
lots of self-development, proba- 
bly more in MI than any other 
Branch. 


* Be digital, if you are not com- 
puter-literate, then you probably 
do not need to be in Mi—just a 
simple fact. 


* Keep your life in balance. You 
are adding an additional compo- 
nent to your life about which 
most people do not have to 
worry. Do not sacrifice your fam- 
ily and civilian job for the short- 
term gain of the Army. Your fam- 
ily, your job and, ultimately, the 
Army will all suffer more in the 
long run. 


Colonel John Craig is the USAR point 
of contact (POC) and the Chief of the 
Reserve Forces Office. Readers can 
contact him at (520) 533-1176, DSN 
821-1176, and via E-mail at craigj1 
@huachuca-emh1.army.mil. Lieutenant 
Colonel Steve Ponder is the current 
ARNG POC; his telephone numbers 
are (520) 533-1177 and DSN 821- 
1177 and his E-mail address is pon 
ders@huachuca-emh1.army.mil. Their 
fax number is (520) 533-1762 or DSN 
821-1762 and their mailing address 
is Commander, USAIC&FH, ATTN: 
ATZS-RA, Fort Huachuca, AZ 85613- 
6000. 








Address Verification 


Due to new postal regulations, we are updating our mailing list for 
MIPB. The Post Office now requires building numbers, street ad- 
dresses, and nine-digit zip codes. APO/FPO addresses should in- 
clude unit, box number, and CMR number as appropriate. Other 
overseas or non-U.S. addresses should be complete, including 
postal and country codes and names. Please review and update 
your mailing label. If your address is not correct or is incomplete, 
please notify us by E-mail at martinezc@huachuca-emh1.army.mil 
with subject heading “Address Update.” Please include both your 
incorrect and correct addresses. You can also contact us by tele- 
phone at commercial (520) 538-1015 or DSN 879-1015. 
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How to Submit an Article to M/PB 


Select a relevant topic of interest to the military intelligence community. For example, it could discuss 
current operations and exercises, equipment, TTP, or training. It could be historical, explain lessons 
learned, or it could be an essay-type thought-provoking piece. It could be a short “quick tip” on better use 
of equipment or personnel, or fast “work-arounds” for problems. Articles from the “hot spots” are always 
welcome. Seek to add to the professional knowledge of the MI Corps. Propose changes, describe a new 
theory, dispute an existing theory, explain how your unit has broken new ground, give helpful advice on a 
specific topic, or explain how a new piece of technology will change the way we operate. 


Write an outline to organize your work and include a working title and headings. Plan to write 1000-2500 
words (about 2-4 pages single-spaced text with normal margins, not counting graphics) and include 
graphics that enhance understanding of your topic. Quick tips should be 300-800 words. Put the “bottom 
line up front” and write clear, concise introduction and conclusion paragraphs. Follow proper rules of 
grammar. Consult DA Pamphlet 600-67, Effective Writing for Army Leaders, or William A. Mcintosh’s 
Guide to Effective Writing. 


in order to write a clearer, more forceful article, avoid several stylistic pitfalls. 


e Maintain the active voice as much as possible. Write, “The soldier performed the task’ rather than 
“The task was performed by the soldier.” 

e Make your point. Avoid writing about internal organization administration. If your topic is a new piece 
of technology, tell the readers why it is important, how it works better, and how it will affect them. Avoid 
lengthy descriptions of who approved the new system, quotations from senior leaders describing the 
system, reports your organization filed regarding the system, etc. 

e Use the fewest words to state your points. Write “Leaders must emphasize training’ rather than “It is 
imperative for MI professional leaders to refocus their attention to training issues.” 


Please send the article via E-mail to mipb@huachuca-emh1.army.mil with a courtesy copy to 
mcegoverne@huachuca-emh 1 .army.mil or mail it (with a soft copy on disk) to Commander, U.S. Army In- 
telligence Center and Fort Huachuca, ATTN: ATZS-CLM (MIPB), [FedEx/Priority Mail: Bidg 61730, Room 
103], Fort Huachuca, AZ 85613-6000. (Please do not use special document templates and do attach the 
graphics separately. We can accept articles in Microsoft Office 97®, Word 6.0™, Word Perfect 6.0a™, and 
ASCII and PowerPoint™ or Corel®.) Please include with your article: 


e Acover letter with your work, home, and E-mail addresses and telephone numbers, stating your wish to 
have the article published. Please include your social security number (SSN) so that we can find you if 
you transfer, PCS, or ETS/retire before we publish your article; we will protect your SSN and make no 
other use of it. Also, indicate whether we may put your article on our Internet web site even if we do not 
publish it in the printed magazine. 

Pictures, graphics, and crests/logos with adequate descriptions. Try to find good “action” photos that 
illustrate your article; photos and other graphics really enliven an article. We need complete captions 
for the photos (the who, what, where, when, why, and how; the photographer credits; and include the 
author's name on photos). We can return photos if so requested—be sure to include an address to 
which you want the photos sent after we use them. We will gladly accept photos without articles too. 
A release signed by your local security officer or SSO stating that your article is “unclassified, 
nonsensitive, and releasable in the public domain.” (MIPB is available for sale by the Government 
Printing Office and posted on the Internet.) 

The full name of each author in the byline and a biography for each. The biography should include the 
authors’ current duty positions, other related assignments, civilian degrees (degree, school, major), 
and advanced military education (CGSC, War College, SAMS, MSSI, SEIP, and PGIP). (Tell us if we 
can print your telephone number and E-mail address with the biography.) 


We cannot guarantee that we will publish all submitted articles. We will send you an acknowledgment 
that we received your article. We may notify you again when we get ready to run it. Please inform us of 


your current E-mail, telephone numbers, and postal addresses if you change jobs, move, or PCS. It can 
take a year or more before we run some articles. 
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050th MI Group 


The War Department originally constituted the 
650th MI Group as the 450th Counterintel- 
ligence Corps (CIC) Detachment on 12 July 1944, 
CIC Organization Day. Activated 20 August 1944 
in Hollandia, New Guinea, it fought alongside 
U.S., New Zealand, and Australian units in 
the Southwest Pacific. It earned three campaign 
streamers and a Philippine Presidential Unit 
Citation Streamer before disbanding 22 July 
1945. Reactivated at Fort Holabird, Maryland, 
on 18 January 1951, it moved to Supreme 
Headquarters Allied Powers—Europe (SHAPE) 
as the Allied Command Europe (ACE) operational 
CI element. Redesignated the 650th MI 
Detachment on 15 October 1966, it reorganized 
as a group on 20 July 1970. 








The 650th MI Group assists the Supreme Allied Commander—Europe (SACEUR) in protecting ACE forces. 
On the premise that Cl is a national responsibility in garrison and an allied responsibility when deployed, the 
650th supports allied headquarters (HQ) across the Alliance which comprise North Atlantic Treaty 
Organization- nation forces of all Services. Dispersed, language-capable Group soldiers conduct liaison with 
national-level civil and military agencies in 15 North Atlantic Treaty Organization (NATO) member countries, 
affording “forward presence” opportunities and unique contacts in the Alliance. Accredited by NATO and 
ACE, the 650th Mi Group conducts counterintelligence (Cl) operations and investigations in cooperation 


with allied Services, under staff supervision from SHAPE’s Assistant Chief of Staff, Intelligence, and under 
operational command of the Deputy SACEUR. In settings from tactical to the strategic, agents perform 
combined and joint Ci investigations, operations, and activities supporting field forces, contingency planning, 
exercises, and command and control (C*) security. 


The Group lends ACE and U.S. Department of Defense combined Cl support to allied combat forces. It 
wrote combined Cl support doctrine and initiated SHAPE and Peace Implementation Force (IFOR) Cli plans 
for Operation JOINT ENDEAVOR. It led development of the ACE Rapid Reaction Corps’ (ARRC) Ci Mission 
Support Plan; framed the Allied Counterintelligence Unit (ACIU), ARRC’s Cl support unit; and planned its 
activation and deployment. It transformed the ACIU, NATO's first integrated combined Cl unit, into the Allied 
MI Battalion. It created the IFOR Cl Coordinating Authority (ICICA) to provide intelligence oversight for 
Commander IFOR (COMIFOR), and it trained deploying allies in multidiscipline Cl (MDC1I) and combined Cl. 
It acquired NATO secure telephones, International Maritime Satellite (INMARSAT) systems, and Theater 
Rapid Response Intelligence Package (TRRIPS) systems, to form a NATO-secure Cl communications 
network for IFOR. Group personnel deployed in December 1995 as IFOR’s first Cl assets at Tuzla and 
Kiseljak/Sarajevo. Technical surveillance countermeasures (TSCM) teams defined tactical TSCM. Ensuing 
ACE operations supporting the Kosovo Verification Control Cell (KVCC) and its transition to ARCC’s Kosovo 
Force (KFOR), the Allied Mobile Force (Land) as the Albania Force (AFOR), and Operation ALLIED FORCE 
continue to drive refinements to the 650th’s combined Cl support to the combat forces. 


The Group's routine mission is base Cl support to ACE HQ in 12 nations. Cl services, investigations, and 
operations enhance the security of facilities, personnel, and systems. Its ACE-sanctioned com- 
puter security program, LATHE GAMBIT, gathers international law, security, research and 
development, and systems specialists to share trends, techniques, and developments. Agents 
provide Cl! counterterrorism support through threat information development, predeployment 
training, and briefings. TSCM teams enhance information security during policy-makers’ official 
travel, and the detachments and field offices provide Cl and force protection coverage to ACE HQ 


and forces throughout Europe. Security, Truth, Alliance! 
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